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&2 Tool: HomamDownloader

Names HomamDownloader
Category Malware
Type Downloader

(Palo Alto) HomamDownloader is a small downloader program with minimal interesting

characteristics from a technical point of view. HomamDownloader was discovered to be

Description ) ) ) o . . )
delivered by Tick via a spearphishing email. The adversary crafted credible email and
attachment after understanding the targets and their behavior.

Information <https://unit42.paloaltonetworks.com/unit42-tick-group-continues-attacks/>

AlienVault OTX  <https://otx.alienvault.com/browse/pulses?q=tag:HomamDownloader>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool HomamDownloader

Changed Name Country Observed
APT groups
Bronze Butler, Tick, RedBaldNight, Stalker Panda 2006-Apr 2021 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=a5b153e3-838d-405c-943f-a5b7fd291d5e
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