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 Tool: Nidiran

Names
Nidiran
Backdoor.Nidiran

Category Malware

Type Backdoor

Description
Nidiran is a custom backdoor developed and used by Suckfly. It has been delivered via

strategic web compromise.

Information
<https://www.securitynewspaper.com/2016/03/16/suckfly-revealing-secret-life-code-

signing-certificates/>

MITRE ATT&CK <https://attack.mitre.org/software/S0118/>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:Nidiran>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool Nidiran

Changed Name Country Observed

APT groups

  Suckfly 2014-Late 2015  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=b7f22a7c-b4fd-427e-b2e3-b6b8950aeb34
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