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services":{"__typename":"Category","id":"category:products-services","entityType":"CATEGORY","displayld":"products-

"o o

services","nodeType":"category","depth":2,"parent":

__ref":"Category:category:communities" },"title":"Products","shortTitle":"Products" },"Category:category:microsoft-

" non

security":{"__typename":"Category","id":"category:microsoft-

security","entity Type":"CATEGORY","displayld":"microsoft-security","nodeType":"category","depth":3,"parent":

{"_ref":"Category:category:products-services" },"title":"Microsoft Security","shortTitle":"Microsoft

won

Security","categoryPolicies":

__typename":"CategoryPolicies","canReadNode":

{"__typename":"PolicyResult","failureReason":null} } },"Blog:board:MicrosoftSentinelBlog":
"__typename":"Blog","id":"board:MicrosoftSentinelBlog","entityType":"BLOG","displayld":"MicrosoftSentinelBlog", "nodeType":"board","depth":5,"c

{"__typename":"RepliesProperties","sortOrder":"REVERSE_PUBLISH_TIME","repliesFormat":"threaded"},"tagProperties":

{"__typename":"TagNodeProperties","tagsEnabled":

{"__typename":"PolicyResult","failureReason":null} },"requireTags":false, "tag Type":"PRESET_ONLY","description":

Microsoft Sentinel is an industry-leading SIEM & Al-first platform powering agentic defense across the entire security

ecosystem.

"

", "title":"Microsoft Sentinel Blog","shortTitle":"Microsoft Sentinel Blog","parent":{"__ref":"Category:category:microsoft-

sentinel"},"ancestors":{"__typename":"CoreNodeConnection","edges":[{"__typename":"CoreNodeEdge","node":

won

"__ref":"Community:community:gxcuf89792"}},{"__typename":"CoreNodeEdge","node":

" URT

__ref":"Category:category:communities"} },{"__typename":"CoreNodeEdge", " node":

" "o

__ref":"Category:category:products-services"} },{"__typename":"CoreNodeEdge","node":

IR

{
{
{
{"_ref":"Category:category:microsoft-security"}},{"__typename":"CoreNodeEdge","node":
{
{
{

__ref":"Category:category:microsoft-sentinel" } }1},"userContext":

__typename":"NodeUserContext","canAddAttachments":false,"canUpdateNode":false,"canPostMessages":false,"isSubscribed":false},"theme":

" " "o

__ref":"Theme:customTheme1"},"boardPolicies":{"__typename":"BoardPolicies","canViewSpamDashBoard":

{"__typename":"PolicyResult","failureReason":

"

__typename":"FailureReason","message":"error.lithium.policies.feature.moderation_spam.action.access_spam_quarantine.allowed.accessDenied","key'

" non

[1}},"canArchiveMessage":{"__typename":"PolicyResult","failureReason":

"o o

{"__typename":"FailureReason", "'message":"error.lithium.policies.content_archivals.enable_content_archival_settings.accessDenied","key":"error.lithium
[1}},"canPublishArticleOnCreate":{"__typename":"PolicyResult","failureReason":
{"__typename":"FailureReason", "message":"error.lithium.policies.forums.policy_can_publish_on_create_workflow_action.accessDenied","key":"error.lii

[1}}},"linkProperties":
"__typename":"LinkProperties","isExternalLinkWarningEnabled":false} },"BlogTopicMessage:message:2234968":
"__typename":"BlogTopicMessage","uid":2234968,"subject":"Web Shell Threat Hunting with Azure

Sentinel","id":"message:2234968","entity Type":"BLOG_ARTICLE","eventPath":"category:microsoft-

sentinel/category:microsoft-security/category:products-

services/category:communities/community:gxcuf89792board:MicrosoftSentinelBlog/message:2234968", "revisionNum":6,"repliesCount":0,"author":

{"__ref":"User:user:686380"},"depth":0,"hasGivenKudo":false,"board":

{"__ref":"Blog:board:MicrosoftSentinelBlog"},"conversation":

{"__ref":"Conversation:conversation:2234968" },"messagePolicies":
"__typename":"MessagePolicies","canPublishArticleOnEdit":{"__typename":"PolicyResult","failureReason":

{"__typename":"FailureReason", "'message":"error.lithium.policies.forums.policy_can_publish_on_edit_workflow_action.accessDenied","key":"error.lithi

"o

[1}},"canModerateSpamMessage":{"__typename":"PolicyResult","failureReason":

"o o

{"__typename":"FailureReason","message":"error.lithium.policies.feature.moderation_spam.action.moderate_entity.allowed.accessDenied","key":"error.l
[1}},"canReply":{"__typename":"PolicyResult","failureReason":
"__typename":"FailureReason","message":"error.lithium.policies.forums.action.message.reply_to_entity.allow.accessDenied","key":"error.lithium.polici

[1}},"canAcceptSolution":{"__typename":"PolicyResult","failureReason":
{"__typename":"FailureReason","message":"error.lithium.policies.accepted_solutions.action_allow.message.mark_as_accepted_solution.accessDenied","

[1}},"canRejectSolution":{"__typename":"PolicyResult","failureReason":
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"o o

{"__typename":"FailureReason","message":"error.lithium.policies.accepted_solutions.action_allow.message.unmark_as_accepted_solution.accessDenied

[1}},"canTag":{"__typename":"PolicyResult","failureReason":

{"__typename":"FailureReason", "'message":"error.lithium.policies.labels.action.labelableentity.set_labels.allow.accessDenied","key":"error.lithium.policit

[1}},"canEdit":{"__typename":"PolicyResult","failureReason":
{"__typename":"FailureReason","message":"error.lithium.policies.forums.action_allow.edit_message.accessDenied","key":"error.lithium.policies.forums.
[1}},"canKudo":{"__typename":"PolicyResult","failureReason":

{"__typename":"FailureReason","'message":"error.lithium.policies.kudos.action.entity.give_kudos.allow.accessDenied","key":"error.lithium.policies.kudo
[1}}},"contentWorkflow":

{"__typename":"ContentWorkflow","state":"PUBLISH","scheduledPublishTime":null,"scheduledTimezone":null, "userContext":
{"__typename":"MessageWorkflowContext","canSubmitForReview":null,"canEdit":false,"canRecall":null,"canSubmitForPublication":null,"canReturnTo
{"__ref":"ModerationData:moderation_data:2234968"},"teaser":"\n

In this blog post we will provide Microsoft Azure Sentinel customers with hunting queries to investigate possible on-
prem Exchange Server exploitation and identify additional attacker IOCs (Indicators of compromise) such as IP address and

User Agent.
" "body":"

In this blog post we will provide Microsoft Azure Sentinel customers with hunting queries to investigate possible on-
premises Exchange Server exploitation and identify additional attacker IOCs (Indicators of compromise) such as IP address

and User Agent. These hunting techniques can also be applied to web shell techniques targeting other web applications.
\n\n

The techniques we discuss below have been adapted from the June 2020 blog post: Web shell threat hunting with Azure

Sentinel and Microsoft Threat Protection. The previous blog post analysed an attack against a
SharePoint server, however, many of the techniques can also be applied to Exchange servers since it also uses IIS to host its

web interfaces.
\n\n

Recent vulnerabilities in on-premises Microsoft Exchange servers have led to deployment of web shells by threat
actors. More information on these vulnerabilities can be found in this MSRC blog, details on threat actor HAFNIUM using

these vulnerabilities can be found in this MSTIC blog. MSRC has also provided guidance for responders, a one-click tool

for remediation and automatic remediation is delivered through Microsoft Defender for Endpoint.
\n\n

Our colleagues in Microsoft Defender Threat Intelligence have authored another blog that provides additional details on use

of web shells in attacks taking advantage of the Exchange Server.

\n\n

The below diagram provides a high-level overview of an attacker leveraging these vulnerabilities to install a web shell on an

Exchange server.
\n\n\n\n\n\n

Microsoft 365 Defender (M365D) detects web shell installation and execution activity. Security alerts and
incidents generated by M365D can be written to the SecurityAlert table in Azure Sentinel by enabling the appropriate

connector. An example of a web shell installation alert in the Azure Sentinel SecurityAlert table can be seen below.
\n\n\n\n

These alerts can be enriched in Azure Sentinel with new information from other log sources. When dealing
with remote attacks on web application servers, one of the best enrichment sources available are the web logs that have been
generated. In the case that the application server is Microsoft Exchange the W3CIISLog can be used to enrich M365D alerts

with potential attacker information. Information on collecting IIS logs using the Log Analytics agent can be found here.
\n\n\n

The query below extracts alerts from M365D where a web script file has been observed as part of the alert. In the below
example, alerts containing ASP, ASPX, ASMX and ASAX files will be extracted; these are web script files commonly

used by Exchange servers.
\n\n

After extracting relevant web shell alerts the query will join the alert information with the W3CIIS log, this allows the query
to identify any clients that have accessed the potential shell file, allowing the potential attacker to be identified. A version of

the query below is already available as an Azure Sentinel detection and can be found here.

Page 6 of 29


https://techcommunity.microsoft.com/%22https://techcommunity.microsoft.com/t5/azure-sentinel/web-shell-threat-hunting-with-azure-sentinel-and-microsoft/ba-p/1448065/%22
https://techcommunity.microsoft.com/%22https://techcommunity.microsoft.com/t5/azure-sentinel/web-shell-threat-hunting-with-azure-sentinel-and-microsoft/ba-p/1448065/%22
https://techcommunity.microsoft.com/%22https://msrc-blog.microsoft.com/2021/03/05/microsoft-exchange-server-vulnerabilities-mitigations-march-2021//%22
https://techcommunity.microsoft.com/%22https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers//%22
https://techcommunity.microsoft.com/%22https://msrc-blog.microsoft.com/2021/03/16/guidance-for-responders-investigating-and-remediating-on-premises-exchange-server-vulnerabilities//%22
https://techcommunity.microsoft.com/%22https://aka.ms/exchange-threat-intelligence/%22
https://techcommunity.microsoft.com/%22https://aka.ms/exchange-threat-intelligence/%22
https://techcommunity.microsoft.com/%22https://docs.microsoft.com/en-us/azure/sentinel/connect-microsoft-365-defender/%22
https://techcommunity.microsoft.com/%22https://docs.microsoft.com/en-us/azure/sentinel/connect-microsoft-365-defender/%22
https://techcommunity.microsoft.com/%22https://docs.microsoft.com/en-us/azure/azure-monitor/agents/data-sources-iis-logs/%22
https://techcommunity.microsoft.com/%22https://github.com/Azure/Azure-Sentinel/blob/master/Detections/W3CIISLog/MaliciousAlertLinkedWebRequests.yaml/%22

https://techcommunity.microsoft.com /t5/azure-sentinel /web-shell-threat-hunting-with-azure-sentinel /ba-p/2234968

\n\n

let timeWindow = 3d; \n//Script file extensions to match on, can be expanded for your environment \nlet scriptExtensions

\n\n\n\n\n

Exchange servers can be challenging to identify in default log data; however using data available in W3CIISLog, Exchange

servers can be identified using predictable URI strings without relying on the hostname or site name.
\n\n

The query below extracts the host name from W3CIISLog where a known Exchange URI path is observed, this provides a
list of hostnames that are running Exchange. This list of host names can then be used to aggregate information from
the alerts in the SecurityAlert table.

\n\n

W3CIISLog \n| where csUriStem has_any(\"/owa/auth/\", \"/ecp/healthcheck.htm\", \"/ews/exchange.asmx\") \n| summarize by

\n\n\n\n\n

The results of the query provide insights into whether additional security alerts beyond web shell alerts have been observed
on the host. Following deployment of a web shell it’s highly likely the threat actor will begin to execute further commands

on the server, triggering additional alerts. In the above example three Exchange servers were observed with security alerts.
\n\n

This same technique can be used to locate other web applications within the network that use common or predictable web

paths.
\n\n\n

W3CIISLog provides detailed logging on actions performed on Microsoft Internet Information Servers (IIS). Even when
an Endpoint detection alert is not available, it is possible to explore W3CIISLogs for indicators of compromise. W3CIISLog

can also provide additional insights into which hosts in the network are web application servers.
\n\n

Note: As part of the original Microsoft HAENIUM blog_post, several hunting and detection queries were created to search

for artefacts specific to the use of recent vulnerabilities.
\n\n\n

If the URI associated with the vulnerable file on the server is known, a query can be constructed to identify log entries that
match the URI pattern. W3CIIS logging stores the URI in the column named “csUriStem”, the below query can be used to
search for a specific URI in logs and provide information on which clients have accessed them. Local IP addresses have

been removed.

\n\n

W3CIISLog \n| where TimeGenerated > ago(3d) \n| where not(ipv4_is_private(cIP)) \n//Insert potentially exploited URI here

\n\n\n\n\n

For HAFNIUM attacks observed by MSTIC an indicator feed has been made available (CSV, JSON). A detection
query, that will check for the presence of indicators in multiple data sources, has also been made available by the Azure

Sentinel team. The detection can be found here, and IOC’s released as feeds by MSTIC can be found in this directory.

\n\n

The recent Exchange vulnerabilities do not need to be targeted at a specific file. Analysis of automated exploitation tools
online shows that many randomise the filenames used; this means that no legitimate user will visit these files as they do not

exist on the server. As these filenames are randomly generated, static string matching cannot be used.
\n\n

The Kusto “matches_regex” function can be used to perform regular expression matching on URI’s. The below example
extracts events where the URI matches files associated with the exploitation of CVE-2021-27065 from W3CIISLog.

\n\n
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W3CIISLog \n| where TimeGenerated > ago(3d) \n| where not(ipv4_is_private(cIP)) \n| where (csUriStem matches regex @\"\\,

\n\n\n\n\n

The previous queries can be limited when the files being exploited are commonly accessed. They would produce many

candidate attacker IP addresses, making analysis challenging.
\n\n

Using the recent Exchange vulnerabilities as an example, Microsoft has seen malicious automated tools released publicly
that are being used to exploit the Exchange vulnerabilities. These tools are designed to only visit specific URIs on the server
that are required to perform the exploit. This activity differs from normal and legitimate Administrator or

User application browsing activity and if observed should be investigated.
\n\n

It is possible to craft a query that uses basic statistical analysis to identify instances where a client has visited a
disproportionately high number of exploit-related URI’s when compared to other URIs on the site., The query below
calculates the total number of suspicious URISs that have been visited by each user, it then calculates the total number of
URISs visited by the user. Where the number of exploit related URIs is a significant proportion of URIs visited, a result is

returned. By default, the query requires over 90% of the URIs visited by the user to be suspicious.

\n\n

let timeRange = 7d;\n//Calculate number of suspicious URI stems visited by user \nW3CIISLog\n| where TimeGenerated > agol

\n\n\n

While this query is designed to detect recent Exchange exploit activity, it can be easily adapted to other exploit chains if the

pages or URIs used are known.
\n\n\n

A previously published hunting query can be used to detect instances where resources on a server are requested by a single

client — a behaviour that should be investigated in the context of web shell exploits. After the
actor creates web shell on the server, it’s likely that they will be the only user to access the file to complete their intended

objective.
\n\n\n

In the previous blog post covering SharePoint exploitation, a Jupyter Notebook Guided Investigation is provided. This

notebook can also be used to investigate on-prem Exchange compromises within your environment.
\n\n

The notebook extracts alerts from Microsoft 365 Defender related to web shell activity, these can then be enriched with
information from W3CIIS to identify the attacker IP and User Agent. The attackers IP and User Agent can be used to hunt

through multiple log sources for potential post-compromise activity.
\n\n

After the attacker details have been identified, the notebook can be used to locate files that were accessed by the attacker

prior to the web shell being installed. The notebook will also locate the first instance that the attacker visited the server.
\n\n

Azure-Sentinel-Notebooks/Guided Investigation - MDE Webshell Alerts.ipynb at master - Azure/Azure-Sentinel-Notebooks

(github.com)
\n\n

Instructions for getting the notebook up and running can be found in the original blog post, under the title “Building out the

Investigation using Jupyter Notebooks”.
\n\n

You can stay up to date with the latest information at https://aka.ms/exchangevulns.

","body@stringLength":"43412","rawBody":"

In this blog post we will provide Microsoft Azure Sentinel customers with hunting queries to investigate possible on-

premises Exchange Server exploitation and identify additional attacker IOCs (Indicators of compromise) such as IP address
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and User Agent. These hunting techniques can also be applied to web shell techniques targeting other web applications.
\n\n

The techniques we discuss below have been adapted from the June 2020 blog post: Web shell threat hunting with Azure

Sentinel and Microsoft Threat Protection. The previous blog post analysed an attack against a
SharePoint server, however, many of the techniques can also be applied to Exchange servers since it also uses IIS to host its

web interfaces.
\n\n

Recent vulnerabilities in on-premises Microsoft Exchange servers have led to deployment of web shells by threat
actors. More information on these vulnerabilities can be found in this MSRC blog, details on threat actor HAFNIUM using

these vulnerabilities can be found in this MSTIC blog. MSRC has also provided guidance for responders, a one-click tool

for remediation and automatic remediation is delivered through Microsoft Defender for Endpoint.
\n\n

Our colleagues in Microsoft Defender Threat Intelligence have authored another blog that provides additional details on use

of web shells in attacks taking advantage of the Exchange Server.

\n\n

The below diagram provides a high-level overview of an attacker leveraging these vulnerabilities to install a web shell on an

Exchange server.

\n\n\n\n\n

Investigating web shell alerts
\n

Microsoft 365 Defender (M365D) detects web shell installation and execution activity. Security alerts and
incidents generated by M365D can be written to the SecurityAlert table in Azure Sentinel by enabling the appropriate

connector. An example of a web shell installation alert in the Azure Sentinel SecurityAlert table can be seen below.
\n\n\n\n

These alerts can be enriched in Azure Sentinel with new information from other log sources. When dealing
with remote attacks on web application servers, one of the best enrichment sources available are the web logs that have been
generated. In the case that the application server is Microsoft Exchange the W3CIISLog can be used to enrich M365D alerts

with potential attacker information. Information on collecting IIS logs using the Log Analytics agent can be found here.

\n\n
Identifying the Attacker IP address from Microsoft 365 Defender alerts

\n

The query below extracts alerts from M365D where a web script file has been observed as part of the alert. In the below
example, alerts containing ASP, ASPX, ASMX and ASAX files will be extracted; these are web script files commonly

used by Exchange servers.
\n\n

After extracting relevant web shell alerts the query will join the alert information with the W3CIIS log, this allows the query
to identify any clients that have accessed the potential shell file, allowing the potential attacker to be identified. A version of

the query below is already available as an Azure Sentinel detection and can be found here.

\n\nlet timeWindow = 3d; \n//Script file extensions to match on, can be expanded for your environment \nlet
scriptExtensions = dynamic([\".asp\", \".aspx\", \".asmx\", \".asax\"]); \nSecurityAlert \n| where TimeGenerated >
ago(timeWindow) \n| where ProviderName == \"MDATP\" \n//Parse and expand the alert JSON \n| extend alertData =
parse_json(Entities) \n| mvexpand alertData \n| where alertData.Type == \"file\" \n//This can be expanded to include more
file types \n| where alertData.Name has_any(scriptExtensions) \n| extend FileName = tostring(alertData.Name), Directory =
tostring(alertData.Directory) \n| project TimeGenerated, FileName, Directory \n| join (\nW3CIISLog \n| where
TimeGenerated > ago(timeWindow) \n| where csUriStem has_any(scriptExtensions) \n| extend splitUriStem =
split(csUriStem, \"A\") \n| extend FileName = splitUriStem[-1] \n| summarize StartTime=min(TimeGenerated),
EndTime=max(TimeGenerated) by AttackerIP=cIP, AttackerUserAgent=csUserAgent, SiteName=sSiteName,
ShellLocation=csUriStem, tostring(FileName) \n) on FileName \n| project StartTime, EndTime, AttackerIP,
AttackerUserAgent, SiteName, ShellLocation \n\n\n\n
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Identifying Exchange Servers & Associated Security Alerts
\n

Exchange servers can be challenging to identify in default log data; however using data available in W3CIISLog, Exchange

servers can be identified using predictable URI strings without relying on the hostname or site name.
\n\n

The query below extracts the host name from W3CIISLog where a known Exchange URI path is observed, this provides a
list of hostnames that are running Exchange. This list of host names can then be used to aggregate information from

the alerts in the SecurityAlert table.

\n\nW3CIISLog \n| where csUriStem has_any(\"/owa/auth/\", \"/ecp/healthcheck.htm\", \"/ews/exchange.asmx\") \n|
summarize by computer=tolower(Computer) \n| join kind=leftouter ( \nSecurityAlert \n| extend alertData =
parse_json(Entities) \n| mvexpand alertData \n| where alertData.Type == \"host\" \n| extend computer =
iff(isnotempty(alertData.DnsDomain), tolower(strcat(tostring(alertData.HostName), \".\" ,
tostring(alertData.DnsDomain))),tolower(tostring(alertData. HostName))) \n| summarize Alerts=dcount(SystemAlertId),
AlertTimes=make_list(TimeGenerated), AlertNames=make_list(AlertName) by computer \n) on computer \n| project

ExchangeServer=computer, Alerts, AlertTimes, AlertNames \n\n\n\n\n

The results of the query provide insights into whether additional security alerts beyond web shell alerts have been observed
on the host. Following deployment of a web shell it’s highly likely the threat actor will begin to execute further commands

on the server, triggering additional alerts. In the above example three Exchange servers were observed with security alerts.
\n\n

This same technique can be used to locate other web applications within the network that use common or predictable web

paths.

\n\n

W3CIISLog Analysis

\n

W3CIISLog provides detailed logging on actions performed on Microsoft Internet Information Servers (IIS). Even when
an Endpoint detection alert is not available, it is possible to explore W3CIISLogs for indicators of compromise. W3CIISLog

can also provide additional insights into which hosts in the network are web application servers.
\n\n

Note: As part of the original Microsoft HAENIUM blog_post, several hunting and detection queries were created to search

for artefacts specific to the use of recent vulnerabilities.

\n\n
Identifying generic exploitation activity
\n

If the URI associated with the vulnerable file on the server is known, a query can be constructed to identify log entries that
match the URI pattern. W3CIIS logging stores the URI in the column named “csUriStem”, the below query can be used to
search for a specific URI in logs and provide information on which clients have accessed them. Local IP addresses have

been removed.

\n\nW3CIISLog \n| where TimeGenerated > ago(3d) \n| where not(ipv4_is_private(cIP)) \n//Insert potentially exploited URI
here \n| where csUriStem =~ \"/owa/auth/x.js\" \n| project TimeGenerated, sSiteName, csMethod, csUriStem, sPort, cIP,

csUserAgent \n\n\n\n\n

For HAFNIUM attacks observed by MSTIC an indicator feed has been made available (CSV, JSON). A detection
query, that will check for the presence of indicators in multiple data sources, has also been made available by the Azure

Sentinel team. The detection can be found here, and IOC’s released as feeds by MSTIC can be found in this directory.

\n\n

The recent Exchange vulnerabilities do not need to be targeted at a specific file. Analysis of automated exploitation tools
online shows that many randomise the filenames used; this means that no legitimate user will visit these files as they do not

exist on the server. As these filenames are randomly generated, static string matching cannot be used.

\n\n
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The Kusto “matches_regex” function can be used to perform regular expression matching on URI’s. The below example
extracts events where the URI matches files associated with the exploitation of CVE-2021-27065 from W3CIISLog.

\n\nW3CIISLog \n| where TimeGenerated > ago(3d) \n| where not(ipv4_is_private(cIP)) \n| where (csUriStem matches
regex @\"\Vowa\Vauth\V[A-Za-z0-9]{1,30}\\.js\") or (csUriStem matches regex @\"\\Vecp\V[A-Za-z0-9]{1,30 }\\.
(js|flt|css)\") \n| project TimeGenerated, sSiteName, csMethod, csUriStem, sPort, cIP, csUserAgent\n\n\n\n\n

The previous queries can be limited when the files being exploited are commonly accessed. They would produce many

candidate attacker IP addresses, making analysis challenging.
\n\n

Using the recent Exchange vulnerabilities as an example, Microsoft has seen malicious automated tools released publicly
that are being used to exploit the Exchange vulnerabilities. These tools are designed to only visit specific URIs on the server
that are required to perform the exploit. This activity differs from normal and legitimate Administrator or

User application browsing activity and if observed should be investigated.
\n\n

It is possible to craft a query that uses basic statistical analysis to identify instances where a client has visited a
disproportionately high number of exploit-related URI’s when compared to other URIs on the site., The query below
calculates the total number of suspicious URISs that have been visited by each user, it then calculates the total number of
URIs visited by the user. Where the number of exploit related URIs is a significant proportion of URIs visited, a result is

returned. By default, the query requires over 90% of the URIs visited by the user to be suspicious.

\n\nlet timeRange = 7d;\n//Calculate number of suspicious URI stems visited by user \nW3CIISLog\n| where
TimeGenerated > ago(timeRange)\n| where not(ipv4_is_private(cIP)) \n| where (csUriStem matches regex
@\"\Vowa\Vauth\V[A-Za-z0-9]{1,30}\\.js\") or (csUriStem matches regex @\"\\Vecp\\V[A-Za-z0-9]{1,30 }\\.(js|flt|css)\") or
(csUriStem =~ \"/ews/exchange.asmx\") \n| extend userHash = hash_md5(strcat(cIP, csUserAgent)) \n| summarize
susCount=dcount(csUriStem), make_list(csUriStem), min(TimeGenerated), max(TimeGenerated) by userHash, cIP,
csUserAgent \n| join kind=leftouter ( \n//Calculate unique URI stems visited by each user \nW3CIISLog \n| where
TimeGenerated > ago(timeRange) \n| where not(ipv4_is_private(cIP))\n| extend userHash = hash_md5(strcat(cIP,
csUserAgent)) \n| summarize allCount=dcount(csUriStem) by userHash \n) on userHash \n//Find instances where only a
common endpoint was seen \n| extend containsDefault = iff(list_csUriStem contains \"/ews/exchange.asmx\", 1, 0) \n//If we
only see the common endpoint and nothing else dump it \n| extend result = iff(containsDefault == 1,
containsDefault+susCount, 0) \n| where result != 2 \n| extend susPercentage = susCount / allCount * 100 \n| where
susPercentage > 90 \n| project StartTime=min_TimeGenerated, EndTime=max_TimeGenerated, AttackerIP=cIP,
AttackerUA=csUserAgent, URIsVisited=list_csUriStem, suspiciousPercentage=susPercentage, allUriCount=allCount,

suspiciousUriCount=susCount\n\n\n

While this query is designed to detect recent Exchange exploit activity, it can be easily adapted to other exploit chains if the

pages or URIs used are known.
\n\n

Rare Client File Access

\n

A previously published hunting query can be used to detect instances where resources on a server are requested by a single

client — a behaviour that should be investigated in the context of web shell exploits. After the
actor creates web shell on the server, it’s likely that they will be the only user to access the file to complete their intended

objective.

\n\n

Investigating the Attacker

\n

In the previous blog post covering SharePoint exploitation, a Jupyter Notebook Guided Investigation is provided. This

notebook can also be used to investigate on-prem Exchange compromises within your environment.
\n\n

The notebook extracts alerts from Microsoft 365 Defender related to web shell activity, these can then be enriched with
information from W3CIIS to identify the attacker IP and User Agent. The attackers IP and User Agent can be used to hunt

through multiple log sources for potential post-compromise activity.

\n\n
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After the attacker details have been identified, the notebook can be used to locate files that were accessed by the attacker

prior to the web shell being installed. The notebook will also locate the first instance that the attacker visited the server.
\n\n

Azure-Sentinel-Notebooks/Guided Investigation - MDE Webshell Alerts.ipynb at master - Azure/Azure-Sentinel-Notebooks

(github.com)
\n\n

Instructions for getting the notebook up and running can be found in the original blog post, under the title “Building out the

Investigation using Jupyter Notebooks”.
\n\n

You can stay up to date with the latest information at https://aka.ms/exchangevulns.
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net","url":"https://docs.microsoft.com/learn/dotnet/?wt.mc_id=techcom_header-webpage-dotnet","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-azure","url":"https://docs.microsoft.com/learn/azure/?
WT.mc_id=techcom_header-webpage-m365","target":"BLANK"}],"link Type":"INTERNAL","id":"Skills-Hub","params":
{"categorylId":"skills-hub"},"routeName":"CategoryPage"},{"children":[{"link Type":"INTERNAL","id":"Common-
community-info-center-link","params":{"categoryld":"Community-Info-Center"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-usergroups-link","params":
{"categoryld":"usergroups"},"routeName":"CategoryPage" } ,{ "link Type":"INTERNAL","id":"Common-community-news-
desk-link","params":{"categoryld":"CommunityNewsDesk"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-microsoft-global-community-initiative-link","params": { "categoryId":"microsoft-
global-community-initiative"},"routeName":"CategoryPage"}],"link Type":"INTERNAL","id":"Common-gxcuf89792-
community","params":
{},"routeName":"CommunityPage" }1},"showSearchIcon":true,"languagePickerStyle":"iconAndLabel"},"__typename":"QuiltComponent"},
{"id":"community.widget.breadcrumbWidget","props":{"backgroundColor":"transparent","linkHighlightColor":"var(--lia-
bs-primary)","visualEffects": {"showBottomBorder":true},"link TextColor":"var(--lia-bs-gray-
700)"},"__typename":"QuiltComponent"},{"id":"custom.widget. CommunityBanner","props":
{"widgetVisibility":"signedInOrAnonymous","useTitle":true, "usePageWidth":false, "useBackground":false,"title":"","lazyLoad":false},"__typename":"Qu
"id":"custom.widget.ChatbotWidget","props":

non e

{"customComponentId":"custom.widget.ChatbotWidget","cDisplay_form":true, "useBackground":false},"__typename":"QuiltComponent"},
{"id":"custom.widget. HeroBanner","props":
{"widgetVisibility":"signedInOrAnonymous","usePageWidth":false,"useTitle":true,"cMax_items":3,"useBackground":false,"title":"","lazyLoad":false,"w
{"backgroundImageProps":
{"assetName":null,"backgroundSize":"COVER","backgroundRepeat":"NO_REPEAT","backgroundPosition":"CENTER_CENTER","lastModified":null,'
[{"id":"custom.widget.SocialSharing","props":

wn (IRt

{"widgetVisibility":"signedInOrAnonymous","useTitle":true,"useBackground":false, "title":"","lazyLoad":false},"__typename":"QuiltComponent"},

"o

{"id":"custom.widget.MicrosoftFooter","props":
{"widgetVisibility":"signedInOrAnonymous","useTitle":true,"useBackground":false,"title":"","lazyLoad":false},"__typename":"QuiltComponent"}]," __t
components/common/ActionFeedback-1775111751244":{"__typename":"CachedAsset","id":"text:en_US-
components/common/ActionFeedback-1775111751244","value":

{"joinedGroupHub.title":"Welcome","joinedGroupHub.message":"You are now a member of this group and are subscribed

to updates.","groupHubInviteNotFound.title":"Invitation Not Found","groupHublInviteNotFound.message":"Sorry, we could

not find your invitation to the group. The owner may have canceled the invite.","groupHubNotFound.title":"Group Not
Found","groupHubNotFound.message":"The grouphub you tried to join does not exist. It may have been

"

deleted.","existingGroupHubMember.title":" Already Joined","existingGroupHubMember.message":"You are already a

member of this group.","accountLocked.title":"Account Locked","accountLocked.message":"Your account has been locked
due to multiple failed attempts. Try again in {lockoutTime} minutes.","editedGroupHub.title":"Changes
Saved","editedGroupHub.message":"Your group has been
updated.","leftGroupHub.title":"Goodbye","leftGroupHub.message":"You are no longer a member of this group and will not
receive future updates.","deletedGroupHub.title":"Deleted","deletedGroupHub.message":"The group has been
deleted.","groupHubCreated.title":"Group Created","groupHubCreated.message":"{groupHubName} is ready to

UKD

use","accountClosed.title":" Account Closed","accountClosed.message":"The account has been closed and you will now be
redirected to the homepage","resetTokenExpired.title":"Reset Password Link has
Expired","resetTokenExpired.message":"Try resetting your password again","invalidUrl.title":"Invalid
URL","invalidUrl.message":"The URL you're using is not recognized. Verify your URL and try
again.","accountClosedForUser.title":"Account Closed","accountClosedForUser.message":"{userName}'s account is
closed","inviteTokenInvalid.title":"Invitation Invalid","inviteTokenInvalid.message":"Your invitation to the community has

non

been canceled or expired.","inviteTokenError.title":"Invitation Verification Failed","inviteTokenError.message":"The url you
are utilizing is not recognized. Verify your URL and try again","pageNotFound.title":"Access
Denied","pageNotFound.message":"You do not have access to this area of the community or it doesn't

won won

exist","eventAttending.title":"Responded as Attending","eventAttending.message":"You'll be notified when there's new
activity and reminded as the event approaches","eventInterested.title":"Responded as
Interested","eventInterested.message":"You'll be notified when there's new activity and reminded as the event
approaches","eventNotFound.title":"Event Not Found","eventNotFound.message":"The event you tried to respond to does
not exist.","redirectToRelatedPage.title":"Showing Related Content","redirectToRelatedPageForBaseUsers.title":"Showing
Related Content","redirectToRelatedPageForBaseUsers.message":"The content you are trying to access is
archived","redirectToRelatedPage.message":"The content you are trying to access is
archived","relatedUrl.archivalLink.flyoutMessage":"The content you are trying to access is archived View Archived
Content"},"localOverride":false},"CachedAsset:component:custom.widget. CommunityBanner-en-us-1775108434074":
{"__typename":"CachedAsset","id":"component:custom.widget. CommunityBanner-en-us-1775108434074","value":
{"component":{"id":"custom.widget. CommunityBanner","template":
{"id":"CommunityBanner","markupLanguage":"REACT","style":null,"texts":null,"defaults":{ "config":{ "applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget. CommunityBanner","form":null,"config":null,"props":
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[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null },"localOverride":
en-us-1775108434074":{"__typename":"CachedAsset","id":"component:custom.widget.ChatbotWidget-en-us-

1775108434074","value":{"component": {"id":"custom.widget.ChatbotWidget","template":
{"id":"ChatbotWidget","markupLanguage":"REACT","style":null,"texts":{"chatbot.references.title":"Related
Articles","chatbot.welcome.title":"Welcome!","chatbot.welcome.description":"I'm here to help you explore and discover

o

great content.","chatbot.welcome.prompt":"Ask me a question or choose a suggestion below to get

started:","chatbot.welcome.cta":"Let's dive in—what would you like to discover today?","chatbot.status.typing":" Assistant

won

is typing...","chatbot.status.error

o "o

:"error","chatbot.error.response":"Failed to get response. Please try

again.","chatbot.error.processing":"There was an error processing your message.","chatbot.error.configuration":"API URL
not configured","chatbot.error.network":"Network error occurred. Please check your connection and try
again.","chatbot.error.timeout":"Request timed out. Please try again.","chatbot.error.emptyResponse":"I couldn't generate a
response. Please try rephrasing your question.","chatbot.buttons.send":"Send","chatbot.buttons.close":"Close
chat","chatbot.buttons.newChat":"Start new chat","chatbot.buttons.collapse":"Collapse chat
panel","chatbot.buttons.expand":"Expand chat panel","chatbot.buttons.fullscreen":"Enter

"o

fullscreen","chatbot.buttons.exitFullscreen":"Exit fullscreen","chatbot.buttons.like":"Like this
response”,"chatbot.buttons.dislike":"Dislike this response","chatbot.buttons.removeLike":"Remove
like","chatbot.buttons.removeDislike":"Remove dislike","chatbot.aria.chatInput":"Chat
input","chatbot.aria.sendMessage":"Send message","chatbot.aria.openChat":"Open chat
assistant","chatbot.aria.closeChat":"Close chat assistant","chatbot.defaults.title":" Ask Tech
Community","chatbot.defaults.subtitle":" Ask questions — get answers","chatbot.defaults.entryHeading":"Find
answers","chatbot.defaults.entrySubtext":"Ask the agent","chatbot.defaults.placeholder":"Type your

"o

message...","chatbot.defaults.initialMessage":"Hi! I'm your assistant. Ask me something or pick a suggestion above to

begin.","chatbot.suggestions.findBlogs":"Find insightful blogs","chatbot.suggestions.exploreEvents":"Explore upcoming

wn

events",

o

chatbot.suggestions.startJourney":"Start your journey with something new","chatbot.dialog.endConversation":"End
conversation","chatbot.dialog.confirmEndConversation":"Do you want to end this conversation and start
over?","chatbot.dialog.endConversationButton":"End

conversation","chatbot.dialog.cancel":"Cancel","chatbot.error.genericServiceUnavailable":"The service is currently

unavailable. Please try again later.","chatbot.error.noResults":"We could not find any information related to your query. Try

rephrasing your query."},"defaults":{"config":{"applicablePages":

[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[1,"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget.ChatbotWidget","form":null,"config":null,"props":

[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":

{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null },"localOverride":

en-us-1775108434074":{"__typename":"CachedAsset","id":"component:custom.widget. HeroBanner-en-us-

1775108434074","value":{"component":{"id":"custom.widget. HeroBanner","template":

{"id":"HeroBanner","markupLanguage":"REACT","style":null,"texts":{"searchPlaceholderText":"Search this

community","followActionText":"Follow","unfollowActionText":"Following","searchOnHoverText":"Please enter your

search term(s) and then press return key to complete a search.","blogs.sidebar.pagetitle":"Latest Blogs | Microsoft Tech

Community","followThisNode":"Follow this node","unfollowThisNode":"Unfollow this

node","customField.teamsLink.title":"Microsoft teams link","customField.teamsLink.label":"Teams meeting

url"},"defaults":{"config":{"applicablePages":

[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label ":"Max Items","description":"The

maximum number of items to display in the

carousel","possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget.HeroBanner","form":{"fields":

[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description

{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss

{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti

"o

"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max
Items","description":"The maximum number of items to display in the
carousel”,"possibleValues":null,"__typename":"FormField"}],"layout":{"rows":

[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"titleGroup","type":"fieldset","as":null,"items":[{ "id":"title","className":null,"__typename":"FormFieldRef"},
{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to

won

{"id":"useBackground","type":"fieldset","as":null,"items":
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[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":
[{"id":"widgetVisibility","className":null," __typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'

o

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":

[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m
{"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label ":"Max Items","description":"The
maximum number of items to display in the
carousel”,"possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"form":
{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti

"o

"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label ":"Max
Items","description":"The maximum number of items to display in the
carousel”,"possibleValues":null,"__typename":"FormField"}],"layout":{"rows":

[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null,"__typename":"FormFieldRef"},
{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":
[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":

[{"id":"widgetVisibility","className":null," __typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'
{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":
[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m

"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti
{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description
{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max
Items","description":"The maximum number of items to display in the
carousel”,"possibleValues":null,"__typename":"FormField"}],"layout":{"rows":

[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"

"id":"titleGroup","type":"fieldset","as":null,"items":[ {"id":"title","className":null," __typename":"FormFieldRef"},

"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":
[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":

[{"id":"widgetVisibility","className":null," __typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'
{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":
[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m

"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
en-us-1775108434074":{"__typename":"CachedAsset","id":"component:custom.widget.Unregistered CTAWidget-en-us-
1775108434074","value":{"component":{"id":"custom.widget.Unregistered CTAWidget","template":
{"id":"UnregisteredCTAWidget","markupLanguage":"REACT","style":null,"texts": {"register.communityHub":"Welcome to

"

the {name} Community Hub. Sign in to like, participate, or start a conversation.","register.category":"Welcome to the

"o

{name} Community Hub. Sign in to like, participate, or start a conversation.","register.discussionBoard":"Welcome to the

non

{name} space. Sign in to like, reply, or start a discussion.","register.blogSpace":"Welcome to the {name} space. Sign in to

"o

like or comment on articles in this space.","register.eventSpace":"Welcome to the {name} space. Sign in to RSVP, add

"o

events to your calendar, and join the conversation.","register.ideaSpace":"Welcome to the {name} space. Sign in to vote,
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wn

comment, or submit your own feedback.","buttonRegister":"Sign in","register.discussionBoardArticle":"Have a question or
insight to share? Sign in to join the discussion.","register.blogSpaceArticle":"Enjoying the article? Sign in to share your
thoughts.","register.eventSpaceArticle":"Don’t just watch - take part. Sign in to RSVP, ask questions, and join the
discussion.","register.ideaSpaceArticle":"Sign in to submit ideas, upvote ideas, and join the conversation."},"defaults":
{"config":{"applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget.Unregistered CTAWidget","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null },"localOverride":
en-us-1775108434074":{"__typename":"CachedAsset","id":"component:custom.widget.SocialSharing-en-us-
1775108434074","value":{"component":{"id":"custom.widget.SocialSharing","template":
{"id":"SocialSharing","markupLanguage":"HANDLEBARS","style":".sharePage {\n display: flex;\n justify-content:
center;\n background: #d7d7d7;\n padding: Opx;\n height: 60px;\n}\n.singleSociallcons {\n display: flex;\n gap: 12px;\n list-
style-type: none;\n padding: Opx;\n margin: 0;\n}\n.containers {\n display: flex;\n gap: 30px;\n}\n\n.listIcon {\n align-
content: center;\n}\n.headingShare {\n display: inline;\n margin-right: 25px;\n margin-bottom: Opx;\n font-size: 20px;\n
font-weight: 550;\n align-content: center;\n}\n\n@media (max-width: 990px) {\n .sharePage {\n display: flex;\n justify-
content: center;\n }\n\n .containers {\n display: inline-block;\n justify-content: center;\n align-content: center;\n align-items:
center;\n }\n .headingShare {\n display: flex;\n justify-content: center;\n }\n .singleSociallcons {\n
Hnhn","texts":null,"defaults":{"config":{"applicablePages":[],"description":"Adds buttons to share to various social media
websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.SocialSharing","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":"Adds buttons to share to various social media
websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":
{"css":".custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n background:
#d7d7d7;\n padding: 0;\n height: 3.75rem;\n}\n.custom_widget_SocialSharing_singleSociallcons_6x3n8_8 {\n display:
flex;\n gap: 0.75rem;\n list-style-type: none;\n padding: 0;\n margin:
0;\n}\n.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: flex;\n gap:

1.875rem;\n }\n.custom_widget_SocialSharing_listicon_6x3n8_20 {\n align-content:

center;\n }\n.custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: inline;\n margin-right: 1.5625rem;\n
margin-bottom: 0;\n font-size: 1.25rem;\n font-weight: 550;\n align-content: center;\n}\n@media (max-width: 990px) {\n
.custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n }\n\n
.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: inline-block;\n justify-content: center;\n align-content:
center;\n align-items: center;\n }\n .custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: flex;\n justify-
content: center;\n }\n .custom_widget_SocialSharing_singleSociallcons_6x3n8_8 {\n }\n}\n","tokens":
{"sharePage":"custom_widget_SocialSharing_sharePage_6x3n8_1","singleSociallcons":"custom_widget_SocialSharing_singleSociallcons_6x3n8_8","cc
en-us-1775108434074":{"__typename":"CachedAsset","id":"component:custom.widget.MicrosoftFooter-en-us-
1775108434074","value":{"component":{"id":"custom.widget.MicrosoftFooter","template":
{"id":"MicrosoftFooter","markupLanguage":"HANDLEBARS","style":".context-uhf {\r\n min-width: 280px;\r\n font-size:
15px;\r\n box-sizing: border-box;\r\n -ms-text-size-adjust: 100%;\r\n -webkit-text-size-adjust: 100%;\r\n & *\r\n &
*:before,\r\n & *:after {\r\n box-sizing: inherit;\r\n }\r\n a.c-uhff-link {\r\n color: #616161;\r\n word-break: break-word;\r\n
text-decoration: none;\r\n }\r\n &a:link,\r\n &a:focus,\r\n &a:hover,\r\n &a:active,\r\n &a:visited {\r\n text-decoration:
none;\r\n color: inherit;\r\n }\r\n & div {\r\n font-family: 'Segoe UI', SegoeUl, 'Helvetica Neue', Helvetica, Arial, sans-
serif;\r\n J\r\n}\r\n.c-uhff {\r\n background: #f2f2f2;\r\n margin: -1.5625;\r\n width: auto;\r\n height: auto;\r\n }\r\n.c-uhff-
nav {\r\n margin: 0 auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 0 5%;\r\n box-sizing: inherit;\r\n &:before,\r\n
&:after {\r\n content: ' ;\r\n display: table;\r\n clear: left;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n
padding-left: 12px;\r\n }\r\n .c-heading-4 {\r\n color: #616161;\r\n word-break: break-word;\r\n font-size: 15px;\r\n line-
height: 20px;\r\n padding: 36px 0 4px;\r\n font-weight: 600;\r\n }\r\n .c-uhff-nav-row {\r\n .c-uhff-nav-group {\r\n display:
block;\r\n float: left;\r\n min-height: 1px;\r\n vertical-align: text-top;\r\n padding: 0 12px;\r\n width: 100%;\r\n zoom: 1;\r\n
&:first-child {\r\n padding-left: 0;\r\n @media only screen and (max-width: 1083px) {\r\n padding-left: 12px;\r\n }\r\n }\r\n
@media only screen and (min-width: 540px) and (max-width: 1082px) {\r\n width: 33.33333%;\r\n }\r\n @media only
screen and (min-width: 1083px) {\r\n width: 16.6666666667%;\r\n }\r\n ul.c-list.f-bare {\r\n font-size: 11px;\r\n line-height:
16px;\r\n margin-top: 0;\r\n margin-bottom: 0;\r\n padding-left: 0;\r\n list-style-type: none;\r\n li {\r\n word-break: break-
word;\r\n padding: 8px 0;\r\n margin: 0;\r\n }\r\n }\r\n }\r\n }\r\n}\r\n.c-uhff-base {\r\n background: #f2f2f2;\r\n margin: 0
auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 30px 5% 16px;\r\n &:before,\r\n &:after {\r\n content: ' ;\r\n
display: table;\r\n }\r\n &:after {\r\n clear: both;\r\n }\r\n a.c-uhff-ccpa,\r\n a.c-uhff-consumer {\r\n display: flex;\r\n float:
left;\r\n font-size: 11px;\r\n line-height: 16px;\r\n padding: 4px 24px 0 0;\r\n }\r\n a.c-uhff-ccpa:hover,\r\n a.c-uhff-
consumer:hover {\r\n text-decoration: underline;\r\n }\r\n ul.c-list {\r\n font-size: 11px;\r\n line-height: 16px;\r\n float:
right;\r\n margin: 3px 0;\r\n color: #616161;\r\n li {\r\n padding: 0 24px 4px 0;\r\n display: inline-block;\r\n }\r\n }\r\n .c-
list.f-bare {\r\n padding-left: 0;\r\n list-style-type: none;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n
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display: flex;\r\n flex-wrap: wrap;\r\n padding: 30px 24px 16px;\r\n }\r\n}\r\n\r\n.social-share {\r\n position: fixed;\r\n top:
60%;\r\n transform: translateY(-50%);\r\n left: 0;\r\n z-index: 1000;\r\n }\r\n\r\n.sharing-options {\r\n list-style: none;\r\n
padding: 0;\r\n margin: 0;\r\n display: block;\r\n flex-direction: column;\r\n background-color: white;\r\n width: 50px;\r\n
border-radius: Opx 7px 7px Opx;\r\n}\r\n.linkedin-icon {\r\n border-top-right-radius: 7px;\r\n}\r\n.linkedin-icon:hover {\r\n
border-radius: 0;\r\n}\r\n\r\n.social-share-email-image:hover {\r\n border-radius: 0;\r\n}\r\n\r\n.social-link-footer:hover
Jinkedin-icon {\r\n border-radius: 0;\r\n }\r\n.social-link-footer:hover .social-share-email-image {\r\n border-radius:
0;\r\n}\r\n\r\n.social-link-footer img {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s ease;\r\n}\r\n\r\n.social-
share-list {\r\n width: 50px;\r\n }\r\n.social-share-rss-image {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s
ease;\r\n}\r\n.sharing-options li {\r\n width: 50px;\r\n height: 50px;\r\n padding: 8px;\r\n box-sizing: border-box;\r\n border:
2px solid white;\r\n display: inline-block;\r\n text-align: center;\r\n opacity: 1;\r\n visibility: visible;\r\n transition: border
0.3s ease; /* Smooth transition effect */\r\n border-left: none;\r\n border-bottom: none; /* Apply bottom border to only last
item */Ar\n }\r\n\r\n.social-share-list-linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius: 5px; /* Rounded
top right corner of first item*/\r\n}\r\n.social-share-list-facebook {\r\n background-color: #3c5c9c;\r\n}\r\n.social-share-list-
xicon {\r\n background-color: #000;\r\n }\r\n.social-share-list-reddit {\r\n background-color: #fc4404;\r\n}\r\n.social-share-
list-bluesky {\r\n background-color: #f0f2f5;\r\n}\r\n.social-share-list-rss {\r\n background-color: #ec7b1c;\r\n}\r\n.social-
share-list-mail {\r\n background-color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last
item*/\r\n}\r\n.sharing-options li.social-share-list-mail {\r\n border-bottom: 2px solid white; /* Add bottom border only to
the last item */\r\n height: 52px; /* Increase last child height to make in align with the hover label */\r\n}\r\n.x-icon {\r\n
filter: invert(100%);\r\n transition: filter 0.3s ease;\r\n width: 20px !important;\r\n height: auto;\r\n padding-top: 5px
limportant;\r\n }\r\n.bluesky-icon {\r\n filter: invert(20%) sepia(100%) saturate(3000%) hue-rotate(180deg);\r\n transition:
filter 0.3s ease;\r\n padding-top: 5px !important;\r\n width: 25px !important;\r\n}\r\n\r\n.share-icon {\r\n border: 2px solid
transparent;\r\n display: inline-block;\r\n position: relative;\r\n }\r\n\r\n.sharing-options li:hover {\r\n border: 2px solid
white;\r\n border-left: none;\r\n border-bottom: none;\r\n border-radius: Opx;\r\n }\r\n.sharing-options li.social-share-list-
mail:hover {\r\n border-bottom: 2px solid white; /* Add bottom border only to the last item */Ar\n}\r\n\r\n.sharing-options
lizhover .label {\r\n opacity: 1;\r\n visibility: visible;\r\n border: 2px solid white;\r\n box-sizing: border-box;\r\n border-left:
none;\r\n }\r\n\r\n.label {\r\n position: absolute;\r\n left: 100%;\r\n white-space: nowrap;\r\n opacity: 0;\r\n visibility:
hidden;\r\n transition: all 0.2s ease;\r\n color: white;\r\n border-radius: 0 10 0 10px;\r\n top: 50%;\r\n transform:
translateY(-50%);\r\n height: 52px;\r\n display: flex;\r\n align-items: center;\r\n justify-content: center;\r\n padding: 10px
12px 15px 8px;\r\n border: 2px solid white;\r\n}\r\n.linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius:
5px; /* Rounded top right corner of first item*/\r\n}\r\n.facebook {\r\n background-color: #3c5c9c;\r\n}\r\n.twitter {\r\n
background-color: black;\r\n color: white;\r\n}\r\n.reddit {\r\n background-color: #fc4404;\r\n }\r\n.mail {\r\n background-
color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last item*/\r\n}\r\n.bluesky {\r\n
background-color: #f0f2f5;\r\n color: black;\r\n }\r\n.rss {\r\n background-color: #ec7b1c;\r\n}\r\n\r\n@media (max-width:
991px) {\r\n .social-share {\r\n display: none;\r\n }\r\n}\r\n","texts":{"heading.whatsNew":"What's
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"css™:".custom_widget_MicrosoftFooter_context-uhf_qp4x5_1 {\r\n min-width: 17.5rem;\r\n font-size: 0.9375rem;\r\n
box-sizing: border-box;\r\n -ms-text-size-adjust: 100%;\r\n -webkit-text-size-adjust: 100%;\r\n & *,\r\n & *:before,\r\n &
*:after {\r\n box-sizing: inherit;\r\n }\r\n a.custom_widget_MicrosoftFooter_c-uhff-link_qp4x5_23 {\r\n color: #616161;\r\n
word-break: break-word;\r\n text-decoration: none;\r\n }\r\n &a:link,\r\n &a:focus,\r\n &a:hover,\r\n &a:active,\r\n
&a:visited {\r\n text-decoration: none;\r\n color: inherit;\r\n }\r\n & div {\r\n font-family: 'Segoe UT', SegoeU], 'Helvetica
Neue', Helvetica, Arial, sans-serif;\r\n }\r\n}\r\n.custom_widget_MicrosoftFooter_c-uhff _qp4x5_23 {\r\n background:
#f2£2£2;\r\n margin: -1.5625;\r\n width: auto;\r\n height: auto;\r\n}\r\n.custom_widget_MicrosoftFooter_c-uhff-
nav_qp4x5_69 {\r\n margin: 0 auto;\r\n max-width: calc(100rem + 10%);\r\n padding: 0 5%;\r\n box-sizing: inherit;\r\n
&:before,\r\n &:after {\r\n content: ' ;\r\n display: table;\r\n clear: left;\r\n }\r\n @media only screen and (max-width:
1083px) {\r\n padding-left: 0.75rem;\r\n }\r\n .custom_widget_MicrosoftFooter_c-heading-4_qp4x5_97 {\r\n color:
#616161;\r\n word-break: break-word;\r\n font-size: 0.9375rem;\r\n line-height: 1.25rem;\r\n padding: 2.25rem 0
0.25rem;\r\n font-weight: 600;\r\n }\r\n .custom_widget_MicrosoftFooter_c-uhff-nav-row_qp4x5_113 {\r\n
.custom_widget_MicrosoftFooter_c-uhff-nav-group_qp4x5_115 {\r\n display: block;\r\n float: left;\r\n min-height:
0.0625rem;\r\n vertical-align: text-top;\r\n padding: 0 0.75rem;\r\n width: 100%;\r\n zoom: 1;\r\n &:first-child {\r\n padding-
left: 0;\r\n @media only screen and (max-width: 1083px) {\r\n padding-left: 0.75rem;\r\n }\r\n }\r\n @media only screen
and (min-width: 540px) and (max-width: 1082px) {\r\n width: 33.33333%;\r\n }\r\n @media only screen and (min-width:
1083px) {\r\n width: 16.6666666667%;\r\n }\r\n ul.custom_widget_MicrosoftFooter_c-
list_qp4x5_155.custom_widget_MicrosoftFooter_f-bare_qp4x5_155 {\r\n font-size: 0.6875rem;\r\n line-height: 1rem;\r\n
margin-top: 0;\r\n margin-bottom: 0;\r\n padding-left: 0;\r\n list-style-type: none;\r\n li {\r\n word-break: break-word;\r\n
padding: 0.5rem 0;\r\n margin: 0;\r\n \r\n \r\n }\r\n }\r\n}\r\n.custom_widget_MicrosoftFooter_c-uhff-base_qp4x5_187
{\r\n background: #f2f2f2;\r\n margin: 0 auto;\r\n max-width: calc(100rem + 10%);\r\n padding: 1.875rem 5% lrem;\r\n
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1.5rem 0 0;\r\n }\r\n a.custom_widget_MicrosoftFooter_c-uhff-ccpa_qp4x5_213:hover,\r\n
a.custom_widget_MicrosoftFooter_c-uhff-consumer_qp4x5_215:hover {\r\n text-decoration: underline;\r\n }\r\n
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margin: 0;\r\n display: block;\r\n flex-direction: column;\r\n background-color: white;\r\n width: 3.125rem;\r\n border-
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share-email-image_qp4x5_331 {\r\n border-radius: 0;\r\n}\r\n.custom_widget_MicrosoftFooter_social-link-
footer_qp4x5_339 img {\r\n width: 1.875rem;\r\n height: auto;\r\n transition: filter 0.3s
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auto;\r\n transition: filter 0.3s ease;\r\n}\r\n.custom_widget_MicrosoftFooter_sharing-options_qp4x5_297 li {\r\n width:
3.125rem;\r\n height: 3.125rem;\r\n padding: 0.5rem;\r\n box-sizing: border-box;\r\n border: 2px solid white;\r\n display:
inline-block;\r\n text-align: center;\r\n opacity: 1;\r\n visibility: visible;\r\n transition: border 0.3s ease; /* Smooth transition
effect */\r\n border-left: none;\r\n border-bottom: none; /* Apply bottom border to only last item
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