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https://www.facebook.com/android4kurd.official
up4net-Kurdish-Keyboard-Kurdish-typing-keypad-v2-5.apk
MD5 67b20f7d47a18128e8eaebd9c075f4b3
SHA-1 a78974a7225f42e554f711739c80dafd62d4505d
SHA-256 2e37cc0547f39592c151aa4d2a7c8e5ac9e3fe3724d2fe8cdd5c396d59eb58e3
up4net-PING-GAMER-Anti-Lag-For-All-Mobile-Game-Online-v1-0-4.apk
MD5 9a0f72cdc9a2846da937676e1efe8bf4
SHA-1 f8ea2215496e6ead5135cf0ff4936cdb11208c37
SHA-256 59f29819d223e47099ca0f00fd6bc4335d7b95188d623bf0c78c8e594c0c69c7
up4net-Earth-Camera-Online-v3-8.apk
MD5 4303d5073d0ee1d69b19c5069d5613d4
SHA-1 601815c0f4624d4cc7d058f62caa76991f7c69bc
SHA-256 d2b9f761281ef43b0a8ace1844c0c0a9669550e88d6715df41d41c86e4084e6a
up4net-PUBG-Mobile-mod-1-17-0.apk
MD5 11024c3ccf7c¢bbf89c¢820327¢90b7133
SHA-1 bf2cade560af7cce2a603f9d2a2edc032d78694e

SHA-256 fcf3beb9bcdb3cf7991e9448ca963aea89c086da416b9a9a02c18cf371a7f780
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up4net-Islamic-Tube-v0-4-0.apk

MD5 555ce971658adde6d5cec86edfbf2a8b

SHA-1 f676ce253b623ac02483329f0a6097e9bb52db65

SHA-256 3745e1d40452b082cfc3c866720857338b7b67ba03a3c5cacece73f6783efb72

up4net-WPS-WPA 2-Connect-Wifi-v3-5-3-8.apk

MD5 253ea0a6889a8f2b217f0ae6f436ebc3

SHA-1 4df0718490f1af21a6221a52a7fc680bce7cc950

SHA-256 329eb17275edfae5d421fc662a257a453cca24dde8dc8d92381b30d0aedfOe10
aglide (5,8 4y aS (5 ahuga g &5

DNS Resolutions

alex00.ddns.net

ip dw aS g a5

IP Traffic

62.201.255.164:4000 (TCP)

 android.permission. ACCESS_COARSE_LOCATION

e android.permission.ACCESS_FINE_LOCATION

: android.permission.BATTERY_STATS

e android.permission. CALL_PHONE

e android.permission. CAMERA

e android.permission.INTERNET

e android.permission.PROCESS_OUTGOING_CALLS
e android.permission.READ_CALL_LOG

e android.permission.READ_CONTACTS

e android.permission.READ_PHONE_STATE
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e android.permission.READ_SMS

e android.permission.RECORD_AUDIO

e android.permission.SEND_SMS

e android.permission.USE_CREDENTIALS

e android.permission. WRITE_EXTERNAL_STORAGE

e android.permission. WRITE_SMS

e android.permission.INSTALL_PACKAGES

e android.permission. ACCESS_BACKGROUND_SERVICE

e android.permission. ACCESS_NETWORK_STATE

e android.permission.GET_ACCOUNTS

e android.permission. MODIFY_AUDIO_SETTINGS

e android.permission. QUICKBOOT_POWERON

e android.permission.READ_EXTERNAL_STORAGE

e android.permission.RECEIVE_BOOT_COMPLETED

e android.permission. REQUEST_IGNORE_BATTERY_OPTIMIZATIONS

e android.permission. WAKE_LOCK

Source: https://telegra.ph/Discover-Malware-Android-03-26
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