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The DESORDEN group recently announced that due to the flood of personal information on Indonesians, they
were giving up on attacking Indonesian entities. But they also noted that they already had some attacks in progress

that they would still be leaking.

Today, they announced one of those attacks on a popular hacking-related forum where data are shared, traded, or
sold:

We take responsibilities for the hack and data breach of PT CARE TECHNOLOGIES

(https://www.care.co.id), an insurance software and IT vendor for all 60+ major insurance and

healthcare companies in Indonesia, including clients such as AIG, Allianz, MNC, BRI Insurance, etc. In

total, we have stolen 2.2 GB of databases from their network.
DESORDEN then provided links to the full data leak, including .csv files with client data and employee data.

According to DESORDEN, they acquired the logins of the clients to PT Care Technologies. More significantly,

perhaps, they claim that the clients use the same version of the software that they obtained from PT Care:

Their clients deploy the same software version developed by PT Care Technologies as the one we
breached, so for those who want to explore further, can try exploring the vulnerabilities of their clients.

If need more information, pm @post to ask for the vulnerabilities

In a subsequent chat with DataBreaches. DESORDEN indicated that they had not attempted to access any of the
clients but did not need logins for the clients. “Just needed to use the same vulnerability to access the clients self
hosted version,” they explained. But they also indicated that the vulnerability would likely be fixed within a few
days as they had already informed the company about it. The fact that the firm had taken its servers down suggests

that they working on addressing the vulnerability and informing clients, they said.

While the leaked data will be of some concern to PT Care Technologies and its clients, it was pretty much just a
wasted effort for DESORDEN.

“No one wants to buy Indonesia data,” they tell DataBreaches.

“People are selling hundreds of millions for few hundred bucks — the supply of Indonesia data has already

dumped the value of its data.”

“Indo data is officially worthless. In the past, we could still sell 0.005 USD per record. Nowadays, 0.0002 USD

per record and no one wants to buy.”
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Will the market flood make other Indonesian firms less attractive as targets for other adversaries? Time will tell,
but in light of all the leaks and data dumps we have already seen, Indonesian entities might take advantage of any

lull and seriously address data protection, and now, not in two years.
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