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>> Introduction

Important files on your system was ENCRYPTED and now they have have "wpzlbji"™ extension.
In order to recover your files you need to follow instructions below.

>> Sensitive Data
Sensitive data on your system was DOWNLOADED and it will be PUBLISHED if vou refuse to cooperate.

Data includes:

- Employees personal data, CVs, DL, SSN.

- Complete network map including credentials for local and remote services.

- Financial informacion including clients data, bills, budgets, annual reports, bank statements.
- Complete datagrams/schemas/drawings for manufacturing in solidworks format

- And more...

>> CAUTICN

DO NOT MODIFY FILES YOURSELF.

DO NOT USE THIRD PARTY SOFIWARE TO RESTORE YOUR DATA.

[YOU MAY DAMAGE YOUR FILES, IT WILL RESULT IN PERMANENT DATA LOSS.

[fOUR DATA IS5 STRONGLY ENCRYPTED, YOU CAN NOT DECRYPT IT WITHOUT CIPHER KEY.

>> Recovery procedure

Follow these simple steps to get in touch and recover your data:
1) Download and install Tor Browser from: https://torproject.orqg/
2) Navigate to:

http://2cua;

UIVIGEVEJCA

e Why Rust?

Rust is a multi-paradigm programming language, developed by Mozilla in 2010, which is aimed at achieving

higher performance and better safety levels in comparison to C++. Rust has been Stack Overflow’s most loved

language for five years in a row. For this reason, malware developers are also probably trying to develop malware

using Rust.

In fact, Rust-based MaaS(Malware-as-a-service) such as RustyBuer and FickerStealer has been appearing on the

Deep and Dark web.

1.2. Borrow BlackMatter’s configuration

BlackCat ransomware performs malicious actions by referring to the internal configuration like other RaaS

ransomware.
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Mum Field Description

1 config_id configuration id

2 public_key RSA Public key

3 extension encrypted file extension

4 note_file_name ransom note filename

5 note_full_text ransom note text

[ note_short_text short notice text

7 default_file_mode [not yet confirmed]

8 default_file_cipher [not yet confirmed]

9 credentials domain credentials

10 kill_services list of services to kill

1 Kill_processes list of processés o Kl

12 exclude_directory_names list of directories 1o é.icluqe )
13 exclude_file_names list of files to exclude

14 exclude_file_extensions list of extensions to exclude
15 exclude_file_path_wildcard list of specific paths to exclude
16 enable_network_discovery flag for network encryption

17 enable_seli_propagation flag for propagation

18 enable_set_wallpaper flag for changing wallpaper

19 enable_esxi_vm_Kill [not yet confirmed)

20 enable_esxi_vm_snapshot_kill [not yet confirmed]

21 strict_inciude_paths list of specific paths to include always

However, we have confirmed the values of the following BlackCat’s configuration fields completely match
BlackMatter’s.

o kill services

e kill_processes

e exclude_directory_names
e exclude_file names

o exclude_file extensions

and the configuration field like “credentials™ is also used by BlackMatter V1 and Darkside. In this field, it

includes the victim’s domain credentials.

1.3. Different from BlackMatter
After comparing BlackCat and BlackMatter, we found it difficult to conclude that they are the same group.
1) Too similar

When Darkside, known to be used by the FIN7 group, was rebranded to BlackMatter, it did not use the same

configuration.
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2) Based on Rust

The BlackCat ransomware is based on Rust programming language.

BlackMatter were written in C/C++.

3) Too soon

It’s too soon for BlackMatter to have rebranded as BlackCat ransomware using a different programming language,

Rust.
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However, both DarkSide ransomware and

Darkside

Start: August 2020

Aug, 2021

Aug, 2020 May, 2021

BlackMatter

Start: August, 2021

4 Months

Nov, 2021

Currently active ransomware

BlackCat

Start: Late Nov, 2021

e Darkside: from August 2020 to May 2021
o BlackMatter: from August 2021 to November 2021
o BlackCat: from Late November (PE timestamp based)

4) Lots of execution options

Get S2W’s stories in your inbox

Join Medium for free to get updates from this writer.
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Remember me for faster sign in

Unlike Darkside and BlackMatter, which used two or three options, BlackCat ransomware supports various

options.
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5) Leak site

When accessing the DarkSide and BlackMatter ransomware negotiation sites, the key was needed to enter in the
negotiation page, but in the case of BlackCat, the access key is used as a GET parameter and no input box is

displayed on the page. In addition, BlackCat has added a private leak site, probably a pre-published leak site.
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BlackCat Negotiation Site

@ 2cuqge taccess-key=YMauegdvV

BlackMatter Negotiation Site

BlackMatter Ransomware

I have a session key
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2. The negotiation site and leak sites

Five onion domains used by BlackCat have been identified so far. They are currently categorized as the
negotiation site, public leak site, private leak site, and seem to use favicons on the same site. It seems that they
initially operated a private preview page, and then moved it to the Alphv leak site. (Unfortunately, private leak site

was not accessible at the time)
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BlackCat #1 BlackCat #2 Alphv

Negotiation Site (1) Negotiation Site (2) Public Leak Site
https://icons8.krficons/set/black-cat https:,t‘/iénns.S,krficons/setfblack-cat https://icons8.kr/icons/set/horror
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BlackCat BlackCat BlackCat Alphv Alphv
negotiation site | negotiation site | negotiation site | public leak site | private leak site
(1) 2 () (Now) (Past)
Domain mu75It***** onion 2cuqge**** onion sty5r4***** onion alphv***** onion ZUjgzb***** onion
Web title (Blank) (Blank) (Blank) (Blank) Connection
Icon black-cat black-cat black-cat horror unavailable
2.1. Alphv leak site

Two victims were posted on the Alphv leak site recently.
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Victim 2

2.2. Two victims on the Alphv leak site seems to be attacked by the BlackCat
ransomware

We have confirmed that the configuration within the BlackCat ransomware contains the victim’s credentials.
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"default_file_mode" :{ [&

"SmartPattern" :[ (&
31457280,
10

'
"default_file_cipher":"Best",

"credentials”:[ [&

65 Administrator”,
S2W

Sale and Secure World

AdminRecovery”,

or

We also have confirmed that the victim was included in the filename of the BlackCat ransomware posted to the

leak site during the analysis.
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Jjide_com_ x86_32_windows_encrypt_app.exe-Quarantine

3. Activities

We have analyzed their recent activities and it seems to have been active since November.

3.1. Timeline
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Nov. 2021

Compiled timestamp of BlackCat ransomware ® ® 11/18/2021

Compiled timestamp of BlackCat ransomware @ ® 11/25/2021

Dec. 2021

12/04/2021 1) Joined Exploit and XSS forum
2) Uploaded a post looking for pentesters on Exploit forum

12/08/2021 1) Alphav leak site was shared publicly on XSS forum at first
2) Alphav leak site was shared by Arvin
3) Joined RAMP forum

12/09/2021 1) Uploaded a post looking for affiliates on RAMP forum
2) Added second victim on alphav leak site
3) Deleted all information on both two victims and added their
warning message on alphav leak site

3.2. Looking for pentesters and affiliates

The BlackCat ransomware operator has been using the “alphv” as a username in XSS and Exploit, but using

“ransom” as a username in RAMP forum.
[Exploit forum] We are looking for WINDOWS / LINUX / ESXI pentesters

e Posted on 12/04/2021
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©We are Iooking for WINDQWS / LINUX / ESXI pentesters

By alphv, Sz

alphv Posted Saturday at 11:4
byte
® We need experienced pentesters, you have neot seen such a level yet, to find out all the details write to the contact below.
T TOX:
TOX:
JAB:
Edited Sunday at 12:15 AM by alphv
Paid registration
pos + Quote
Joined
12/04/21 (ID: 12287:
Activity

[RAMP forum] ALPHV-ng RaaS new generation.
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e Posted on 12/09/2021
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3.3. Warning messages posted on Alphv

o After information about the BlackCat ransomware and Alphv leak site was revealed on Twitter, they

deleted all information of both two victims and added their warning message on Alphv leak site.
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Hello twitter boys. Congratulations to our first target which keys was permanently deleted. All the data will be posted here soon.
Think twice before contacting with non-professionals.
Stay in touch.
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