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EXECUTIVE SUMMARY

Conti ransomware has been sold as a RaaS (Ransomware as a Service) in underground forums
and it's usually deployed by other malware such as TrickBot and BazalLoader/BazarLoader. It can
run with one of the following parameters: “-p”, “*-m”, “-size”, “-log” and “-nomutex”. A new mutex
called “YUIOGHJKCVVBNMFGHIKTYQUWIETASKDHGZBDGSKL237782321344" can be created to
ensure that only one instance of ransomware is running at a single time. The malware has the
ability to only encrypt network shares (*-m net” parameter), local drives ("-m local” parameter),
or both of them (*-m all” parameter). The volume shadow copies are deleted using wmic and
COM objects. The algorithm used to encrypt files is ChaCha8, with the key and nonce being
encrypted using an RSA public key.
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ANALYSIS AND FINDIGS

SHA256: 4bfd58d4e4a6fe5e91b408bc190a24d352124902085f9c2da948ad7d79b72618

The malware obfuscates the stack strings and implements multiple custom algorithms to decrypt
them. An example of a decryption algorithm is shown below, along with the decrypted string:

.text:08A62B65 mov
.text:08A62B69 mov
.text:@0A62B6D mov
.text:@0A62B71 mov
.text:@0A62B75 mov
-text:08A62B79 mov
.text:08A62B7D mov
.text:@0A62B81 mov
.text:08A62B85 mov
.text:08A62B889 mov
.text:08A62B8D mov
.text:08A62B91 mov
.text:@0A62B95 mov
.text:08A62B99 mov
.text:08A62B9D mov
.text:@0A62BA1 mov
.text:@0A62BAS mov
.text:@0A62BA9 mov
.text:@8A62BAD mov
.text:08A62BB1 mov
.text:@0A62BB5 mov

[ebp+var_25], 21h ; °*
[ebp+var_24], 8
[ebp+var_23], 54h ; 'T’
[ebp+var_22], 8
[ebp+var_21], 27h ; "'’
[ebp+var_2e], 8
[ebp+var_1F], 21h ; !
[ebp+var_1E], 8
[ebp+var_1D], Seh ; ‘P’
[ebp+var_1C], 8
[ebp+var_1B], 2Ah ; '*'
[ebp+var_1A], 8
[ebp+var_19], 7Eh ; '~'
[ebp+var_18], 8
[ebp+var_17], 51h ; 'Q’
[ebp+var_16], 8
[ebp+var_15], 75h ; 'u’
[ebp+var_14], 8
[ebp+var_13], Seh ; ‘P’
[ebp+var_12], 8
[ebp+var_11], Seh ; 'P’

.text:08A62BB9 mov
.text:@0A62BBD mov
.text:08A62BC1 mov
.text:@0A62BC5 mov
.text:00A62BC8 cmp
.text:08A62BCC jnz

[ebp+var_1e], 8
[ebp+var_F], 8
[ebp+var_E], 8
al, [ebp+var_27]
[ebp+var_28], @
short loc_A62BFD

EE—

s =]

.text:@0A62BCE xor
.text:00A62BD0 lea

esi, esi
edi, [esi+7Fh]

s

.text:@0A62BD3

.text:08A62BD3 loc_A62BD3:

.text:@0A62BD3 mov al, [ebp+esitvar_27]

.text:00A62BD7 mov ecx, 8
.text:@8A62BDC movzx eax, al
.text:@0A62BDF sub ecx, eax
.text:00A62BE1 mov eax, ecx
.text:@BA62BE3 shl eax, S5
.text:@0A62BE6 sub eax, ecx
.text:@BA62BE8 add eax, eax
.text:@0A62BEA cdq

.text:@0A62BEB idiv edi
.text:@@A62BED lea eax, [edx+7Fh]

.text:08A62BF@ cdq

.text:0@A62BF1 idiv edi

.text:80A62BF3 mov [ebp+esit+var_27], dl
.text:@8A62BF7 inc esi

.text:@0A62BF8 cmp esi, 1Ah
.text:80A62BFB jb short loc_A62BD3

Figure 1

Address | Hex | AscII
00B9FE29|4B 00 65 00|72 OO GE 00|65 00 6C 00|33 00 32 00|K.e.r.n.e.l.3.2.
00B9FE39|2E 00 64 00[6C 00 6C| 00(00 00 02 28|4C C3 02 02|aada1ad. ... (LA..

Figure 2

The relevant APIs are imported dynamically at runtime using some hashing algorithms (the first
parameter is a hash value; the second parameter is an offset). The return value is placed into the
EAX register:
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. 6A 20 push 20 x87statusword 0000
! . C7 44 24 10 66 C1 1B 00 mov dword ptr ss:|[fesp+10J,1BC166 X87SW_B O Xx87SW_C3 0 x87Sw_C2 O
1 L BA OF 00 00 00 mov edx,F X87SW_C1 O Xx87SW_CO O Xx87SW_ES O
. 68 89 EA 93 ES push ES93EA89 X87SW_SF 0 X87SW_P 0 X87SW_U o
. C7 44 24 14 66 C1 1B 00 mov dword ptr ss:|[fesp+14],18C166 = =
EE—>e E8 F3 C2 FE FF €all conti.A647CO v
. B SaaseE 5 |Defaut stdca (s 1#]J unlock
= 1: [esp] E593EA89
conti.0DAG647CO 2: [esp+4] 00000020
3: [esp+8] 00000000
4: [esp+C] 00A92070 conti.00A92070
.text:00A784C8 conti.exe:$184C8 #178C8 e e A SSaas
3 ES593EA89
@oump1  @4pump2  @HDump3  @Dump4  @HDumps @D watch1  Ix-llocals ) Struct Fmooggpgc 00000020
EAX 76A74BCO <kerne132.5etcmandL1’new>\
Figure 3

The binary retrieves the command-line string for the process by calling the GetCommandLineW
API:

® || 00A784CD 83 c4 08 |ad$1559,5 (=
FF DO ca’ eax v
B S 5 | Defautt stecal) ~[s_2] 0] unlock
— 1: [esp] 00000000
nel32.Getc inew> (76A74BCO) 2: [esp+4] 00A92070 conti.00A92070
3: esp+8] 00863000
¥ 4: [esp+C] 001BC1l66
.text:00A784D0 conti.exe:$184D0 #178D0 C =
= |
- . s = SO B 1 @ - IEREEEES 00000000 |
Figure 4

CommandLineToArgvW is utilized to extract an array of pointers to the command line arguments,
as shown in figure 5:

push ecx X87SW_SF O X87SW_P 0 Xx87SW_U 0
56 push esi £ ]
FF DO call eax v
SR o 5 |Default (stdcal) ~ |5 ]0 unlock
- 1: [esp] o2c32242 L"\"C:\\Users\'Hll\\Deskto
eax=<shel1132.CommandLineToArgvw> (743505E0) 2: [esp+4] OOBYFE70
3: [esp+8] 00A92070 conti.00A92070
. 4: [esp+C] 72654B00
.Text:00A77E56 conti.exe:$17E56 #17256 S
4% Dump 1 @4 Dump 2 @45 Dump 3

@oump4 @Woumps @ watch1  [x=lLocals 7 struct

\Desktop\\conti.exe\"™"
00B9FDDS8 | 0OBIFE70

Figure 5

The following strings have been decrypted using algorithms like the one presented in figure 1:
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Address | Hex ASCII |

O00B9FEE9|2D 00 70 00|00 00 00 01|00 00 00 7E[EB A8 90 04|=.pP........ ~8 .
Address | Hex ASCII |
00B9FEG1[2D 00 6D 00|00 00 00 00[2D 00 70 00[/00 00 00 O1|=.m..... = Booon
Address | Hex ASCII

00B9FE3D | 2D 00 6C 00[6F 00 67 00/00 00 76 CO[4B A7 76 56|/=.1.0.0...VAK§VV
Address | Hex ASCII

00B9FE2D [2D) 00 73 00[69 00 7A 00[/65 00 00 00[32 2E 64 00|=.s.i.z.e...2.d.
Address | Hex ASCII

OOB9FDF5 | 2D 00 6E 00|6F 00 6D 00[75 00 74 00[65 00 78 00|=.n.o.m.u.t.e.x.
Address | Hex ASCII

OOBOFE91 |59 55 49 4F (47 48 4A 4B(43 56 56 42|4E 4D 46 47| YUIOGHIKCVVBNMFG
OOBOFEALl| 48 4A 4B 54|59 51 55 57|49 45 54 41|53 4B 44 48| HIKTYQUWIETASKDH
OOBOFEB1| 47 S5A 42 44|47 53 4B 4C|32 33 37 37|38 32 33 32| GZBDGSKL23778232

O0B9FEC1|31 33 34 34(00 86 00 00|00 00 00 C8|FE B9 00 00[1344....... Ep
Address | Hex ASCII

00B9FC2D |65 00 78 oo]?o 00 6C 00|6F 00 72 oo‘es 00 72 00|E.x.p.1.0.r.e.r.
00B9FC3D [ 2E 00 65 00|78 00 65 00|00 00 00 2C[02 00 00 00|..€.X.€....,....

Address | Hex ASCII
O0B9F5A9|5F 00 5F 00|50 00 72 00|6F 00 76 00|69 00 64 00|.._.P.r.o.v.i.d.
O0B9F5B9( 65 00 72 00|41 00 72 00|63 00 68 00|69 00 74 00|e.r.A.r.c.h.i.t.
00B9F5C9| 65 00 63 00|74 00 75 00|72 00 65 00|00 00 0O F8|e.c.t.u.r.e....o
Address | Hex ASCII
00B9F5D9 |52 00 4F 00|4F 00 54 00[5C 00 43 00‘49 00 4D 00(R.0.0.T.\.C.I.M
OOB9FSE9|56 00 32 00[00 00 02 FC|FF FF _FF _A0|07 00 00 58|V.2....0WV ...X
Address | Hex ASCII
00B9F5F1|57 00 51 00[4C 00 00 00[17 7D 00 00|60 86 00 OO|W.Q.L....}..
Address | Hex ASCII
00B9F569|53] 00 45 00[4C 00 45 00|43 00 54 00[20 00 2A 00|S.E.L.E.C.T. .*.
00B9F579(20 00 46 00(52 00 4F 00|4D 00 20 00|57 00 69 00| .F.R.O.M. .W.1i.
O00B9F589| 6E 00 33 00(32 00 5F 00|53 00 68 00|61 00 64 00(n.3.2._.S.h.a.d.
O00B9F599| 6F 00 77 00|43 00 6F 00|Z Z9 00/00 00 00 00|0.W.C.0.P.V.....
Address | Hex ASCII
00B9F89D |46 00 6F 00|75 00 6E 00|64 00 20 00|25 00 64 00|F.o.u.n.d. .%.d
00B9F8AD |20 00 64 00[72 00 69 00|76 00 65 00|73 00 3A 00| .d.r.i.v.e.s.
Address | Hex ASCII
00B9FS5CS [31 37 32 2E[00 00 00 00|4F 6C 65 EC[F1 04 77 EC[272..... olein.wi
Address | Hex ASCII
00BOFSB1 [3% 39 32 2E[31 36 38 2E[00 32 2E 64[6C 6C 00 00|392.168..2.d11..
Address | Hex ASCII
00B9FS5CD |31 30 2E 00|F1 04 77 EC|01 00 00 FC|[F5 B9 00 CO|20..n.wi...Uo0'.A
Address | Hex ASCII
OO0B9FSED |31 36 39 2E[00 74 64 0031 37 32 2[00 00 00 00|®69..td.172.....
Figure 6
The executable creates a mutex called

“YUIOGHJKCVVBNMFGHIKTYQUWIETASKDHGZBDGSKL237782321344" (if the malware runs
with the “-nomutex” parameter, then no mutex is created):

51 push ecx X87SW_C1 O Xx87SW_CO O Xx87SW_ES O

6A 01 push 1 X87SW_SF O X87SW_P 0 X87SwW_U o

6A 00 pui;\ 0 = ]

FF DO ca’ eax v

F DO cal] ea Default (stdcal) ~ |[5_12] 07 unlock

esp]

esp+4] 00000001
esp+8] O0BIFE9L
esp+C]_00000000

eax=<kernel32.CreateMutexA> (76ACDC10)

.text:00A78647 conti.exe:$18647 #17A47

@45 Dump 1 4% Dump 2 @4 Dump 3 YYDump4 @Y Dump 5 @ watch 1 [x=] Locals 2/’ Struct
Address | Hex ASCII ~

O0B9FE78
00BIFE7C

OOBSFESL [59) 55 49 4F |47 48 4A 4B|43 56 56 42|4E 4D 46 47 | UIOGHIKCVBNMFG :

OOBOFEAL (48 4A 4B 54(59 51 55 57 (49 45 54 41|53 4B 44 48| HIKTYQUWIETASKDH Doaa2070 (i contl= 00422020
OOBOFEB1|47 5A 42 44|47 53 4B 4C|32 33 37 37|38 32 33 32|GZBDGSKL23778232 D0gea0m0

OOB9FEC1/31 33 34 34/00 86 00 00/00 00 00 CS8IFE B9 00 00/1344....... (RS N || Bebeletatiatac Bt

Figure 7

GetNativeSystemInfo is used to retrieve information about the system:

pui[’; ecx [ .
call eax v
e 5 | Default (tdcal) ~|[5_ )00 unlodt
1: [esp] OOBIFEDS &L“"Winstao\\Default™
2: [esp+4] 00000000
3: [esp+8] 00A92070 conti.00A92070
4: [esp+C] 00863000
.Text:00A786E7 conti.exe:$186E7 #17AE7 s = A
e e
Wl ama S Tama S ama R (S~ G I C s 00BIFEDS [ &L"Winstao\\Default”

Figure 8

The malicious file creates 2 (which is the number of processors) threads that will handle the files
encryption, as we'll describe in the upcoming paragraphs:
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6A 00 push 0

6A 00 push 0 x87Statusword 0000
56 push esi X87SW_B 0O Xx87SW_C3 0 x87sw_C2 O
68 DO C7 A7 00 push conti.A7C7D0O X87SW_C1 O Xx87SW_CO O Xx87SW_ES O
6A 00 push 0 X87SW_SF 0O X87SW_P 0 X87SW_U 1]
6A 00 puﬂ\ 0 IC =
FF DO ca eax v
-~ o= S e e 5 |Default stdcal) ~|[5_[2] 00 unlock
g 1: [esp] 00000000
eax=<kernel32.CreateThread> (76A745B0) esp+4] 00000000
esp+8] 00DA7C7DO conti.O00DA7C7DO
esp+C] 00A92044 conti.00A92044
.Text:D0A7CA42 conti.exe:$1CA42 #1BE42 SRS =

4% Dump 1 @4 Dump 2 @4 Dump 3 @44 Dump 4 @4 Dump 5 & watch 1 [x=] Locals 2” Struct

i
00A7C7DO | conti.00A7C7DO
AddriessHfiHex SSOEE ) 00A92044 | conti.00A92044
OO0B9FEDS [09] 00 00 00|00 10 0D 00|00 00 O OO|FF FF FE FF|B---cecss-nx %739 GoESEE eo | \Gonnann

00B9FEES|01 00 00 00(01 00 00 00(D8 21 00 00(00 00 01 00|...... AT 6OBBEEZ0 60000000

Figure 9

The executable takes a snapshot of all processes in the system by calling the
CreateToolhelp32Snapshot routine (0x2 = TH32CS_SNAPPROCESS):

push 0

X87SW_SF O X87SW_P 0 X87SW_U 0
6A 02 push 2 L 1
FF DO call eax v
EEIDO S — , | Default stdcal) 3 E“] Unlock
1: [esp] 00000002
eax=<kernel32.CreateToolhelp32Snapshot> (76AAF890) 2: [esp+4] 00000000
3: [esp+8] 00000003
. 4: [esp+C] 00000005
. Text:D0A7BEBF conti.exe:$1BEBF #1B2BF e E-—m 53 ooomen>
3 00000002
Wyoump1  @hpump2 @Wpump3 @Hoump4  @Wpumps @ watch1  Ix=lLocals & struct 00BIFCIC | 00000000

Figure 10

The processes are enumerated using the Process32FirstW and Process32NextW APIs:

! 51 push ecx = &z X87SW_SF O X87SW_P 0 Xx87SW_U 0
i 53 puirll ebx [ 1
FF DO call eax v
] e — - 5 | Default (tdcal) ~ |[5_1#] 00 unlock
v . 1: [esp] 000001D8
eax=<kernel32.Process32Firstw> (76AB0230) 2: [esp+4] 0DB9FC48
3: [esp+8] 00000003
4: [esp+C]_00000005
.text:00A7BEF7 conti.exe:$1BEF7 #1B2F7 3 =

@oump1  Wypump2 WWDump3 UDump4  @MDumps @ watch1  Ix-llocals ) Struct M Mg, “22‘::

Figure 11
i 51 push ecx 2 = £ X87SW_SF O X87SW_P 0 Xx87SW_U 0
[ 53 pu%fll ebx C i
FF DO call eax v
' e 5 | Default (stdcal) ~ |[5_1#] 00 unlock
* 1: [esp] 000001D8
eax=<kernel32.Process32Nextw> (76AB03D0) 2: [esp+4] OOBIFC48
3: [esp+8] 00000005
4: [esp+C] 00000003
.Text:D0A7COAA conti.exe: $1COAA #1B4AA [ = aaos
@oump1  @pump2  @HDump3  @HDump4  @HDumps @ watch1  I-llocals 4 struct mm‘oosmu o0000t0sil
Figure 12

The malware searches for the “explorer.exe” process and saves its ID into a buffer for later use.

The ColnitializeEx function is utilized to initialize the COM library for use by the thread, as
highlighted below:

6A 00 push 0 X87SW_SF O X87SW_P 0 Xx87SW_U 0
6A 00 push 0 I ]
FF DO call eax v
B e 5 | Defeult (tdca v (5 2] unlock
— 1: [esp]
eax=<combase.CoInitializeEx> (76BC6E10)

00000000
esp+4] 00000000
esp+8] 00000003

2:

= esp+C] 00000005
.text:D0A66BED conti.exe:$6BED #5FED sSel 85
@45 Dump 1 @45 Dump 2 @4 Dump 3 @S Dump4 @4 Dump 5 @ watch 1 [x=] Locals 2/’ Struct 00BOF4B4 W |

Figure 13
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The ColnitializeSecurity API is used to register security and set the default security values for the
current process (0x3 = RPC_C_IMP_LEVEL_IMPERSONATE):

Ao/ im_c > rempiy)
X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

Ao/ im_> 3> rEmpiy)
X87TW_5 3 (Empty)
x87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B O x87SW_C3 0O x87sw_C2 0O
X87SW_C1 O x87SW_CO O Xx87SW_ES 0O
X87SW_SF O X87SW_P 0 X87SW_U o

B ‘El [ unlock

¥ | Defait (stdcal)

esp] 00000000

esp+4] FFFFFFFF
esp+8] 00000000
esp+C] 00000000

6A 00 push 0~
6A 00 push 0
6A 00 push 0
GA 03 push 3
6A 00 push 0
6A 00 push 0
G6A 00 push 0
6A FF push FFFFFFFF
6A 00 push 0
FF DO call eax
> 1=
eax=<combase.CoInitializeSecurity> (76892320) 2:
3:
4:
.text:00A66DC2 conti.exe:$6DC2 #61C2
5 00000000
Woumpt  WWpump2 WWpump3  WDump4  WHDumps @ watch1  Icllocals ) struct FF
Address | Hex ASCII 00000000
02C41510 |74 0B 00 00|00 00 00 00 AB AB AB AB|T....... Pp'. e« 00000000
02C41520AB AB AB AB|EE FE EE FE[00 00 00 00|00 00 00 00|««c&ipip........ OtOEEoDE
02C41530(E6 3F 36 DC|AD 95 00 18(5C AR B3 76(0D FO AD BA|2?6U....\«*v.d.° oonnHGHn]
02C41540(01 00 00 00|00 00 00 00|00 00 00 00|00 00 ssssssssassssans 00000000
02€41550/ 00 00 00 00|00 FO AD BA|AB AB AB AB|AR AB AB AB -Pasegecee 00000000
Figure 14

The malware uses COM objects and wmic in order to delete the volume shadow copies on the
system. It calls the CoCreatelnstance function with the CLSID {4590F812-1D3A-11D0-891F-

00AA004B2E24}, which creates an IWbemLocator object:

. 51 push ecx X8/>TAatuswora uvuuu
. 68 08 92 A8 00 push conti.A89208 X87SW_B 0 X87SW_C3 0 x87SW_C2 0
. 6A 01 push 1 X87SW_C1 0 X87SW_CO 0O X87SW_ES 0
. 6A 00 push 0 X87SW_SF 0 X87SW_P 0 X87SW_U 0
. 68 E8 91 A8 00 push conti.A891E8 L
[EIP g T FF DO call eax v
. Tm e o o o s e e 5 | Default (stcal) ~|[5_[2] 0 unlock
1: [esp] ODA891ES conti.O0DASIIES
eax=<combase.CoCreateInstance> (76BC0480) 2: [esp+4] 00000000
3: [esp+8] 00000001
2 4: [esp+C]_0DA89208 conti.0DA89208
. text:D0A66FC7 conti.exe:$6FC7 #63C7 —— 2
7 5 D0AB91ES | conti.0DAS91ES
Wyoump1  @hpump2 @Wpump3 @Houmps  @Wpump5 @ watch1  Ix=lLocals & struct 00BOF4AS
M{"“ ASCIT | "" 00BF 430 | 00489208 | cont . 00489208
00ASI1ES [ EBA90 A5 SAMIN D01 BRI EZ007AA 00 ARs2EF24| Ko E:r DIETRRNKGS | 00B9F484| 00BIF62C
Figure 15

A new IWbemContext object
00CO4FD8FDFF}:

is created with the

CLSID {674B6698-EE92-11D0-AD71-

x87S5tatusword 0000
X87SW_B 0O Xx87SW_C3 0 x87Sw_C2 O
X87SW_C1 O Xx87SW_CO O X87SW_ES O

X87SW_SF O X87SW_P 0 Xx87SwW_U o

~ |[s_[2]00 unlock

|C
¥ | Defait (stdcal)

esp] O0A891F8 conti.O0DA891F8

1:

2: [esp+4] 00000000

3: [esp+8] 00000001

4: [esp+C] 00A89218 conti.00A89218

conti.00A891F8

51 push ecx

68 18 92 A8 00 push conti.A89218

GA 01 push 1

6A 00 push 0

68 F8 91 A8 00 push conti.A891F8

FF DO call eax

k >
eax=<combase.CoCreateInstance> (76BC0480)
.Text:00A67393 conti.exe:$7393 #6793 ==
3 ODA891F8
Woump1  @ypump2 WWoump3 @oumps  @Houmps @ watch1  Ix=lLocals & Struct D0BIF4AS | 00000000
Address | Hex Asciz | ~] 9o8sF4AC | 00000001
00A891F5 |98 €6 48 6792 EE DO 11[AD 71 00 CO[4F D8 FD Fr|.7Kg.70..q.A00Yy| 00B9F 484 | 00B9F61C
Figure 16

conti.00A89218

The ConnectServer method is utilized to connect to the "ROOT\CIMV2"” namespace:
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56 push esi
FF BS5 A4 F7 FF FF push dword ptr ss:|ebp-8sCj
11

8B mov edx,dword ptr ds:[ecx]
6A 00 push 0

6A 00 push 0

6A 00 push 0

6A 00 push 0

6A 00 push 0

50 push eax

51 push ecx

FF 52 0C call dword ptr ds:[edx+C]

<

X87TW_2 3 (Empty) x87TW_3 3 (Empty)
X87TW_4 3 (Empty) X87TW_5 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x875tatusword 0000

X87SW_B 0O Xx87SW_C3 0 x87Sw_C2 O
X87SW_C1 0O Xx87SW_CO O X87SW_ES O
X87SW_SF O X87SW_P 0 X87SW_U o

2
~ |[s_[£]00 unlock

¥ | Defauit (stdcal)

o 2 1: [esp] 02C4DFA8
dword ptr [edx+C]=[wbemprox.6F9A10D8]=wbemprox.6F9A2820 2: [esp+4] 02C50F1C L"ROOT\\CIMV2"
3: [esp+8] 00000000
4: [esp+C] 00000000
.Text:00A679AD conti.exe:$79AD #6DAD " i
5 02C4DFAS
Woump1  @pump2 @WWoump3 @Upumps4  @Houmps @ watch1  Ix=llocals ) Struct 02C50F1C | L"ROOT\\CIMV2"
Address | Hex ASCII 00000000
00B9F5D9

52 00 4F O0|4F 00 54 00(5C 00 43 00(49 00 4D
56 00 32 00|00 00 02 FC|FF FF FF AO0|07 00 00
17 7D 00 00|60 86 00 00|30 86 00 1A|3E 1B 00
00 00 00 03|00 00 00 00|00 00 00 02|00 00 00 .e csee s
00 00 00 30|0E C5 02 52|D6 6C 53 5F|D6 A3 E3 38|.. .D'.,A.RO1S_0£aB

Figure 17

00000000
00000000

00000000
00B9F4BO | 02C50E30
00B9F4B4 | DOBIF630

The binary sets the authentication information that is used to make calls on a proxy via a

CoSetProxyBlanket API call (OxA =

RPC_C_AUTHN_WINNT,

0x3 =

RPC_C_AUTHN_LEVEL_CALL, 0x3 = RPC_C_IMP_LEVEL_IMPERSONATE):

6A 00 push 0
6A 00 push 0
GA 03 push 3
GA 03 push 3
6A 00 push 0
6A 00 push 0
6A DA push A
56 push esi
FF DO call

eax

AUrim_T o Ly ) Aurin_s o

X87TW_6 3 (Empty)

gy
X87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B 0O x87SW_C3 0 x87sw_C2 0
X87SW_C1 O Xx87SW_CO 0O Xx87SW_ES 0O
X87SW_SF O X87SW_P 0 X87SW_U o

eax=<combase.CoSetProxyBlanket> (76BCBC50)

.Text:00A67B9D conti.exe:$7BID #6FID

oI
5 | Defauit (tdcal) ~ |[5_1#] 00 unlock
1: [esp] 02C5CD60
2: [esp+4] 0000000A
3: [esp+8] 00000000
4: [esp+C] 00000000

WWoump1  @Whpump2 @Woump3 @hoump4  @Wpumps @ watch1  Ix=lLocals 2 struct

Address

00B9F5D9
0D0BIFSE9
00BIF5F9
0D0BIF609

52 00 4F 00
56 00 32 00
17 7D 00 00
00 00 00 03

4F 00 54 00
00 00 02 FC
60 86 00 00
00 00 00 00

5C 00 43 00
FF FF FF A0
30 86 00 7A
00 00 00 02

49 00
07 00
0B E1
00 00

Figure 18

The following WQL (SQL for WMI) query is executed by the ransomware:

56 push esi

6A 00 push 0

G6A 30 push 30

50 push eax

C7 85 AC F7 FF FF 00 00 00{mov dword ptr ss:|[febp-854],0
8B 11 mov edx,dword ptr ds:[ecx]
57 push edi

51 push ecx

FF 52 50 call dword ptr ds:[edx+50]

XS/ IW_% 3 LEMPLY)

XS/ 1W_> 3 LEmMpLY)
X87TW_6 3 (Empty)

X87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B 0O Xx87SW_C3 0 x87sw_C2 O
X87SW_C1 O Xx87SW_CO O X87SW_ES O
X87SW_SF O X87SW_P 0 Xx87SwW_U 0

o4 E‘D Unlock

(=
¥ | Defauit (stdcal)

dword ptr [edx+50]=[fastprox.6BCD1500]=Fastprox.6BCFFF30

.text:00A67FF7 conti.exe:$7FF7 #73F7

@45 Dump 1 4% Dump 2 @4 Dump 3 @eDump4 @ Dump 5 @ watch 1 [x=] Locals 2/’ Struct

2 1: [esp] 02C5CD60
2: [esp+4] 02C5B754 L"wQL"
3: [esp+8] 02C581A4 L"SELECT * FROM Win32_sh
4: [esp+C] 00000030

02C5CD60

02C5B754 | L"wQL"

Address | Hex | AscIT |
00B9F569 [53] 00 45 00|4C 00 45 00|43 00 54 00|20 00 2A O0|S.E.L.E.C.T. .*
00B9F579|20 00 46 00|52 00 4F 00|4D 00 20 00|57 00 69 00 «F.R.O.M. .W.1i.

Figure 19

02C581A4 | L"SELECT * FROM Win32_shadowCopy"
30

00000000
00B9F4B4 | D0BIF624

For each volume shadow copy, the binary extracts its ID using the Get method:
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0 push eax eax:L" l X87SW_SF O X87SW_P 0 X87SW_U 1]
FF B5 A8 F7 FF FF push dword ptr ss:[ebp—sss] '
FF 56 10 call dword ptr ds:[esi+10] [esitlv = =
FF 56 call dword =5 | Defautt (stdcal) ~ [5 2] unlock
T - = 1: [esp] O30EE8B8 <&CWbemInstance:: vftable's
dword ptr [esi+10]=[6BCD1BD0O <fastprox.& WbemObject::Get>]=<fastprox.CwbemObject::Get> 2: esgl;] 00B9FOSD L"ID"
3: [esp+8] 00000000
= 4: [esp+C] O0B9F068
. TeXt:D0A685E6 coNti.exe:$85E6 #79E6 5: [esp+10] 00000000

oump1  @Hpump2 WMDump3  Wpump4  WWpumps @ watchi  I-llocals 4 struct moo”mu 030EESHS | L"ID"

Figure 20
The following string that contains a process name with parameters is decrypted:

Address | Hex ASCII
O0OB9EF29|63 00 6D 00|64 00 2E 00|65 00 78 00|65 00 20 00O|€.m.d...e.x.e. .
OOB9EF39|2F 00 63 00|20 00 43 00(3A 00 5C 00|57 00 69 00|/.cCc. .C.:.\.W.1.
O0OB9EF49|6E 00 64 00|6F 00 77 00|73 00 5C 00|53 00 79 00(n.d.o.w.s.\.S.y.
OOB9EF59|73 00 74 00|65 00 6D 00(33 00 32 00|5C 00 77 00|s.t.e.m.3.2.%\.w.
O0OB9EF69| 62 00 65 00|6D 00 5C 00|57 00 4D 00|49 00 43 00|b.e.m.\.W.M.I.C.
OOB9EF79|2E 00 65 00|78 00 65 00|20 00 73 00|68 00 61 00|..e.x.e. .s.h.a.
OOB9EF89| 64 00 6F 00|77 00 63 00|6F 00 70 00|79 00 20 00|d.o.w.C.0.p.YV.
O0OB9EF99| 77 00 68 00|65 00 72 00|65 00 20 00|22 00 49 00|(w.h.e.r.e. .".I
OOB9EFA9| 44 00 3D 00|27 00 25 00|73 00 27 00|22 00 20 00|D.=."'.%.s.'."
OOB9EFB9| 64 00 65 00|6C 00 65 00|74 00 65 00|00 00 00 0O|d.e.l.e.t.e.....

Figure 21
Wow64DisableWow64FsRedirection is utilized to disable file system redirection for the current
thread:

puﬂ\ ecx = -
call eax
ey~ T ST SSoEots AS el ensses = Default (stdcall) 52 BDUnlodq

= = = esp] 00BIFO88
eax=<kernel32.wow64DisableWow64FsRedirection> (76A76A30) el

1

2: [esp+4] 00000003
3: [esp+8] 00000005
4: [esp+C]_00000005
5

.text:00A68B11 conti.exe:$8B11 #7F11 esp+10] 030C0000

il ~ . . = . = . < cam _ = e CErEa R 00B9FO088 |

Figure 22

The executable deletes each volume shadow copy that corresponds to the ID extracted above
using the CreateProcessW API (0x08000000 = CREATE_NO_WINDOW):

° 51 push ecx % ecx:L” x87Tagword FFFF
: :3 8D BO F7 FF FF lszhegz;dnord ptr ss:[febp-850§ S Xx87TW_0 3 (Empty) Xx87TW_1 3 (Empty)
4 &A o0 plsh 0 2 X87TW_2 3 (Empty) x87TW_3 3 (Empty)
pd 6A 00 push 0 X87TW_4 3 (Empty) X87TW_5 3 (Empty)
o 68 00 00 00 08 push 8000000 X87TW_6 3 (Empty)  Xx87TW_7 3 (Empty)
° 6A 00 push 0
o 6A 00 push 0 x87Statusword 0000
. 6A 00 push 0 X87SW_B 0 X87SW_C3 0 XB87SW_C2 0
. 8D 8D F8 F7 FF FF lea ecx,dword ptr ss:[febp-303] X87SW_C1 0O Xx87SW_CO O x87SW_ES O
o 51 push ecx ecx:L" X87SW_SF 0 X87SW_P 0 Xx87SW_U 0
° 6A 00 pu_ill? 0
(E TP o FF DO call eax eax:Cr v
. B e =5 | Defaut (stdcal) v [5_2] 0] unlock
1: [esp] 00000000
eax=<kernel32.CreateProcessw> (76A74510) 2: [esp+4] OOB9E708 L"cmd.exe /c C:\\Windows\\Sy
3: [esp+8] 00000000
4: [esp+C]_00000000
.Text:00A665E2 conti.exe:$65E2 #59E2 5: Eesg.ﬂ]o] 00000000

@oumpt  @oump2  WYoump3  @Hpump4  @MDumps @ watch1  [x=lLocals & struct 0DOB9EG7C | 00BIE708 | L"cmd. exe /c C:\\Windows\\System32\\wbem\\WMIC
Address | Hex A~ || 00B9E680 | 00000000

00B9E708 |63 00 6D 00|64 00 2E 00|65 00 78 00|65 00 20 00 00000000

00B9E718|2F 00 63 00|20 00 43 00|3A 00 5C 00|57 00 69 00 %335232 08000000

00B9E728| 6E 00 64 00|6F 00 77 00|73 00 5C 00|53 00 79 00 00B9E690 | 00000000

00B9E738|73 00 74 00|65 00 6D 00|33 00 32 00|5C 00 77 00 00B9E694 | 00000000

00B9E748| 62 00 65 00|6D 00 5C 00|57 00 4D 00|49 00 43 00 00B9E698 | D0OBIEGCO

O0B9E758| 2E 00 65 00|78 00 65 00|20 00 73 00|68 00 61 00 9C | 00B9EGBO

0O0B9E768| 64 00 6F 00|77 00 63 00|6F 00 70 00|79 00 20 00 0| 75D02BEO | user32.wsprintfw
00B9E778|77 00 68 00|65 00 72 00|65 00 20 00|22 00 49 00 00000005 B

00B9E788| 44 00 3D 00|27 00 7B 00|34 00 41 00|42 00 39 00 00000003

00B9E798| 32 00 35 00|31 00 38 00|2D 00 35 00|32 00 37 00 001B3E1B

O0B9E7A8| 31 00 2D 00|34 00 45 00|30 00 32 00|2D 00 39 00 00000000

0O0B9E7B8| 34 00 36 00|31 00 2D 00|46 00 45 00|38 00 45 00 00000000

00B9E7C8| 31 00 42 00|32 00 36 00|45 00 31 00|34 00 39 00 00000000

00B9E7D8| 7D 00 27 00|22 00 20 00|64 00 65 00|6C 00 65 00 00/

O0B9E7ES| 7

Figure 23

The malware restores file system redirection by calling the Wow64RevertWow64FsRedirection
routine:
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push esi

call eax BENIWG v | = =
e e s | Defaut (stdcal) ~ |[5_£2]0J unlock
1: [esp] 00000000
eax=<kernel32.Wow64Rever tWwow64FsRedirection> (76A76A50) 2: [esp+4] 00000003
3: [esp+8] 00000005
- 4: [esp+C] 00000005
.TeXt:00A68E62 CONti.exe:$8EE2 #8262 5: [esp+10] 030C0000
e+ T T i R =2 . 2a - IEREEEFEY 00000000 |

Figure 24

The valid drives on the system are retrieved by calling the GetLogicalDriveStringsW function:

56 push esi |x57sw:sr= 0 X87SW_P O X87SW_U O
57 pu_ili\ edi | — 2
FF DO call eax EaxiGE v =
b K > ~ 1[5 =100 unlock
eax=<kernel32.GetLogicalDriveStringsw> (76ACE080) -~

esp+4] 030DB1lAS
esp+8] 00000003
esp+C] 00000005
esp+10] 00000005

Vs

.text:00A74F1E conti.exe:$14F1E #1431E

@4 Dump 1 $WDump2  @YDump3  @YDump4 W Dump S @ watch 1 Ix=] Locals ‘J’ Struct m |

o

Figure 25

There is a function call to WSAStartup that initiates the use of the Winsock DLL:

51 push ecx X87SW_SF 0 X87SW_P 0 Xx87SW_.U 0
68 02 02 00 00 puﬂ 202 eamewTA A ass
FF DO ca eax eax:ws v |- = = —
s > | Defoult (stdcal) v [s 2] unlock
gz es| 00000202
eax=<ws2_32.WSAStartup> (76F75E00) 2: [esp+4] 00B9F740
3: [esp+8] 00000000
* 4: [esp+C] 030E1D90 L"D:\\"
.text:00A7B350 conti.exe:$1B350 #1A750 5: [esp+10] 00000003
3 00000202
WWoump1  @hpump2 @Woump3  @Wpump4  @Houmps @ watch1  Ixllocals ¢ Struct D0BORE1S 0039F740|

Figure 26

A new socket is created by the process (0x2 = AF_INET, Ox1 = SOCK_STREAM, 0x6 =
IPPROTO_TCP):

6A 00 push 0

.
. 6A 00 push 0 x87Statusword 0000
. 6A 00 push 0 X87SW_B 0 X87SW_C3 0 X87SW_C2 0
. 6A 06 push 6 X87SW_C1 O X87SW_CO 0O X87SW_ES 0
. 6A 01 push 1 X87SW_SF 0 X87SW_P 0 X87SW_U 0
. 6A 02 pu%‘? 2 - -
(€ 1P e FF DO call eax BAXIWS v |- =
. SR =5 | pefault (stcal) ~ |[s_[2] 00 unlock
1: [esp] 2
eax=<ws2_32.WSASocketw> (76F80830) 2: [esp+4] 00000001
3: [esp+8] 00000006
- 4: [esp+C] 00000000
.TexT:00A79653 conti.exe:$19653 #18A53 5: [esp+10] 00000000
2

W@Woump1  @4oump2  4Dump3  hDump4  WhDumps @ watch1  Ix-lLocals 4‘»’ Struct 0DOBIF5CC | 00000001

Address | Hex | AscIT | | A
00B9F740|02 02 02 02|57 69 GE 53|GF 63 6B 20|32 2E 30 00|a...WinSOCK 2.0.

00B9F5DS | 00000000
B383759] 0 00 09 00|30 50 89 32|a0 50 00 20|30 20 39 00| 1111 oot ! | [

Figure 27

The malicious process calls the WSAIoctl function with the
SIO_GET_EXTENSION_FUNCTION_POINTER command code in order to invoke an
extension function, as shown in figure 28:
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. 6A 00 push 0

. 6A 00 push 0

. 51 push ecx

. 6A 04 push 4

. 68 F4 1F A9 00 push conti.A91FF4

. 6A 10 push 10

. 8D 4D EC lea ecx,dword ptr ss:[febp-14]

. 51 push ecx

. 68 06 00 00 C8 push C8000006

. 53 push ebx
BEF—> FF DO call eax

s s S —

x87TW_2 3 (Empty) x87TW_3 3 (Empty)
X87TW_4 3 (Empty) X87TW_5 3 (Empty)
X87TW_6 3 (Empty) x87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B O Xx87SW_C3 0O x87Sw_C2 0O
X87SW_C1 O Xx87SW_CO O X87SW_ES O
X87SW_SF 0O X87SW_P 0 X87SW_U 0

~ |[5_12]0J unlock

P Default (shdcall)

eax=<ws2_32.WSAIoct1> (76F7F1F0)

.text:00A7993D conti.exe:$1993D #18D3D

es|
esp+4] C8000006

esp+10] OOA91FF4 conti.00A91FF4

4% Dump 1 @4 Dump 2 @4 Dump 3 @4 Dump 4 @4 Dump 5 @ watch 1 [x=] Locals 2;;’ Struct

Address | Hex ASCII

O0B9FSFC B9 07 A2 25(F3 DD 60 468E £9 76 E5[8C 74 06 3E|N. ¢%oV F eva s
00B9FGOC | 9F 4A 40 3D 72 B3 A7 00(00 00 00 00|.l@=B’.r"§.....
00B9F61C |20 1D OF 03|03 00 00 00|C8 AE OF 03|00 00 P
00B9F62C (72 33 32 01(DO CC 5F 3B|EQ FS B9 00[6C 6C

00B9F63C ZZ|4C 3D E8 4C|FE FF

Figure 28

conti.00A91FF4

The gethostname routine is utilized to retrieve the host name for the local computer:

68 00 01 00 00 push 100
51 push ecx
FF DO call eax

‘ X87SW_SF O X87SW_P 0 x87SwW_U o

~ |[5_] 7 unlock

Saxge v
i Default (stdcall)

esp] 00BIF50C

eax=<ws2_32.gethostname> (76FA4440)

.text:00A795E3 conti.exe:$195E3 #189E3

2: esp+4] 00000100
3: [esp+8] 00000000
4:
5:

esp+10] 00056A50

94 Dump 1 %% Dump 2 @4 Dump 3 @4 Dump 4 @4 Dump 5 @ watch 1 [x=] Locals f/' Struct

Figure 29

esp+C] 00BIF9IC
DOB9F50C |
00B9F508 | 00000100

The malicious file retrieves host information that corresponds to the host extracted above:

51 push ecx
call eax

ecx: "D asmu oo aase

‘eax:ge v = =

=5 | Defauit (stdcall v [5 2] unlock
1: [esp] 00B9F50C "DEskToP NN

eax=<ws2_32.gethostbyname> (76FA4290)

.Text:00A79605 conti.exe:$19605 #18A05

2: [esp+4]
3: [esp+8]
4: [esp+C])
5: [esp+10] I

[N il o~ s~ sl ~ . sl - [ PP Lo Do

Figure 30

00B9F50C | "DESKTOP- R

The CreateloCompletionPort API is used to create an I/O (input/output) completion port that is

not yet associated with a file handle (OxFFFFFFFF =

6A 00 push 0

6A 00 push 0

6A 00 push 0

6A FF push FFFFFFFF
FF DO ca" Leax

INVALID_HANDLE_VALUE):

X87SW_B O x87SW_C3 0 x87Sw_C2 0
X87SW_C1 O Xx87SW_CO O X87SW_ES O
X87SW_SF 0 X87SW_P 0 X87SW_U 0

% E“:‘ Unlock

eax:iCr v [= =
RS Default (stdcall)

eax=<kernel32.CreateIoCompletionPort> (76A74430)

.text:00A7B4ES conti.exe:$1B4E8 #1ABES

esp]

esp+4] 00000000
esp+8] 00000000
esp+C] 00000000
esp+10] 00000000

U

@Woump1  @Ypump2  @Wpump3  @Ypump4  @hDumps @ watch1  ellocals 7 Struct

| AscIT |

Figure 31

FFFFFFFF

‘00B9F60C | 00000000

S ” ‘00B9F610 00000000
1 00B9F614 | 00000000

The ARP table is extracted by calling the GetIpNetTable routine, and the result is stored in a

MIB_IPNETTABLE structure:
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X87SW_C1 O Xx87SW_CO O x87SW_ES O
X87SW_SF 0O X87SW_P 0 x87SwW_U o

Y E“:I Unlock

5 | Default (stdcal)

1: [esp] O30EA938

2: [esp+4] 00B9FSD4

3: [esp+8] 00000000

4: [esp+C] 00000000

5: [esp+10] 030E1D90 L"D:\\"

push ecx
push ebx =
call eax eax:Ge v
eax=<iphlpapi.GetIpNetTable> (7193F2E0)
.Text:00A79F07 conti.exe:$19F07 #19307 :
Woump1  @oump2  @Hoump3  @HDump4  @HDumps @ watch1i  Ix-lLocals 2 struct D0B9F4DO 3325::;3,2
Faddvace Tuav Thcrrr T -

Figure 32

Each IP address extracted above is converted into a string (dotted-decimal format):

> X Default (stdcall)

ba E“:‘ Unlock

esp] 020AASCO
esp+4] 00000000
esp+8] 030E1D90 L"D:\\"

esp+10] O0A91FES conti.O0A91FES

Figure 33

57 push edi

FF DO call eax & % eax:in
eax=<ws2_32.inet_ntoa> (76F88270)
.TexXt:00A7A21E conti.exe:$1A21E #1961E
[ PN SR R (G R PR PR PR R ) . 020AASC

2
3:
4: [esp+C] 00000000
5:
(1]

The malware is only interested in local IP addresses because it compares every IP address with
the prefixes "172.”,"192.168.”, “10.” and “169."”. The binary creates 2 new threads via a function

call to CreateThread:

6A 00 push 0

6A 00 push 0

6A 00 push 0

68 80 A8 A7 00 push conti.A7A880
6A 00 push 0

6A 00 push 0

FF DO call eax

x87Statusword 0000

X87SW_B O X87SW_C3 0O X87SW_C2 0
X87SW_C1 O X87SW_CO O X87SW_ES 0
X87SW_SF O X87SW_P 0 X87SW_U 0

eax:Cr v
SRS Default (stdcall)

eax=<kernel32.CreateThread> (76A745B0)

.text:00A7B87F conti.exe:$1B87F #1AC7F

i E“:I Unlock
esp] 00000000
esp+4] 00000000

esp+8] 00A7A880 conti.00A7A880
esp+C] 00000000
esp+10] 00000000

‘00000000
00B9IFG08 | DDA7AS80 | conti.00DA7AS80

x875tatusword 0000

X87SW_B 0 X87SW_C3 0O X87SW.C2 0
X87SW_C1 0 X87SW_CO O X87SW_ES 0O
X87SW_SF 0 xs7sw_P 0 X87SW_U O

a5 Defaull (stdcall)

22 E“:I Unlock
sp] 00000000
esp+4] 0000000

z.
3: [esp+s] 00APAPS0 conti.00A7AFS0
4: [esp+C]_00000000
5: [esp+10] 00000000

@ooump 1 @hoump2  @Hoump3  @Woump4  WMDumps @ watchi  Iellocals ) Struct
Address | Hex | AscIT ] | A
O0B9FSBD [31] 36 39 2E|00 74 64 00(31 37 32 2E|00 00 00 00|X69. td AR e
00B9F5CD |31 30 2E 00|F1 04 77 EC|01 00 00 CO|A8 A4 00 EF|10..A.wi...A .7 ‘ Q0BT 610 D000000
Figure 34
6A 00 push 0
6A 00 push 0
6A 00 push 0
68 90 AF A7 00 push conti.A7AF90
6A 00 push 0
6A 00 push 0
FF DO call eax EaXiCr v
eax=<kernel32.CreateThread> (76A745B0)
.Text:00A7BA43 conti.exe:$1BA43 #1AE43
WWoump1  @WYpump2 @Hoump3  @houmps4  WWpumps @ watch1  Ixellocals ) Struct 00BIF604
Address | Hex | Asciz | | ~
O0B9FSBD |31 36 39 9C|F9 B9 00 20|FC E8 76 51|DA 85 22 FE|469.u'. uevqU."p
00B9FSCD |FF FF FF C2|CB E6 76 D7 |45 A7 76 FF|FF FF FF 00 yyyAEz»ngvyyyy ‘ ‘ %:g:gﬁ m

Figure 35

00000000
‘ 00BIF608 | DDA7AF9I0 | conti.00DA7AF90

PostQueuedCompletionStatus is utilized to send an I/O completion packet to the completion port

created earlier (dwCompletionKey = 0x1):
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0 x87Sw_C2 O

X87SW_C1 O Xx87SW_CO O X87SW_ES O

0 X87SW_U 0

~ |[5_]0] unlock

6A 00 push 0"~ X87SW_B 0 X87SW_C3
GA 01 push 1
6A 00 push 0 X87SW_SF 0 X87SW_P
56 push esi =
FF DO call eax eax:Po v
FF DO Exil ea 5 |Defaut stdcal)
= = 1: [esp] 0000032C
eax=<kernel32.PostQueuedCompletionStatus> (76A75C20) 2: [esp+4] 00000000
3: [esp+8] 00000001
2 4: [esp+C] 00000000
.Text:00A7BC48 conti.exe:$1BC48 #1B048 5: [esp+10] 00000000

@oump1  @Ypump2  @WDump3  WDump4  @MDumps @ watch1  bellocals 4 Struct 00BIFEOC W“”D”c‘
00B9F610 00000001
- — [~ Go8ore14 00000000

Figure 36

THREAD ACTIVITY — SUB_A7AF90 FUNCTION

The file creates a queue for timers (which are objects that allow the user to specify a function

that will be called at a particular time):

B

FF DO |cann eax eax:cr v
= s — S R

< >
eax=<kernel32.CreateTimerQueue> (76A745E0)

Default (stdcall)
1:

esp+8] 00000000
esp+C] 00000000
esp+10] 00000000

V)

.Text:00A7AFCD conti.exe: $1AFCD #1A3CD

~ |[5_[2] 00 unlock

esp] ODA7AF90 conti.0O0A7AF90
esp+4] OD0A7AF90 conti.D0ATAF90

Figure 37

The ransomware attempts to extract the I/O completion packet from the I/O completion port

(sent by the main thread) by calling the GetQueuedCompletionStatus routine:

6A FE push FFEFFFFF ~ e X8/IW_6 3 (EMPTY)  X8/IW_/ 3 (EMPTY)

51 push ecx

8D 4C 24 24 lea ecx,dword ptr ss:[esp+24]) x87Statusword 0000

51 push ecx X87SW_B 0 X87SW_C3 0 Xx87SW_C2 0

8D 4C 24 34 lea ecx,dword ptr ss:[fesp+34]) X87SW_C1 0 X87SW_CO 0 X87SW_ES 0

51 push ecx X87SW_SF O Xx87SW_P 0 Xx87SW_U O

56 pu%l_? esi DOy BObS

FF DO call eax EaXIGE v

T e 5 | Default (stdcal) v [s 2] unlock

= 1: [esp] 32
eax=<kernel32.GetQueuedCompletionStatus> (76A751E0) 2: [esp+4] 0573F848

3: [esp+8] 0573F83C
- 4: [esp+C] 0573F834

.Text:00A7B01C conti.exe:$1B01C #1A41C 5: [esp+10] FFFFFFFF

5 0000032C

WWoumpt  @Yoump2 @hpump3  @WDump4  @hpumps @ watchi  Ix-llocals 4 Struct 0573F810 0573F348
0573F814 | 0573F83C

’3‘5“7’;:::4 g;xoo 00 00[00 00 00 00[00 00 00 00[00 00 00 ool\kscu I| I‘A 0573F818| 0573F834
D3Z3ES3 1 00500500 0030000500 [9050050000 00300 00500 | M e F e 0573F81C | FFFFFFFF

Figure 38

A new socket is created by calling the WSASocketW API (0x2 = AF_INET, Ox1 =

SOCK_STREAM, 0x6 = IPPROTO_TCP, 0x1 = WSA_FLAG_OVERLAPPED):

Figure 39

The bind routine associates the local address with the above socket:

your digital world, secured

i ° 6A 01 push 1"~
: ° GA 00 push 0 x87S5tatusword 0000
e 6A 00 push 0 X87SW_B 0 X87SW_C3 0O X87SW_C2 0
Y 6A 06 push 6 X87SW_C1 O X87SW_CO O XB87SW_ES 0O
i @ 6A 01 push 1 X87SW_SF O X87SW_P 0 X87SW_U 0
e 6A 02 pu%l_'ll 2 =)
B> FF DO call eax eax:ws v
R e - e S T T ST =7y | Default (stdcal) v [s 2] unlock
1: [esp] 2
eax=<ws2_32.WSASocketw> (76F30830) 2: [esp+4] 00000001
3: [esp+8] 00000006
. 4: [esp+C] 00000000
.Text:D0A7AD23 conti.exe:$1AD23 #1A123 5: [esp+10] 00000000
> 00000002
Woumpt  @hpump2 WWoump3 @Mpump4  @WHDumps @ watchi  Ix=llocals ) Struct 0573F7D4| 00000001
[asczz I T[S geeme | oscaccs
030E2FA8 [00] 00 00 00[00 00 00 00[00 00 00 0O[00 00 OO0 OO|M.sevevezsensess 0273F7E0| 00000000
e saionlen i ot e e e o vz e el M 03737724 00000001

2035, New York, NY 10001
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6A 10 push 10 X87SW_C1 O x87SW_CO O x87SW_ES O

51 push ecx X87SW_SF O X87SW_P 0 x87SW_U o
56 pu%ll'll esi =
FF DO ca’ eax eax:bl v
1l - i s L;efa-;n(sh]icau) - ~|[5 )00 unlock
eax=<ws2_32.bind> (76F80370) 2: [esp+4] 0573F804
3: [esp+8] 00000010
N 4: [esp+C] 030E0508
.Text:00A7ADS82 conti.exe:$1ADS2 #1A182 5: [esp+10] 0000032C
7 00000338
@oumpt  @hpump2 WWoump3 @Mpump4  @WDumps @ watchi  Ixllocals ) Struct m
laddrace luav lacrTr [ 1 . 0573F7E4| 00000010

Figure 40

CreateloCompletionPort is utilized to associate the socket created above with the I/O completion
port. After this operation is complete, the process can receive notifications of the completion of
I/0 operations involving the socket handle (CompletionKey = 0x2):

6A 00 push 0"~ X87SW_B O X87SW_C3 0 Xx87SW_C2 O
6A 02 push 2 X87SW_C1 O X87SW_CO O X87SW_ES 0
56 push esi X87SW_SF O X87SW_P 0 X87SW_U 0
57 pu%? edi
EIP, FF DO call eax eax:Cr v
EEIDO S e Default(stdcall) ~|[5_ 1200 unlock
= 1: [es 00000338
eax=<kernel32.CreateIoCompletionPort> (76A74430) 25 esg}.A] 0000032C
3: [esp+8] 00000002
: J 5 4: [esp+C]_ 00000000
.Text:D0A7ADDE conti.exe:$1ADDE #1AIDE 5: [esp+10] 030E0508

Woump1  @Ypump2 @WDump3  WhDump4  WHoumps @ wath1  be-llocals ) Struct e e
[Address | Hex |Asciz | |~ ]| 05735754 ] 00000005
Figure 41

The binary converts a port number (445) from network byte order to host byte order:

68 BD 01 00 00 push 1ED ‘
FF DO call eax eax:nt v
' o5 i 77 | efout stacal) ~ [5 2] 0] unlock
1: [es| 000001BD
eax=<ws2_32.ntohs> (76F88200) 2% esglﬂ 030E0508
3: [esp+8] 0000032C
. 4: [esp+C] FF000000
.TexXt:00A7AEEG cONti.exe:$1AEEG #1A2E6 5: [esp+10] 00000002
T e e O S U e e  E— IFEFLEY 0000018D |

Figure 42

The malware tries to connect to different IP addresses on port 445 (192.168.10.x and
192.168.164.x) using the LPFN_CONNECTEX function, as described below:

Eopp R S
8D 45 ES Tea eax,dword ptr ss:[ebp 18] X87TW_4 3 (Empty)  x87TW_5 3 (Empty)
50 push eax X87TW_6 3 (Empty) X87TW_7 3 (Empty)
6A 00 push 0
6A 00 push 0 x87statusword 0000
6A 10 sh 10 X87SW_B 0 X87SW_C3 0O X87SW.C2 0
8D 45 EC 1ea eax,dword ptr ss:[febp-14] X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0
50 push eax X87SW_SF O X87SW_P 0 X87SW_.U 0
FF 76 push dword ptr ds:[esi+14]
FF 15 F4 1F A9 00 call dword ptr ds: [A91FF4] v =
> Default (stdcall) M E]D Unlock
= = 1: [esp] 00000338
dword ptr [conti.D0A91FF4]=mswsock.71A05360 2: Eesplﬂ 0573F804
3: [esp+8] 00000010
: [esp+C] 00000000
. Text:00A7AF04 conti.exe:$1AF04 #1A304 5 Ees;pnlg\] 00000000

3 00000338

WWoumpi  @hpump2 Dump3  @Wpump4  @houmps @ watch1  Ixellocals 4 Struct 0573F7E0| 0573F804
0573F7E4 | 00000010

‘0\:;’;::4 Hex SIiLL ~ | 0s73F7E8 | 00000000
[02] 00 |01 BD| CO A8 OA 00 00 00 00 00 00 00 00 00 O Ve, 0573F7EC | 00000000
0573F814 37 44 sA 38 32 BO A7 00|20 AE A7 Q0 D 8POS.9°§.. §. 0573F7F0| 0573F800
0573F824| 20 AF A7 00 22 00700 00|00 00 00 22 0805 OFE 03| .7 §.oonnninnnnn 0573F7F4 | 030E2FAS

Figure 43

The CreateTimerQueueTimer routine is used to create a timer-queue timer, which expires at a
specific time (0x7530 = 30000ms = 30 seconds) and then a callback function is called:

L ‘ F ARS 244 Fifth Avenue, Suite 2035, New York, NY 10001
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L. 6A 00 push 0 XS/1W_b 5 \EMPLY)  XS/IW_/ 3 (EMPLY)
' . 6A 00 ush 0
e 68 30 75 00 00 Sush 7530 x87statusword 0000
I 6A 00 push 0 X87SW_B 0 x87SW_C3 0 xX87SW.C2 0
HE 68 60 AF A7 00 push conti.A7AF60 X87SW_C1 0 x87SW_CO O X87SW_ES 0
e §7 pusn edi X87SW_SF 0 X87SW_P 0 X87SW_U 0
! . 1 push ecx
EE—>e FF DO call eax eax:Cr v
Pl e ——— e =5 | Defauit (stdcall v |[5 [2]] unlock
= - - 1: [esp] 0573F838
eax=<kernel32.CreateTimerQueueTimer> (76A745F0) 2: [esp+4] 030E0508
3: [esp+8] 0DA7AF60 conti.0D0A7AF60
L = z 4: [esp+C] 00000000
.text:00A7B29F conti.exe: $1B29F #1A69F 5: [esp+10] 00007530
2 0573F838
WWoump1  @Ypump2  @Hoump3  @hpump4  Wpumps @ watchi  Ixellocals ) Struct 05735508 | 030E0508 _
s |l | 0573F80C | 00A7AF60 | conti.00A7AF60
gg;;»ﬁgg: 30 75 00 00(00 00 00 00(00 00 00 00 8233:3}‘.’ pagnzsan
o ; 20 AF AZ 00 0u 0573F818 | 00000000
0573782420 AE AZ.00|0 g 0573F81C | 00000000

Figure 44

The setsockopt API is utilized to set the SO_UPDATE_CONNECT_CONTEXT option, which
updates the properties of the socket after a connection is established (OxFFFF = SOL_SOCKET,
0x7010 = SO_UPDATE_CONNECT_CONTEXT):

oA = 6A 00 push 0 X8/5TATUSWOra LuLY
e 6A 00 push 0 X87SW_B 0 X87SW_C3 0 X87SW_C2 0
e 68 10 70 00 00 push 7010 X87SW_C1 O X87SW_CO 0 X87SW_ES 0
e 68 FF FF 00 00 push FFFF X87SW_SF O X87SW_P 0 X87SW_.U 0
el R 56 push esi =
EIPy —t FF DO call eax eax:se v
I = goomoo =5 | Defaut (stdcall v [s 2] unlock
S s 1: [esp] 00000338
eax=<ws2_32.setsockopt> (76F7F880) 2: [esp+4] OOOOFFFF
3: [esp+8] 00007010
. 4: [esp+C] 00000000
.Text:00A7BOSE conti.exe:$1BOSE #1A48E 5: [esp+10] 00000000

i 00000338

WWoump1  @hpump2 @Dump3 @Wpumps  @hpumps @ watch1  Ixllocals ¢ Struct 0573F510 | O0DOFFFF

st s s S— B

0573F804 00 00 00 00|88 01 00 00|38 03 00 OO|FF FF 00 00| ----..--8:--9¥.- | e
Figure 45

The file retrieves the SO_CONNECT_TIME option, which represents the number of seconds a
socket was connected (OxFFFF = SOL_SOCKET, 0x700C = SO_CONNECT_TIME):

51 push ecx 7
8D 4C 24 28 lea ecx,dword ptr ss:[fesp+2s] x87Statusword 0000

51 push ecx X87SW_B 0 x87SW_C3 0 x87SwW_C2 O
68 0C 70 00 00 push 700C X87SW_C1 O X87SW_CO O X87SW_ES 0
68 FF FF 00 00 push FFFF X87SW_SF O X87SW_P 0 X87SW_U 0
56 pu%? esi
N FF DO call eax eax:ge v
i o o =5 | Defauit (stdcal) v [s )0 unlock
==t 1: [es 00000338
eax=<ws2_32.getsockopt> (76F86E70) 2: esglﬂ 0000FFFF
3: [esp+8] 0000700C
. 4: [esp+C] 0573F844
.Text:00A7BOC3 conti.exe:$1BOC3 #1A4C3 5: [esp+10] 0573F840

3 00000338

@4 Dump 1 $WDbump2 @YDump3  @YDump4 @Y Dump S @ watch 1 Ix=] Locals 2 struct 0573F810 | 0DOOFFFF
Address_|[ Hex P | |~ 657351z os7arass
0573F804 |00 00 00 00|FC 00 00 OO' 38 03 00 OOlFF FF 00 00(....0...8...V¥.. ‘ 0573F81C | 0573F840

Figure 46

Whether the sample has successfully established a connection to a particular IP address, then it
calls the WSAAddressToStringW routine to convert the components of that sockaddr structure
into a human-readable string:

H H 51 push ecx Ao/ ImM_D > LmmpLy) Ao/ im_s > yEmpry)
! ! 8D 4E 04 Tea ecx,dword ptr ds:[esi+4]
! d 51 push ecx xg7statusword 0000
i ! 6A 00 push 0 X87SW_B O X87SW_C3 0 X87SW_C2 0
i : 6A 10 push 10 X87SW_C1 0 X87SW_CO O x87SW_ES 0
| 1 8D 4D ES8 lea ecx,dword ptr ss:[febp-13] X87SW_SF O Xx87SW_P 0 Xx87SW_U O
H i 51 push ecx
EEg— FF DO call eax eax:ws v O
DL = [;efault (sn;mou; _— ~[5_12]0J unlock
== = : [es
eax=<ws2_32.WSAAddressToStringw> (76F841C0) 2: esgﬂj 00000010
3: [esp+8] 00000000
s 4: [esp+C] O030FOF24
.Text:D0A7ACO6 conti.exe:$1ACO6 #1A006 5: [esp+10] 0573F810

: 73F
Woump1 | @hpump2 @WDump3  @Mpump4  @MDumps @ watch1 | bellocals | 5 Struct i P
Address | Hex | asciz l |~ 63736760 o3ororas
0573F800|02 00 00 oo[co A8 DA OD‘;}__ED_AZ_M'BS 03 00 UD‘ ;,..A ..A<§.s...‘ ‘ 0573F7F4| 0573F810

Figure 47
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PostQueuedCompletionStatus is utilized to send an I/O completion packet to the
completion port created before (dwCompletionKey = 0x3):

. 6A 00 push 0 X87SW_B 0 XB7SW_C3 0 XB87SW_C2 0
. 6A 03 push 3 X87SW_C1 O X87SW_CO O XB87SW_ES 0
. 6A 00 push 0 X87SW_SF O X87SW_P 0 X87SW_U 0
. 56 pu%l_’; esi - =
EE—— FF DO call eax eax:Po v
N e e ———— 5 | Default (stdcal) ~ |[5 2] unlock
- - 1: [esp] 0000032C
nel32. ompletionstatus> (76A75C20) 2: [esp+4] 00000000
3: [esp+8] 00000003
X 4: [esp+C] 00000000
.TeXt:D0A7AFS82 conti.exe: $1AF82 #1A382 5: [esp+10] DOA7AF60 conti.0DATAF60

@Woump1  @oump2 @HDump3  @WDump4  @MDumps @ watch1  bellocals 7 Struct LTl 0000032
;Address Hex | AscIT | [ A ”
B ——— | ‘

Figure 48

The binary shuts down send operations for the socket (0x1 = SD_SEND):

i 6A 01 push 1~ l X87SW_SF O X87SW_P O X87SW_U 0O
¥ 56 pu%? esi . e
* FF DO call eax eax:sh v =
4 ] T TIET P ,iefauk (stdcall) - v [5 2] unlock
: [es
eax=<ws2_32.shutdown> (76F87D40) 2 Eequ—a] 00000001
3: [esp+8] DODA7AF90 conti.ODA7AF90
3 4: [esp+C]_ODA7AF90 conti.ODA7AF30
.Text:00A7B20A CONTi.exe: $1B20A #1AG0A 5: [esp+10] 00000000
3 00000338
Woumpt  @hpump2 @Woump3 @Wpumps  @Mpumps @ watch1  Ix-llocals 4 Struct meosnpuc ooooooo1|

Figure 49

THREAD ACTIVITY — SUB_A7A880 FU

The NetShareEnum function is utilized to retrieve information about the network shares available
on other computers:

- - Avr iy s empey s PR

] [ push ecx v v e
2 s = Xx87TW_2 3 (Empty)  x87TW_3 3 (Empty)

: ?2 4D FO lsgheg:;dv\ord ptr ss:|ebp-10§ X87TW_4 3 (Empty) X87TW_S 3 (Empty)

. 8D 4D F8 lea ecx,dword ptr ss:|febp-sj X87TW_6 3 (Empty) x87TW_7 3 (Empty)

. 51 push ecx

= 6A FF push FFFFFFFF x87Statusword 0000

. 8D 4D EC lea ecx,dword ptr ss:|[febp-14] X87SW_B O x87SW_C3 0 Xx87SwW_C2 O

. 51 push ecx X87SW_C1 O XB87SW_CO 0 X87SW_ES 0

. 6A 01 push 1 X87SW_SF O X87SW_P 0 X87SW_U 0

. 53 pu.i!:'\ ebx C e
(E TP e FF DO call eax =

. T — i Default (stdcal) ~ (s E] 0] unlock

. 1: [esp] 030FOF24 L"192.168.10.0"
eax=<srvcli.NetShareEnum> (73844310) 2: [esp+4] 00000001
3: [esp+8] O055FFCF4
5 4: [esp+C] FFFFFFFF

.TeXt:D0A7A529 conti.exe:$1A529 #19929 5: [esp+10] 055FFDOO

030F0OF24 [L"192.168.10.0"

@Woump1  @Ypump2  @Ypump3  @Ypump4  @pumps @) watchi  Ix-llocals 2 Struct

Address | Hex ASCIT "
0O55FFCF4 100 00 00 00|00 00 00 00(00 OO0 00 00|00 00 00 OO[R..ccvuuannnnann

055FFDO4 |87 41 A6 38 A3 A9 A7 00|80 A8 A7 00].

0SSFFD14|80 A8 A7 00

0O55FFC78
055FFC7C
055FFC80
0S5FFC84
O55FFC88
0O55FFC8C

00000001
OS55FFCF4
FFFFFFFF
055FFDOO
O55FFCF8
055FFCFC

00 00 00 00(00 00 00 00|00 00 00 00| . §evvvvenvanrnn

Figure 50

Some strings that will be written in the log file (if logging mode is enabled) are also decrypted
using custom algorithms:

 Address | Hex ASCII

OS5FFCDS5 |42 00 44 00[4D 00 49 00|4E 00 24 00|00 00 05 CC|A.D.M.I.N.$....I
Address | Hex ASCII |
055FFCAD |46 00 6F 00|75 00 G6E 00|64 00 20 00|73 00 68 00|F.o0.u.n.d. .s.h.
OS5FFCBD |61 00 72 00|65 00 20 00|25 00 73 OO|2E 00 00 OO|a.r.e. .%.S.....
Address | Hex ASCII |
055FFD21|53 00 74 00|61 00 72 00|74 00 69 OO|6E 00 67 00|S.t.a.r.t.i.n.g.
055FFD31|20 00 73 00|65 00 61 00|72 00 63 00|68 00 20 00| .s.e.a.r.c.h. .
055FFD41|6F 00 6E 00|20 00 73 00|68 00 61 00|72 00 65 00|0.n. .s.h.a.r.e.
055FFD51|20 00 25 00|73 00 2E 00|00 00 00 00|54 11 03 40| .%.S....... T..@

Figure 51
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The “"ADMINS$” share will not be targeted by the malware (the others will be encrypted):

push ecx | xs7SW_SF 0 x87SW_P 0 x87SWU ©
push esi esi:L" I a
call eax eax:Is v
o TR “y | Default (stdcal) . o ElD Unlock
= 1: [es| 03100844 L"ADMINS™
eax=<kernel32.1strcmpiw> (76A76AF0) Eesgl‘g] 0S5FFCD5
[esp+8] 030DC588
3 [esp+C]_00000000
. Text:D0A7A635 conti.exe:$1A635 #19A35 [esp+10] 0000007F
5 03100844 | L"ADMINS "
@youmpt  @hpump2 WWoump3  @Wpump4  @hpumps @ watch1  Ix-llocals 4 Struct 0S5FECDS. g
}Address Hex 1ASCH | | gggggggg
055FFCDS |42 00 44 00[4D 00 49 00[4E 00 24 00[00 00 05 CC|[A.D.M.I.N.$....I| | Annnnnzc

Figure 52

CryptAcquireContextA is used to obtain a handle to a key co
PROV_RSA_AES, 0xFO000000 = CRYPT_VERIFYCONTEXT):

ntainer within a CSP (0x18 =

68 00 00 00 FO push F0000000 ~ =2 7 x87statusword 0000
6A 18 push 18 X87SW_B 0 X87SW_.C3 O X87SW_C2 0
51 push ecx X87SW_C1 O X87SW_CO O X87SW_ES 0
6A 00 push 0 X87SW_SF O X87SW_P 0 X87SW_U 0
57 puil_? edi =
FF DO ca eax eax:Cr v =
S —— - - ‘, Default (stdcall) % E]D Unlock
= - 1: [esp] 04C3FE34
eax=<advapi32.CryptAcquireContextA> (73A609A0) 2: Eesgl-ﬂ 00000000
3: [esp+8] 04C3FDE1l
A 4: [esp+C] 00000018
.text:0D0A7C228 conti.exe:$1C228 #1B628 5: [esp+10] F0000000
5 04C3FE34
@Woump1  @hoump2  @Dump3  Wyoump4  WWoumps @ watchi  Ix-llocals 7 Struct 2
Address | Hex ASCII 3333?63
04C3FDE1[4D 69 63 72[6F 73 6F 66[74 20 45 GE[68 61 GE 63|Microsoft Enhanc| E
An RSA public key is imported via a CryptImportKey function call:
51 push ecx
6A 00 push 0 x87Statusword 0000
6A 00 push 0 X87SW_B 0 X87SW_.C3 O x87SW._C2 0
68 00 10 00 00 push 1000 X87SW_C1 O X87SW_CO O X87SW_ES 0
68 B8 04 A9 00 push conti.A904B8 X87SW_SF O X87SW_P 0 X87SW_U 0
56 push esi - e
FF DO call eax eax:Cr v |=
e =~ =57 | efault (stdcal) ~ [5 2] 00 unlock
= 1: [esp] O30EFCB8 <&CPAcquireContext>
eax=<advapi32.CryptImportKey> (73A5FFE0) 2: [esp+4] ODA904B8 conti.00DA904B38
3: [esp+8] 00001000
& s 2 4: [esp+C] 00000000
.text:D0A7C831 conti.exe:$1C831 #1BC31 5: [esp+10] 00000000
; 030EFCBS
Woump1  @pump2  @Dump3  Whoump4  @Houmps @ watch1  Ixllocals 2 Struct 04C3FEOC | DDASD4BS | cONti.0DAS04BE
04C3FE10 | 00001000
Address | Hex ASCII ~ | 04c3FE14| 00000000
00A904B8 |06 02 00 00|00 A4 00 00|52 53 41 31|00 10 00 00 04C3FE1S | 00000000
00A904C8| 01 00 01 00|71 5B D5 8D|AD OF 88 0A|36 25 FE EO|.
00A904D8 | A8 01 A0 A4|5F D2 CF 3A|8D E6 9C BO|CS OE 91 F4 i
0DA904E8|13 48 19 93|D7 E4 17 9C|01 04 E4 35|1F FO 98 A2 o 00nTc /00
00A904F8 23|77 68 66 64|D5 D7 69 9C|BS 45 AF 69 00A92044 | conti . 00492044
00A90508| 49 0B 00 OB|9A 7A EB 90|5D 2A 27 E2|C9 3B 48 67 00000000 .
0DA90518|F8 81 A7 43|0D 2A 9C B9|BD 77 OD A8|FO 3C FC 0B 00000000
00A90528| B4 A4 9E 64|1D DF 03 55|FC 4B 0B 73|02 B9 FB 13 030EFCBS
00A90538|D4 E8 33 FE|B6 B6 B4 B3|3C 31 68 F6|56 C7 F6 FO 39344283
00A90548|C8 E4 25 FE|60 DE 8D 38|F7 CO 1D 00|7D D5 53 33 04C3FESO
0DA90558|14 C9 4A A9|19 DC A6 07|00 FD FD 59|D2 83 BB 28 s o
00A90568(51 79 32 DF|6A 83 2B 7C|7F 4D C4 6C|91 90 FF DB 76796541 NELURN LD AEANETIR. TEATAERS TRON: T
00A90578|30 12 F2 2F|3B DO C1 F5|34 BC 89 6D|A5 55 4E 4E 7€A78630| kernel32. BaseThreadInitThunk
00A90588|57 7D 65 05 7G|B2 D4 B9 B8|82 36 26 Al i
0DA90598|EA 24 33 DD|EF DA 11 OE|56 1A 77 B9|FB 57 BC 95 SAopceD
0DA905A8|OF FO 71 EB|37 D1 36 00|C5 8A 9F 76|31 EF 3C 4E o 57 y g
00A905B8|35 C2 1F 10|80 68 D2 F7|OB D6 4C 14|20 75 BB 53|SA,.. ; 22043877 (\CELAEy POACOR] - £20NNAT T3
00A905C8| 0D 23 60 03|A6 03 69 BC|A9 EO 75 9E|78 DB 7D FO|.# .|.i%2au.x0}d 3F25€404 2
00A905D8| 38 5E A8 0C|58 28 92 59(50 AF DF BD|15 8C 2D 2E[8A . X(.YP Rk..-. RAn NG|
ODA90SES| 1A ES EC 4F|D2 3A 74 F9|66 45 A8 9F|89 88 B4 3F|.&100:tufE ... ? ¥ >

Figure 54

The process creates a file called “readme.txt” in every folder that it encrypts (0x40000000 =

GENERIC_WRITE, 0x2 = CREATE_ALWAYS):

LIFARS
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The following 4-byte values suggest that the encryption

https://arxiv.org/pdf/1907.11941.pdf):

.text:8BA766EA
.text:8BA766EB
.text:8BA766EC
.text:8BAT66F3
.text:@BAT66FA
.text:88A76701
.text:8BA76708
.text:8BA7670B

push
push
mov
mov
mov
mov
mov
call

Figure 55

esi

edi
[ebp+var_8e],
[ebp+var_7C],
[ebp+var_78],
[ebp+var_74],
[ebp+var_44],
sub_AG5AF@

Figure 56

algorithm

61707865h
3320646Eh
79622D32h
6B2086574h
eax

6A 00 push 0~ X8/ 1W_6 3 (EMPTY) X8/ 1W_/ 3 (EMPTY)
6A 00 push 0
6A 02 push 2 x87Statusword 0000
6A 00 push 0 X87SW_B O XB87SW_C3 0 X87SW_C2 0
6A 00 push 0 X87SW_C1 O X87SW_CO 0O XB87SW_ES 0
68 00 00 00 40 push 40000000 X87SW_SF O X87SW_P 0 X87SW_U 0
56 pu_i!'; esi esiiL" [aasau =
FF DO ca eax eax:Cr v —
s e =75 | pefault (stdcal) v [s 12]00 unlock
— 1: [esp] 030EFF10 L"C:\\readme.txt"
eax=<kernel32.CreateFilew> (76ACDDED) : [esp+4] 40000000
: [esp+8] 00000000
% : [esp+C] 00000000
.Text:0D0A7660A cONti.exe:$1660A #15A0A : [esp+10] 00000002
5 L"C:\\readme. txt"
@Woump1  goump2  @Woump3  @Woump4  @Woumps @ watchi  Ix-llocals 2 Struct Y
Address | Hex ASCIT
04C3F72D [72] 00 65 00|61 00 64 00[6D 00 65 00[2E
04C3F73D (78 00 74 00(00 00 04 50(6A 05 77 88|F7
04C3F74D|F7 C3 04 19|76 A7 00 8E[F7 C3 04 C1|F7
nsrserenlnn an an nalon an an nslan an an coles

is a ChaCha cipher (Ref.

The encrypted content of the ransom note is decrypted using the ChaCha algorithm, and the file
is populated by calling the WriteFile routine, as highlighted in figure 57.

6A 00 push 0 ~ = = x87Statusword 0000
51 push ecx X87SW_B 0 Xx87SW_C3 0 x87sw_C2 0
56 push esi X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0
57 push edi X87SW_SF O X87SW_P 0 X87SW_U 0
53 push ebx e
B FF DO call eax eax:wr v
s S 5 Default (stdcall) % ElD Unlock
eax=<kernel32.WriteFile> (76ACE250) o E::gl.ﬁ“éggéiﬁps
[esp+8] 0000048E
X [esp+C]_04C3F744
.Text:00A76730 conti.exe:$16730 #15830 5: [esp+10] 00000000
Woumpt  @hpump2 @Woump3 @Wpumps  @Mpumps @ watch1  Ix=lLlocals £ Struct 04C3F700 ogogziég
Address | Hex __|Asc11 & gonggg;ﬁ
030E2AFS |41 6C 6C 20|6F 66 20 79|6F 75 72 20|66 69 6C 65|A11 of your file itnons
030E2B08|73 20 61 72 Z5(72 72 €5 6E|74 6C 79 20|s are currently 030DAEBO | L"C:\\"
030E2B18| 65 6E 63 72|79 70 74 65|64 20 62 79|20 43 4F 4E|encrypted by CON 030DAEBO | L"C:\\"
030E2B28|54 49 20 73|74 72 61 69|6E 2E 20 OD|0A OD OA 41|TI strain. ....A 00A92044 | Cont1.00A92044
030E2B38|73 20 79 6F|75 20 6B GE|6F 77 20 28|69 66 20 79|s you know (if y £0975C1C J
030E2B48| 6F 75 20 64 Z 74(20 2D 20 6A[75 73 74 20(ou don't - just D2F280D7
030E2B58|22 67 6F 6F |67 6C 65 20|69 74 22 29|2C 20 61 6C|"google it"), al D2F28DD7
030E2B68| 6C 20 6F 66|20 74 68 65|20 64 61 74|61 20 74 68|1 of the data th £0975CC
030E2B78| 61 74 20 68|61 73 20 62|65 65 GE 20|65 GE 63 72|at has been encr 65007200
030E2B88|79 70 74 65|64 20 62 79|20 6F 75 72|20 73 6F 66|ypted by our sof €4006100
030E2B98|74 77 61 72|65 20 63 61 z4(20/62 65120 |[iware (cannot be €5006000
030E2BAS|72 65 63 6F|76 65 72 65|64 20 62 79|20 61 6E 79|recovered by any N
030E2BB8| 20 6D 65 61|GE 73 20 77|69 74 68 GF |75 74 20 63| means without c D c g o= au s 2 OZE00
030E2BC8|6F 6E 74 61|63 74 69 GE|67 20 GF 75|72 20 74 65|ontacting our te 04000000 i .
030E2BD8| 61 6D 20 64|69 72 65 63|74 6C 79 2E|20 OD OA 49|am directly. ..I 77056A50 | ntd11.77056A50
030E2BE8| 66 20 79 6F|75 20 74 72|79 20 74 6F|20 75 73 65|f you try to use 61707865 .
030E2BF8|20 61 6E 79|20 61 64 64|69 74 69 6F|6E 61 6C 20| any additional ¢ | 3320646
030E2C08|72 65 63 6F|76 65 72 79|20 73 6F 66|74 77 61 72|recovery softwar 79622032
030E2C18| 65 20 2D 20|74 68 65 20|66 69 6C 65|73 20 6D 69|e - the files mi calcomnccaa
030E2C28| 67 68 74 20|62 65 20 64|61 6D 61 67|65 64 2C 20|ght be damaged, ) 55
n20c2c20l22 oo an zalee 2a Za gcloc 20 g1 zalec 2a 77 za Sf vunn ara us

The files are enumerated

APIs:

Figure 57

in the targeted directory using the FindFirstFileW and FindNextFileW
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push ecx

‘ X87SW_SF O Xx87SW_P 0 x87SW_U o]

Default (stdcall) - [ unlock

1: [esp] 04C3FB40 L"C:\\*"

2: [esp+4] 04C3FBAO

3: [esp+8] 0D0A92050 conti.00DA92050
4: [esp+C] 030E2000 L"C:\\"

5: [esp+10] 00A92044 conti.00A92044

[N

‘ X87SW_SF O X87SW_P 0

Default (stdcall)

X87SW_U 0
~ |[5 207 unlock
1: [esp] O30EFEDS
2: [esp+4] 04C3FBAO
3: [esp+8] 00A92050 conti.0D0A92050
4: [esp+C] 030E2000 L"C:\\"
5: [esp+10] 00A92044 cONti.00A92044

push esi
call eax
eax=<kernel32.FindFirstFilew> (76ACDECO)
.Text:00A76939 conti.exe:$16939 #15D39
5 04C3F|
WWoump1  @Ypoump2  @Hpump3  @Ypump4  @HDumps @ watch1  [x-llocals ¥ Struct ALy O4C3Fee
Figure 58
' 51 push ecx
53 push ebx
EIP) FF DO call eax
eax=<kernel32.FindNextFilew> (76ACDF10)
.Text:00A772CE conti.exe:$172CE #166CE
4% Dump 1 @Joump2 @4 Dump3 @Joump4 @4 Dump 5 @ watch1  Ix=I Locals f/’ Struct 04C3F7E4 8%25:33 |

Figure 59

There is a comparison between the directory name and a list of directories that will be skipped

by the ransomware:

Address

00 6D 00 7000 00 00 6E|A7 00 FC FD
A7 00 50 20(A9 00 00 20|0E 03 44 20
00 00 00 2E|00 00 00 50(CA 00 00 2E
00 00 18 00|00 00 03 00(00 00 00 00
00 00 03 00|00 00 02 00|00 00 52 D6
25 3F BO AE|OD 03 EC F8|C3 04 15 5B
00 00 00 00|00 00 02 00|00 00 AO F8
€3 04 00 00|00 00 00 00|00 00 73 5B
0C 03 40 00|00 00 00 00(00 00 0O 00
00 00 00 00|00 00 00 00|00 00 00 00
00 00 00 00|00 00 00 00|00 00 00 00
0D 03 00 00|00 00 08 42(0E 03 B8 FC

04C3F886

Figure 60

FF B4 B5 DC FE FF FF push dword ptr s ebp+esi®4-124] l X87SW_SF 0 X87SW_P 0 Xx87SW_U 0
57 push edi = = g
oo o Default(stdcal) M E]D Unlock
eax=<shlwapi.StrstrIw> (75FC45D0) % e A Eaa L"SRecyc'le —
3:
.Text:00A7604C conti.exe:$1604C #1544C 2
Woump1  @Mpump2 @HDump3 WWDump4  @Wpoumps @ watchi  [x-llocals 7 Struct

L"$Recycle.Bin"
L"S$RECYCLE.BIN"

L"System Volume Information™
L"Boot™

L"windows"

L"Trend Micro”

L"perflogs”

The PathIsDirectoryW routine is utilized to determine whether a path is a valid directory:

50 push ea eax:L t —
FF 15 04 91 A8 00 cal'l mord ptr ds:[<&PathIsDirectoryw>] —
o =57 | Default (stdcal) ~ |[5 1] 00 unlock
= = = = = 1: [esp] 030C5480 L"C:\\$Recycle.Bin"
dword ptr [00A89104 <conti.&PathIsDirectoryw>]=<shiwapi.PathIsDirectoryw> esglﬂ 00A92050 cok}w ooxgzoso
esp+8] 030E2000 L"C:\\"
3 esp+C]_00DA92044 conti.00A92044
.text:00A7707D conti.exe: $1707D #1647D esgﬂ%] 000007A0
[ T e e e e e e e T e e IEIISEIEE 030C5480 | L"C:\\$Recycle. Bin"
The following files/files extensions will also be skipped by Conti:
68 A0 04 A9 00 pus: (Gﬂ(‘ A904A0 42‘344D EXE7SW_SF 0 X87SW_P 0 X87SW_U o
57 pus| edi:L" [mamoia o aaa
FF DO call eax s £
s = Default (stdcal) ~[s_[2] 0 unlock
= €5p] 04CIFBCC LTSWINGE EACKUP_PARTITION: HARK
eax=<shiwapi.Strstriw> (75FC45D0) I[:esgl‘] D0A904A0 f" PSi -
[esp+8] 030DAEBO
esp+C]_04C3FBCE L"wImE BACKUP_PARTITION.MAR
.Text:00A7644B conti.exe:$1644B #15848 Eesgflg] 030EFEDS
i) SWINR KUP_PAR’ ON.MARKER"
Woump1  @Ypump2 @hDump3  Wpump4  @hpumps @ watch1  Ix-llocals ¢ Struct L 5; KPR ARTETT R
Address | Hex EH "
04C3F7D6[ 00 65 00 7800 65 00 00|00 04 FC FD|C3 04 1E 71 I ke T/ TELION: AR KER
04C3F7E6(A7 00 50 20(A9 00 00 20|0E 03 44 20|A9 00 A0 07 T
04C3F7F6(00 00 00 2E(0O0 00 00 50(CA 00 00 2E(00 2E 00 O L
04C3F806( 00 00 18 00(00 00 03 00|00 00 00 00(00 00 02 00 L
04C3F816( 00 00 03 00(00 00 02 00|00 00 52 D6(6C 53 70 CD L
04C3F826(25 3F BO AE|OD 03 EC F8|C3 04 15 5B(02 77 03 00 L
04C3F836(00 00 00 00(00 00 02 00|00 0O AO F8(C3 04 58 F8 L readme Xt
04C3F846(C3 04 00 00(00 00 00 00|00 00 73 5B(02 77 60 02 L"CONTI LOG. tXt"]
04C3F856(0C 03 40 00(00 00 00 00|00 OO 0O 00O(00 0O 00 0O 04C3F799 |[L".bat"

Figure 62
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The sample descrypts the following DLL names: OleAut32.dll, Rstrtmgr.dll, Iphlpapi.dll,
Netapi32.dll, Advapi32.dll, Kernel32.dll, Shell32.dll, Shiwapi.dll, ws2_32.dll, User32.dll, ntdll.dll,
Ole32.dll. The GetModuleHandleA function is utilized to retrieve a handle for these DLLs. The

malware generates 32 random bytes by calling the CryptGenRandom routine (this will be used as
the ChaCha key):

57 push edi X87SW_C1 O X87SW_CO O x87SW_ES 0
6A 20 push 20 X87SW_SF O X87SW_P O X87SW_U 0
FF 75 08 pu_i;! dword ptr ss:|[febp+s])
FF DO ca eax eax:Cr v
= Somsm s Default(shdcal) v [5s 12]00 unlock
eax=<advapi32.CryptGenRandom> (73A61290)

1: [esp] 030EFCB8 <&CPAcquirecContext>
2: [esp+4] 00000020
3: [esp+8] 04C3FS8F8
- 4: [esp+C] 030DAEBO L"C:
.Text:00A707F2 conti.exe:$107F2 #FBF2

ARG
5: [esp+10] 04C3FBCE L"WINRE_BACKUP_PARTITION.MA
@oump1  Yypump2 @HDump3  @HDump4 @4 Dump5

@ watch1  [x-llocals 7 Struct B 838558;3!
addracs | uav lacrTT I .11 04C3F73C| 04C3F8F8
Address | Hex ASCIT

04C3F8F8|AD 5D 5B 37|2C CO 17 CB|7D 37 96 12|57 FE 9B E8 ':7.A.El7..\ﬁ‘b.e
04C3F908|BS5 2C SB 88|9A BO DE BD|FS5 B3 11 91|87 43 04 53|y, [..°P%0"...C.5

Figure 63

There is also a call to CryptGenRandom that generates 8 random bytes, which will be used as the

ChaCha8 nonce (this is the moment when we can tell for sure that the encryption algorithm for
files is ChaCha8):

56

push esi X87SW_C1 O x87SW_CO O Xx87SW_ES O
6A 08 push 8 X87SW_SF O Xx87SW_P 0 X87SW_U ]
FF 75 08 puil_? dword ptr ss:|ebp+3])
FF DO call eax gaxicr v
s s e Default(stdcall) ~|[s 2] unlock
dvapi32.Crypt d (73A61290)

esp] osoEFcBa «cPAcquirecontexb

2.
3: [esp+8] o4c3FsFo

5

.Text:00A70819 conti.exe:$10819 #FC19 5

: [esp+C] 030DAEBO L"C:\\"
: [esp+10] 04C3FBCE L"WINRE_BACKUP_PARTITION.MA
Woump1  @hoump2  Woump3  Woump4  WHDumps @ wathi  Ivellocals P Struct 030EPCRS
L, & 04C3F738 00000008
addracc |uav lasrTr [l I . 1104C3F73C| 04C3F8FO
Address | Hex | AscIT |
04C3F8FO|BO 9B 9F EA|AF 2B CC 48 A0 5D 5B 37|2C CO 17 CB| .. ]

Figure 64

The ChaCha8 key and nonce are encrypted using the RSA public key:

68 0C 02 00 00 push 20¢ Ao/imM_D > \EmpLy)  Aesim_s > \EmpLy)
51 push ecx
57 push edi x87Statusword 0000
6A 00 push 0 X87SW_B 0 x87SW_C3 0 x87sw_C2 O
6A 01 push 1 X87SW_C1 O x87SW_CO O Xx87SW_ES 0O
6A 00 push 0 X87SW_SF O X87SW_P 0 X87SW_U o
FF 75 0C puil.? dword ptr ss:[febp+CJ)
FF DO call eax eaxicr v
S e T ~ |[5 1200 unlod
es en
eax=<advapi32.CryptEncrypt> (73A73640) ] esgfﬂ 00000000 .
: [esp+8] 00000001
. : [esp+C] 00000000
.Text:00A708F8 conti.exe:$108F8 #FCF8 : [esp+10] 04C3F918

WWoump1  @Ypump2  @Ypump3  @Woump4  @Wpumps @ watch1i  Ix-llocals ) Struct

Address | Hex ASCIT ~
04C3F918[/A0/ 5D 58 37(2C CO 17 CB[7D 37 96 12[57 FE 98 E8[L][7,A. E}" nb 13

04C3F928(B5 2C 5B 88(9A BO DE BD|FS B3 11 91|87 43 04 53 u *p%0*...C.S

04C3F938|BO 98 9F EA|AF 2B CC 48|00 00 00 00|00 00 00 00 & in

Figure 65

The ransomware retrieves file system attributes for the targeted file:

push esi lesw:L" \
call eax eax:Ge v
i =57 | pefault (stdcal) ~|[5_ 2] unlock
3 = 1: [es 030E1BF8 L"C: WINRE_BACKUP_PARTITION.
eax=<kernel32.GetFileAttributesw> (76ACDFED) 2% esglq 04C3F918 —
3: [esp+8] 04C3F8FO
. : 4: esp+C] 04C3FBAD &L"C:\\$WINRE_BACKUP_PARTITI
.Text:00A6F271 conti.exe:$F271 #E671 esp+10] 030C0000
T N il Wl -~ Wl . i~ - o8 i e Do  04C3FaFC] 030E1BFS | L"C: \\SWINRE_BACKUP_PARTITION. MARKER "

Figure 66
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The CreateFileW API is utilized to open the targeted file

GENERIC_WRITE, 0x3 = OPEN_EXISTING):

push 0
push 0
push 3

push 0

push 0

push C0000000
push esi

call eax

(0xC0000000 = GENERIC_READ |

X87TW_6 3 (Empty) x87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B 0 x87SW_C3 0 x87sw_C2 O

X87SW_C1 O X87SW_CO O x87SW_ES 0
X87SW_SF O XB87SW_P 0 X87SW_U 0

esi:L" o oo

eax:Cr v [~

> Default (stdcall) % E] [ unlock

eax=<kernel32.CreateFilew> (76ACDDEO)

.Text:00A6F2C6 conti.exe:$F2C6 #E6CE

1: [esp] 030E1BF8 L"C:\\$WINRE_BACKUP_PARTITION.
: [esp+4] C0000000
: [esp+8] 00000000

: [esp+10] 00000003

@oump1  @hDump2 WDump3  WYpump4  WWpumps @ watch1  Ie-llocals 4 Struct

2
3
4: [esp+C] 00000000
5
8

L"C:\\$SWINRE_BACKUP_PARTITION.MARKER™

Address | Hex ASCIT

04C3F918|7C/ SE 96 4D[DO 2B 82 B8|F6 78 39 FE|62 79 4E 72|||A.MD+. _o‘xabeNr
04C3F928|BA C9 6F 49(6D 8B A9 16(98 FO 46 C6|81 C2 AA 8A|°E0Im.®..OFA.A=.
04C3F938|26 98 D4 2F|5F 25 87 67(26 50 62 A9(35 FO E9 C3|&.0/_%.0&Pbe5déA

Figure 67

The malware comes with two hard-coded lists of file extensions that will be encrypted. It's
important to mention that if the file extension doesn’t belong to these lists, it will be partially
encrypted using a different execution flow that will be explained later (the full lists are available

in the Appendix):

B4 B5 88 F4 FF FF push dnord ptr ss:[lebp+esi*4-873]
57 push ed
call eax

Do

l)(B7SW_SF 0 Xx87SW_P 0 X87SW_U o
IC

Stv
= Default(stdcal) ~ |[5_ 2] unlock

eax=<shlwapi.StrStriw> (75FC45D0)

.Text:00A6D660 conti.exe:$D660 #CAGD

esp] 030EIC30 L"C: \\BODTSECT BAK™
esp+4] 04C3FGFD L"

esp+8] 04C3F918

esp+C]_04C3F8FO

esp+10] 04C3F6FD L".4dd"

@oump1  @Ypump2  @YDump3  @Wpump4  @Wpumps @D watch1i  Ix-llocals 2 Struct

ESCH \\EOOTSECT BAK™
hey

Address

04C3F918 [E7 13 89 A4[F8 58 OB 6437 54 3D 04|87 SA AB 3F|€..H0X.d7T=..Z«
04C3F928|74 OC 78 83|A9 10 15 FD|11 B7 34 A3|64 80 56 0D t.x.@.:y. «44d. V.
04C3F938|3F 46 9B 1B|86 A2 F2 63|Al 8A 05 25|58 72 C1 1E| 7| €0Ci..%XrA
04C3F948(C3 8B 22 6B|79 79 75 SA|3E 7C C5 C5|10 76 96 97 uz>|AA.v.
04C3F958|1D DD CB DA|96 7C DC C6(62 A7 61 C8|47 4C C9 4E|. [Ulb§aEGLEI\
04C3F968(92 5B 62 85|DF 23 BE 38|07 09 72 OA|AB C6 AD D8|.[b.R#%8..r.«£.0
04C3F978|08 9D B7 DD |33 41 39 25|0D F8 BD BS 0%
04C3F988| A0 ED C6 87|91 15 1F DC|51 E3 4A 98

Figure 68

push dword ptr ss:[febp+esi~4-174]
push edi
FF DO call eax

FF B4 BS 8C FE FF FF
57

AR
o
n
n
a
A

‘ X87SW_SF O Xx87SW_P 0 X87SW_U o
= 5

eax=<shiwapi.StrstrIw> (75FC45D0)

.text:00A6EIDC conti.exe:$EIDC #D5DC

v
Default (stdcal) ~ |[s_[2]00 unlock
1: [esp] 030E1C30 L"C: \\BOOTSECT BAK"™

2: [esp+4] 04C3F72D L™

3: [esp+8] 04C3F918

4: [esp+C] 04C3F8FO

5: [esp+10] 04C3F8AO &L"C:\\BOOTSECT.BAK"

8% Dump 1 §%% Dump 2 @4 Dump 3 84 Dump 4 @4 Dump 5 @ Watch 1 [x=] Locals ;‘r’ Struct

Address | Hex

- 7 7 7 cyyuz> | AA. v, .
04C3F958|1D DD CB 0A[96 7C DC C6|62 A7 61 C8|47 4C C9 4E|.YE..|UAbSaEGLEN
04C3F968|92 5B 62 85|DF 23 BE 38|07 09 72 ODA|AB C6 AD D8|.[b.R#%8..r.«£.0
04C3F978|08 9D B7 DD|33 41 39 25|0D F8 BD BS|E5 33 C3 F1 ..'-YSAQ%.Q‘ALJASAF\

Figure 69

D30ELC30 | L"C:\\BOOTSECT.BAK"
04C3F72D |L".vdi"
04C3F918
04C3F8FO
04C3F8AOD | &L"C:\\BOOTSECT.BAK"
04C3F72D (L. vdi
04C3F721 (L".vhd"
04C3F6C9 (|L™.vmdk™
04C3F715 |L™.pvm"
04C3F6B9 ||L".vmen”
04C3F6A9 [L".vmsn™
5DC | 04C3F699 |[L". vmsd"

The process writes the encrypted ChaCha8 key and nonce to the encrypted file:
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push 0 XS/IW_D 3 \EMPLY) XS/ IW_/ 3 \EMPLY)
push ecx

mov ecx,dword ptr ss:[ebp-cJ x87Statusword 0000
push edi X87SW_B 0 X87SW_C3 0 X87SW.C2 0
add ecx,ebx X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0
push ecx X87SW_SF O X87SW_P 0 X87SW_U 0
push dword ptr ss:[febp-10] - = Las
call eax eax:wr v (= =
------ = =5 | pefault (stdcal) ~|[5_1£]00 unlock
1: [esp] 00000308
2: [esp+4] 04C3F918
3: [esp+8] 0000020C
" 4: [esp+C] 04C3F55C
.TeXT:00AGE254 conti.exe:$E254 #D654 5: [esp+10] 00000000

00000308

@oump1  @hoump2 Wpump3  WWpump4  @Wpumps @D watch1  Ie-llocals 4 Struct 04C3Fa18

Address | Hex |Aasciz | | A
04C3F918|E7 13 89 A4|F8 58 0B 64|37 54 3D 04|87 S5A AB 3F|g..HR0X.d7T=..Z«? ‘ 04C3F544

0000020C
04C3F55C

04C3F928|74 OC 78 83|A9 10 15 FD|11 B7 34 A3|64 80 56 OD|t.X.®..y.-4£d.V. a0l NAF2ERAN | 21 "C\\RANTSECT RAK™

Figure 70

There are 3 different cases depending on the file size: small files (< 1MB), medium files (between
1MB and 5MB), and large files (> 5MB). In the case of medium and large files, there exist 2 sub-
cases depending on the file extension (if it belongs to the targeted lists or not). The following 10-
byte buffer that contains a marker (0x24) and the file size (0x2000) is appended to the encrypted
file:

® €A 00 push 0 XS/ 1W_b 3 \EMPLY)  XS/1W_s 3 \EMPLY)
. 51 push ecx
. 8B 4D F4 mov ecx,dword ptr ss:[febp-Cf) x87statusword 0000
. 57 push edi X87SW_B O X87SW_C3 0 x87SW_C2 0
. 03 cB add ecx,ebx X87SW_C1 O X87SW_CO 0 X87SW_ES 0
ofc 51 push ecx X87SW_SF O X87SW_P 0 X87SW_U 0
. FF 75 FO push dword ptr ss:[febp-10] -
> FF DO call eax eax:wr v
N e ——— e —— == =75 | Default (stdcall) v (s 2] unlock
= — i [esp] 00000308
eax=<kernel32.writeFile> (76ACE250) esp+4] 04C3F720
esp+8] 0000000A
. 4: [esp+C] 04C3F55C
.Text:0D0AGE254 conti.exe:$E254 #D654 5: [esp+id] 00000000
5 00000308
WWoump1  @hoump2  @Hoump3  @Houmps  @Woumps @ wath1  Ix-llocals 2 Stuct 04C3E538| 04C3F720
04C3F53C | 0000000A
Address | Hex [asciz 2| | ~] oac3rs 10| oacarssc
04C3F720 [24100[00"20]00 00 00 00[00 00/ 00 00[BB 4B 3A 39|$au saguan..»K:9| | |/Gacae= 4] 00000000
Figure 71
The binary reads the file content using the ReadFile function:
6A 00 push 0 X¥/5TATUSWOra LuLU
51 push ecx X87SW_B 0 x87SW_C3 0 xX87SW_C2 0
56 push esi X87SW_C1 0 x87SW_CO O X87SW_ES 0
FF 75 EC push dword ptr ss:[febp-14] X87SW_SF O X87SW_P 0 X87SW_U 0
57 pu%;\ edi P e
FF DO ca eax eax:Re v
T —— = s E;efault(shdcall) - v [s 2] 0] unlock
T S es 00000:
eax=<kernel32.ReadFile> (76ACE160) = esglﬂ 05 4C0000
esp+8] 00002000
. esp+C]_04C3F728
.Text:0D0A706FE conti.exe:$106FE #FAFE esp+10] 00000000

@4 Dump 1 §4 Dump 2 @4 Dump 3 @4 Dump 4 @4 Dump 5 @ Watch 1 [x=] Locals 25’ Struct

e 1o 2 | || g ossons
054C0000[ 40 00 00 00|00 00 00 oo|00 00 00 00|00 00 00 00|@ ............... ‘ ‘ 04C3F6F4

Address | Hex
054CO000|EB 52 90 4E[54 46 53 20
054C0010|00 00 00 00|00 F8 00 00 o
054C0020| 00 00 00 00|80 0O 80 00 4 G Ay B [ A
054C0030| 00 00 OC 00|00 00 00 00 3
054C0040|F6 00 00 00|01 00 00 O0|2F AD C9 A2|BC C9 A2 4A(6 .../ EcuEE]
054C0050| 00 00 00 OO(FA 33 CO 8E|DO BC 00 7C|FB 68 CO 07|....U3A.D%. |UhA.

88 16|0E 00 66 81|3E 03 00 4E|..hf.E....T.>..N

054C0060

054C0070 41 BB|AA 55 CD 13|72 0C 81 FB|TFSu. A»2uf.r..Q
054C0080 01 00|75 03 E9 DD|00 1E 83 EC|U®u.=+A..u.éY...3
054C0090 8A 16|0E 00 8B F4(16 1F CD 13|.h.. H..... 6..1.
054C00AD 1F 72 X.ra;...uls
054C00B0O 04 1E z30'. +E
054C00CO 16 OF B e e Ay...e
054C00D0 B8 00(BB CD 1A 66(23 CO 75 2D |(K.+Ewi, .»I.T#Au-
054C0O0EO 75|24 81 F9 02|01 72 1E 16|f.UTCPAUS.U..r..
054C0O0F0 11 16|68 09 00 66|53 66 53 66|h.».hR..h..fSfSf
054C0100 01 66|61 OE 07 CD|1A 33 CO BF|U...h .fa..I.3A;
054C0110 F3 AA|E9 FE 01 90|90 66 60 1E|..'6.u6%ép...fT
054C0120 03 06|1C 00 1E 66|68 00 00 00|.fj..f.....

054C0130

NEACN1IAD

12 cclca co oA cclca co ca 9 At Fvrzfve

Figure 73
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The content is encrypted using the ChaCha8 algorithm implemented by Conti:

Address | Hex ASCII
054C0000|5€ 12 56 1C|C7 23 B7 0A|56 5C 66 53|C7 06 D6 E1 \ v g#..v\fsc oa
054C0010|5E 0D CD 90(B4 3B 89 63|04 F5 DO 20|B6 48 B5 A3|/ .h.0D Hu£
054C0020(F2 65 1E 51|1C 8E 93 55|32 24 A9 07(B5 25 2D 83 oe.Q. .uzse. M%-.
054C0030| 1E B8 16 1B|74 13 F6 15|87 2B 32 75|8D B2 72 57 LT.0..52u.%rW
054C0040(C4 7D 93 5C|44 OC FA C3|00 51 E2 09|83 F8 58 CC A}.\D UA.Qa. .oxI
054C0050| 1E 55 9C 69|8E B3 10 CE(CA 24 DO A5 |BF C8 13 84 IESD§¢E

054C0060|B1 4E 37 B7 (38 BO D5 S5E|6D B5 98 A5 (7A F3 A0 75 zh? 8 OAmu ¥z0 u
054C0070(55 47 EB 77|13 69 9B 59|66 O0C 7E 19|E0 82 11 22|UG&w.i.Yf.~.a.
054C0080( 69 EA SA 47|AD 9E D4 A5(25 DB 75 F3|97 55 52 62|iézG. .O¥sebus. URb
054C0090 | EE A4 86 B5 |76 02 2E AA|AO 8E 1B 20(E5 E9 70 D2|im.pv..2 .. aépd
054C00AD|C4 00 A9 06|71 EA 47 86|04 B9 12 5F|C7 FA D7 F7|A.©.qé&G.." "._CuUx=
054C00BO|B7 11 0B 33(CE 88 04 7F|C6 55 D1 D2|52 A6 F2 08| -..3I...4URNOR 0.
054C00CO|BF 05 F9 7D |EC _2E 3E 7G|CA A8 9A 4A (55 65 A7 D5|;.uli.>vE™ .Juego
054C00D0| 1D 40 5F 98|91 47 E1 D4|6A DA 07 06|59 BE FA 11|.@_..Gadju..vxu.
054CO0EO|EB 62 EB GA|4F 37 70 59|F0 A8 D2 27|45 F9 5C E2 ebejo/pva 0'EL\A
054CO0F0|C6 3D FA 70(C7 7C 54 B7|64 07 1F D2|8F D5 1A 2D|4=0pC|T-d. .0 0.-
054C0100| 96 34 B2 7A(5B 54 DB 37|BO 00 5F 28(07 A7 1F BB|.4*z[T07°._(.§.»
054C0110(92 85 73 E3(77 BC D2 40|7D 14 7D 82|ED 36 92 52 ..sanﬁo@} } i6.R
054C0120|F6 42 EO DE|22 D3 70 B9|Al Al 41 0B|C8 54 09 B9|06Bap"Op'iiA.ET."’
054C0130(|33 46 20 36(40 58 D9 A3|44 37 3B 54(59 CC 1A 4F 3F 6@XU£D7;TYI.0

ncacnranlon 7o ne ealac 7n ca 14alne 4o na Al lpc o £ Aa Td nw Av An

Figure 74

A snippet of the ChaCha8 algorithm developed by the ransomware is presented in figure 75.

il e
.text:08A65C83
.text:00A65C83 loc_A65C83:
.text:00A65C83 add edi, [ebp+var_60]
.text:00A65C86 mov eax, [ebp+var_58]
.text:08A65C89 xor ebx, edi
.text:00A65C3B add ecx, [ebp+var_78]
.text:00A65C8E rol ebx, 1@h
.text:@8A65C91 xor edx, ecx
.text:@8A65C93 add eax, ebx
.text:00A65C95 mov [ebp+var_5C], edi
.text:00A65C98 mov [ebp+var_58], eax
.text:00A65C9B xor eax, [ebp+var_60]
.text:@8A65C9E rol eax, @Ch
.text:@8A65CALl add edi, eax
.text:@8A65CA3 rol edx, 1@h
.text:@8A65CA6 xor ebx, edi
.text:00A65CA8 mov [ebp+var_5C], edi
.text:00A65CAB mov edi, [ebp+var_58]
.text:@8A65CAE rol ebx, 8
.text:@0A65CB1 add edi, ebx
.text:00A65CB3 mov [ebp+var_58], edi
.text:@8A65CB6 xor edi, eax
.text:00A65CB8 mov eax, [ebp+var_4aC]
.text:@8A65CBB add eax, edx
.text:@@A65CBD rol edi, 7
.text:00A65CC@ mov [ebp+var_aC], eax
.text:00A65CC3 xor eax, [ebp+var_78]
.text:08A65CC6 rol eax, @Ch
.text:@8A65CC9 add ecx, eax
.text:@8A65CCB xor edx, ecx
.text:00A65CCD mov [ebp+var_84], ecx
.text:00A65CD3 mov ecx, [ebp+var_4aC]
.text:@8A65CD6 rol edx, 8
.text:@8A65CD9 add ecx, edx
.text:00A65CDB mov [ebp+var_6@], edx
.text:@0A65CDE mov edx, [ebp+var_64]
.text:00A65CEL add edx, [ebp+var_7(C]
.text:08A65CE4 xor esi, edx
.text:00A65CE6 mov [ebp+var_aC], ecx
.text:8BA65CE9 xor ecx, eax
.text:@8A65CEB rol esi, 18h
.text:@0A65CEE mov eax, [ebp+var_48]
Figure 75

The encrypted data is written to the file using the WriteFile API:
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6A 00 push 0 XS/IW_® 3 \EMPLY)  XS/IW_/ 3 \EWPLY)

51 push ecx
8B 4D F4 mov ecx,dword ptr ss:[febp-ClJ x87statusword 0000
57 push edi X87SW_B 0O XB87SW_C3 0 X87SW.C2 0
03 CB add ecx ebx X87SW_C1 0 x87SW_CO O Xx87SW_ES 0
51 push ecx X87SW_SF O XB87SW_P 0 X87SW_U 0
FF 75 FO pu_ﬂ\ dnord ptr ss:[febp-100 - = =
FF DO ca eax:wr v =
3 | Defaut (stdcal) ~|[5_[2]00 unlock

1: [esp] 00000308

2: [esp+4] 054C0000
3: [esp+8] 00002000
4: [esp+C] 04C3F6GE4
: [esp+10] 00000000

eax—<kerne'l 32.writeFile> (76ACE250)

.Text:00AGE254 conti.exe:$E254 #D654 5:

5 00000308
WWoump1  @hpump2 @pump3 @Ypump4 @Wpumps @ watch1  Ix=llocals ¢ Struct D4C3IFECO | 054C0000

04C3F6C4 | 00002000

Sggzggzo :gxlz 56 1C[C7 23 B7 OA[56 5C 66 53]|C7 06 D6 El‘(ﬁgx-.v\fsc.oal[ IA”‘)“BFKS 04C3FGE4
Ararananlre an ~n Anlna an an rolns mr o Aa anlne an ar oanl A+ 7. ko An @iee 04C3F6CC | 00000000

Figure 76

The “.PSFUX" extension is added to the file name:

56 push esi esi:L" ‘ X87SW_SF O X87SW_P 0 X87SW_U O
FF 75 EC push dword ptr ss:[febp-14] [ebp-1 |
FF DO call eax eax:Mo v [=— -
s =ieid Default(slﬂcdl) ~ |[s ][] unlod
- esp] 030EIC30 L"C:\\BOOTSECT.BAK"
eax=<kernel32.MoveFilew> (76AAEFDO) 2: esp+4] 03116EDO L"C: \\BDOTSECT BAK.PSFUX"
3: [esp+8] 030DAEBO L"C:
A 4: [esp+C] 04C3FBCE L"OOTSECT.BAK"
. text:00A70BSF conti.exe: $10B8F #FFSF 5: [esp+10] 030EFEDS
= 5 -
@Woump1  @pump2  @MDump3  Whoump4  WMoumps @ watch1  bellocals 7 Struct mﬁg LTC: §§$¥§E§$ 3: PSFUX"

Figure 77

The ransom note that is created in every encrypted directory is displayed below:

Ereadmesa 3|
T RIL of your files axe currently encrypred by CONTI sczain,

3 As you know (if you don't - just "google it"), all of the data that has been encrypted by our software cannot be recovered by any means without contacting our team directly.
If you try to use any additional recovery software - the files might be damaged, so if you are willing To try - TIy it on the data of the lowest value

& To make sure that we REALLY CAN get your data back - we offer you to decrypt 2 random files completely free of charge.
You can contact our team directly for furcher instructions through our website :

TOR VERSION :
(you should download and install TOR browser first https://torproject.org)

nttp://contire

HITPS VERSION :
nttps://contirecovery.xyz/

YOU SHOULD BE AWARE!
Just in case, if you try to ignore us. We've downloaded a pack of your internal data and are ready to publish it on out news website if you do mot respond. So it will be better for both sides if you CORtact us as soon as possible.

Figure 78

An example of an encrypted file (file size < 1MB) is highlighted in the next 2 pictures:
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) BOOTSECT.BAK.PSFUX

Offset (h)
00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000R0
00000080
000000C0
000000D0
000000EQ
000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190

00

5C
SE
F2
1E
C4
1E
Bl
55
€9
EE
C4
B7
BF
iD
EB
ce
96
92
Fé
33
oD
cs
A7
F3
Cs
EO

01

12
oD
€5
B8
7D
55
4E
47
EA
A4
00
11
05
40
62
3D
34
85
42
46

DC
€B
59
g8
F2

02

5S¢
CcD
1E
16
93
ac
37
EB
54
8¢
Ag
0B
F9
5F
EB
Fa
B2
73
EO
20
oe
En
1B
De
52
B2

) BOOTSECT.BAK.PSFUX

Offset (h

00002000
00002010
00002020
00002030
00002040
00002050
00002060
00002070
00002080
00002090
000020R0
000020B0
000020C0
000020D0
000020E0
000020F0
00002100
00002110
00002120
00002130
00002140
00002150
00002160
00002170
00002180
00002190
0000210
000021B0
000021C0
000021D0
000021E0
000021F0
00002200
00002210

)

00

0l

02

03

ic
90
51
1B
5C
€9
B7

47
BS
oe
33

8
(8
70
TR
E3
DE
36
B4
D2
1B
DF
DC
cs

03

04
c7
B4
ic
74
44
8E
38
13

76
71
CE
FC
g1
4F
c7
SB

22
40
AF
Sh
OoF
F5
F5
DD

05

23
3B
8E
13
oc
B3
BO
€9
SE
02
En
88
2E
47
37
7c
54
BC
D3
58

3F

48

cz2
51

05

oe

89
93
Fe
FA
10
D5

D4
2E
47
04
3E

70
54
DB
D2
70
D9
€64
10
ES

C4
75

oe

07
on
€8
S5
15
c3
CE
SE
59
AS

g6
TE
76
D4
59
B7
37
40
B9
A3
14
32
78
g5
45
4E

09

sC
F5
24
3B
51
24
BS
oc
DB
8E
B9
55

8
Dn
as
07
00
14
Al
37
4B
79
DF
7c
c2
c2

on

€6
DO
s
32
E2
DO
98
7E
75
1B
12
D1
SA
07
D2
1F
SE:
7D
41
3B
09
D4
2E
16
88
2B

Figure 79

o7

09

on

0B

53
20
07
75

09 8

AS
AS
19
F3
20
SF
D2
4n
oe
27
D2
28
82
0B
54
41
F2
19
cn
49
D2

0B

oD

oe
48
25
B2
F8

8
F3
82
55
ES
Fn
he
€5
BE
F9
D5
A7
36
54
cC
S5F
SE
1E
€5
iD
F3

OE

De
BS

72
58
13
RO

52
70
D7
F2
A7
Fn
5C
iz
1F

0%
i
C1
ES
90
79
ns
Fe

OF

El
A3
8

57
cC
84
75
22
62
D2
F7

8

DS
11
E2
2D
BB
52
B9
4F

7
74
3F
C3
iD
92
08
R0
54
7D
2C
02
ic

13
oc
46
8B
DD
SB
9D
ED
74
iD
4B
20
91
cc
€5
E8
5D
48
74
DC
21
40
oD
59
DE
DB
OE
g6
8D
TR
11
FO

89
78
9B
22
CcB
€62
B7
ce
CE
F2
F8
AC
9B
D3
BF
iD
ca
4n
AS
57
09
2E
F9
40
DO
84
AE
€0
Dée
1z
TE
71

A4
83
1B
€B
on
85
DD
87
cc
D4
BS
o8
98
F4
El
F9
E9
8E
28
c7
38
F7
BF
F2
A7
€9
54
cB
25
EO
€5

58
10

79
7c
23
41
15
A
FF
EB
cs
S0
B3
E9
77
OF
7c
Bl
8E
CF
03
4B
14
96
75
4E
03
15
47
a7
64

0B

F2
75
DC
BE
39

BS
Fl1
34
21
Bl
TR
1F
19
F5
Dé
14
ES
can
on
94
RO
FC
3a
OF
DO
FB
B8
90
16

64
FD
€3
5n
Ce
38
25
DC
07
50
OE
€0
oD
53
5F
OE
58
€0
DB
=<8
€6
85
4B
OF
EE
[o}:3
DE
F4
oc
54
OF
13

Al

54
B7
28
7c
A7
0%
F8
E3
oD
61
EC
g8
EC
(03
68
24
D4
BO
D9
SD
Sn
Le
64
B3
66
E4
19
B8
8E
)
Cs
47

3D
34
05
Cs
€l
72
BD
4R
[1:3
BF
EB
8E
51
ce
cs
on
4F
8D
32
7c
€4
DF
58
B3
17
15

E3
co
87
38
E8

04
A3
25
ot}
cs
on
BS
98
B4
FB
38
5B

9D
Al
89
96
38
as
€3
Bh
33
02
BS
30
50
3E
29
DE
8F
FC
B9

00
00
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00
00

Figure 80
Whether the file size is between 1MB and 5MB and the extension is not in the targeted lists, the
ransomware only encrypts the first MB of the file, and the encrypted file has the following
structure:

244 Fifth Avenue, Suite 2035, New York, NY 10001
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.1."T}d.PK.AW An
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8] test.txt.PSFUX

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF

00100000 [41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41| AAAAAAAADAAAAADA
00100010 [F5 39 A3 4F E1 25 32 OE 33 BF FD C9 3E FA C9 09| 59£04%2.3:VE>GE.
00100020 [AF FE BB Cé A7 34 SE 7D 85 F7 3C 10 80 49 D8 39| ~b»ES4" <.€Ig9
00100030 (99 C8 E1 01 4A E5 95 B4 AS EB 50 6A BS5 32 79 2B| ™E4.J4- ¥&Pjn2y+
00100040 |[3A FB 64 73 28 OA 7D 15 FD 92 EE C9 B3 EB B2 67| :tds(.}.y’iE%é&sg
00100050 [99 8B 15 77 A7 DB 94 DE 9D 56 7B D3 9E 89 AE 19| ™ .wSU”B.V{0z%®.
00100060 |69 FF 02 49 38 41 DO DF DE 28 20 98 A6 30 S5E 12| iy.ISADRB( " 0".
00100070 |1B 05 C3 8E FA OD 06 91 FE 2D 58 AA E2 80 74 2C| ..AZu..'‘b-X?2&€t,
00100080 Al 2A F5 7D 48 96 OA €0 81 40 AA 40 OC 8C 37 06
00100090 |SC 10 1E 76 05 43 EF 2A A9 1D 4A 27 A6 CF ES DB
001000A0 |74 3F FE 8E 19 62 4E 58 06 OE 8B 31 C5 3B DC 03 .
001000B0 A4 SF B8 B8 E3 28 19 83 C2 B3 B3 89 FD DO ES BC H_A‘ét.fﬂ”hﬁﬂék
001000CO ([7C FA 6B 9E CE 2E 17 7E 82 4A 9F 00 57 06 31 BC| |ukzi..~,0¥%.W.1u
001000D0 |F8 89 77 F4 EB 90 8C OF 2F 71 99 37 B8 91 BD 90| o%wwi&.E./q™7, ‘.
001000E0 (53 4D DE 9C 52 DB 81 OB B8 3F E2 OC 20 C2 OE E8| SMBezU..,?4. A.&
001000F0 (32 B9 78 E5 3F AA 52 E4 74 02 1F B3 B3 6C 43 FD| 23x&?2R&t..*%1Cy
00100100 |70 FD DF EB 04 2E B3 08 C7 13 02 1D 23 46 51 7F| pvBE&..>.C...#FQ.
00100110 (31 1B 89 BC 48 03 E5 00 50 2F OB DF AF C4 ES AO| 1.%H.4.P/.B Aé

00100120 (73 3A 2A 38 99 €7 6C Bl 68 14 FF EC 73 EE AD 2F| s:*8™glih.¥yisi./
00100130 [DC Al 30 7B 71 28 D7 52 32 13 3A Al B8 12 A9 01| U;0{g(xR2.:;,.@.
00100140 [9F 46 05 25 2D E8 B6é AE 2B 89 DE DB 29 26 36 7A| YF.3-&90+%BU)s6z
00100150 |09 51 C7 87 €5 E7 19 F5 OD FO C4 1C E2 06 A6 60| .QC#ec.5.8 i
00100160 |[1F F3 AF 89 B2 ED CA 98 BD 30 D9 D5 9E B4 48 72| .6 %=iE»=0U0z Hr
00100170 [08 91 1A EC FO 36 5C B9 D6 8B 11 F9 36 7F A3 39| . .186\*0¢.u6.£9
00100180 [0A 74 6E AF 72 50 DA 14 6B 7E ES5 97 2D 63 CF 2E| .tn zPU.k~3—ci.
00100190 [B4 7A AO A2 56 BD A6 OC OE 64 9C 9E E1 28 €A E3| ‘z ¢Vs)..dezd(ja
001001A0 [BA 4E 16 DF 46 C3 93 C5 4C 27 C7 F4 21 79 1F 95| °N.BFA“AL'GS!y.-.
001001B0 [46 F8 98 4C B7 43 E5 53 3D 86 84 5A Fé 32 8E 82| Fe~L-Cas=t,z&2Z,
001001CO [23 09 68 ED DF 41 1B 4B 85 Bl DC 5A Cé FD 04 70| #.hiBA.K.:UZEy.p
001001D0 [AC 8A 72 52 57 FE 59 57 86 62 Cl 63 C8 2C 17 7D| -~SrRWpYWibAcE, .}
001001EQ [4E 38 OC 48 26 6B AD 3D FC Cé B4 A9 Bl 90 1D DD| NS.Hek.=HE @%..Y¥
001001F0 [2F D1 E8 F1 DE 88 FF E4 70 DE 36 3C F5 39 23 2E| /NeAb"yapb6<d9*.
00100200 (51 SE 07 53 38 51 81 2B 7F 93 F4 A4 DC 20 89 5B| Q".S58Q.+.%6xU %

00100210 00 00 00 00 00 00 00 00 00
00100220 10 00 00 OO OGO OO  Laaa..

Figure 81

Whether the file size is between 1MB and 5MB and the extension is in the targeted lists, the
ransomware encrypts the entire content, and the encrypted file has the following structure:

] test.sql.PSFUX

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00100000 [AR E6 32 1D 07 8C 04 D8 3C BA 07 A4 41 DE CA EC|] *&2..E.@<°.mABEi
00100010 [D8 AY 53 62 CO 57 03 83 F1 83 AE FE 40 22 B8 E6| QOSbAW.fAfODE" .=
00100020 [DC Cé6 D4 A9 B3 B3 F1 A2 8F 07 3A 1B F8 75 80 65| UEO@*°fic..:.ou€e
00100030 |35 B3 82 17 95 2A A7 34 08 BA D8 A3 S5A 8F DE C5| 5°,.<*§4.°@£Z.BA
00100040 [22 D4 50 60 25 4E AC 05 AA 75 52 OA 3F 4D SD 9B| "OP'$N-.2uR.?M]>
00100050 [4C BE 80 23 14 EO AA S8E 9D 68 94 21 73 35 19 DD| L€#.a*Z.h”!s5.¥
00100060 [59 CC 49 26 B8 6B 8F FE 1C F6 C4 26 7F 4C B3 76| Yils, k.b.she.L’v
00100070 [B6 D3 BS5 41 C4 4D 7D 80 35 56 45 CE 3C 68 2B 59| JIOpAAM)}€SVEI<h+Y
00100080 [CO 90 D8 A3 CD 81 OA B7 ED EB 71 A2 94 24 51 A6| A.pei..-iege”$Q!
00100090 [BE 94 RO 20 97 DE 87 F3 8F 99 B3 8E Al 78 B2 OE| %” —B#6.™3Z;x*.
001000A0 (80 ED E8 12 D4 77 6D 66 1C AD E5 11 DO 5D F2 9F| €ié.Owmf..3.D]o¥
001000B0 [4C 5C FB 36 E4 B5 45 1D BY 23 F4 52 E3 74 30 09| L\G6&uE.>#5REt0.
001000CO [4A BD 6D 24 DB DF SF A9 B7 AD D9 A7 92 08 DF 8D| Fm$Us¥e-.US’.8.
001000D0 (92 DD 2A 11 66 63 B2 OA 92 FD CC 43 1E 22 DO 87| ’¥*.fc=.’yic."p#
001000E0 (61 C9 95 3A 8A E5 3B 25 FA 8D 08 E3 E8 48 4E 60| aEe:53;%0..3&HN"
001000F0 [EB BD B2 EF 3D 95 OC 58 1B 4D 42 49 CO 28 45 AS| &sfi=«.X.MBIA(E¥
00100100 [D2 1C B7 37 E1 57 9A D3 6E 42 DC DA 1D OC SF 6B| O.-7aW30nBUU..¥k
00100110 [D8 56 A4 8B 35 AR B2 B4 BC 63 38 44 F7 14 56 CF| @Vmc52 1c8D=.Vi
00100120 (54 45 32 9C AS FO 39 7B 51 F3 7D 28 EF 2B D3 36| TE2e@89{Q6} (1+06
00100130 (12 Fé 42 28 FO 32 70 89 57 FB AF F5 9E 64 C7 E4| .5B(82pWWi 562dCa
00100140 (0B BD 53 7F 56 Fé DE E3 84 B4 88 1B 9F A9 33 D7| .}S.V5P&, ".¥@3x
00100150 (5C 82 1B 1A 4B CD 29 01 FD 22 F9 D9 98 SF 7E D7| \,..KI).y"a0~_~x
00100160 (16 E2 €6 49 EO BC 93 D7 99 BO 35 CC BO 69 4D FA
00100170 [C3 91 8D Cé E5 F7 72 FB 37 BB A7 BC 91 B3 0C 7F
00100180 (23 10 14 64 7B 3A 05 11 3B 97 E7 AC 9F 31 9C A0 2
00100190 (B8 98 FA 61 BO Bl E7 9A 48 D7 4B 9D 9D 16 A9 27| ,"0a®ig3HxK...®'
001001A0 [DD 54 4D 6B D7 OA 92 D4 EO EA 26 Bl A3 56 CO 2E| ¥TMkx.’Oagsz£VA.
001001BO (81 28 E2 FE 43 30 17 64 DE 87 FB 1A 30 E3 18 37| .(4bCO.dP#0.0&.7
001001CO |35 00 7C 94 C8 A6 77 SE 33 A7 A8 SF 35 84 85 09| 5.|”E!w*3§"_5,...
001001D0 (29 FD CD 52 08 A3 CC 95 60 15 E2 1B AA 68 17 37| )yiR.£i- .4.°n.7
001001EQ |04 2E D2 77 F8 FF 14 13 CD DE OC B2 CC 33 CA 34| ..Owey..ip.=i3f4
001001F0 (15 31 B2 OA 73 B5 AD A5 12 61 66 75 70 55 87 95| .1%.sn.¥.afupUse
00100200 [AC 1A 9A 86 2C 80 17 B3 46 D3 84 A8 DA OB B8 BB| -.3t,€.°F0, U..»
00100210 00 00 00 00 00 00 00 00 00 00 00 00 [24] 00 10 00 .. $

00100220 [10/ 00 00 00 00 00

$...

Figure 82

L ‘ F ARS 244 Fifth Avenue, Suite 2035, New York, NY 10001
LIFARS.com (212) 222-7061 info@lifars.com

our digital world, secured




Whether the file size is greater than 5MB and the extension is not in the targeted lists, the
ransomware encrypts 5 chunks of (file size/100 * 10) bytes. In this case, this value is
(0x500010/0x64 * Oxa) = Ox7FFF8 bytes (basically, the malware encrypts Ox7FFF8 bytes, then
skips some bytes, and then encrypts 0x7FFF8 bytes again and so on). The structure of the
encrypted file is presented below:

] test.bt.PSFUX

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

0007FFS0 20 27 38 EO A3 15 77 A8 D4 D1 E9 AD 8F C2 BD 63 '8as.w ONé. . Bxc
0007FF60 58 DB 94 OC 99 26 47 D8 F5 96 74 84 11 02 70 D3 XU”.™&G@5-t,..pd
0007FF70 13 19 5B 15 FC BF 17 A5 3B 1F F9 F1 OC F2 79 63 ..[.ud¢.¥;.uf.oyc
0007FF80 D9 15 CD Fé 30 66 68 BE 2E BF A9 D3 1B 27 4A 96 U.is0fn%.:@0.'J-
0007FF90 38 EA D9 1C 68 2F 2D 37 85 47 E6 F5 24 62 48 65 8&U.h/-7.G=5$bHe
0007FFAO0 00 27 8E 6C 45 C2 26 36 35 1E 45 EA AF BC OE .'Z1E“A&65.E& 4.
0007FFBO 22 45 Bl 27 CE E4 DD 12 38 13 1A 7B 23 63 6A 6D "E+'Iav.s..{#cim
0007FFCO F6 12 84 24 92 27 63 E6 76 SA 68 84 79 C3 FA D2 &.,$’ 'cevzh,yAud
0007FFDO 19 6B D1 4D 8D FC Cl 43 F7 C2 DO 7F 9C 3F SE 49 .kNM.GAC:AP.e?"I
O007FFEQO 08 S5A 88 B5 F2 08 79 06 34 7A 7E €D C7 26 64 43 .Z"npo.y.4z~mC&dC
O007FFFO 81 3D F8 92 6A 75 7C EA 41 41 41 41 41 41 41 41 .=g’ju|E&AARARARA
00080000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAADAARAAMAAMRA

(SIS
&Y

] test.bt.PSFUX

Offset (h) 00 01 02 03 04 0S5 06 07 08 09 OA OB OC OD OE OF

004FFFEO [41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41| AAARAAAARAAAAAAA
004FFFFO (41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41| AAARAAAARAAARAAA
00500000 (41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41| AAAARAAAAAAAAAAAA
00500010 [G5 FS5 46 25 C5 B8 F7 BA C7 CA €& 94 00 OB B0 62| +8F%h,=°CEj”..°b
00500020 [2F 28 EE 52 17 3C 63 FA Cl 9C 46 F8 ED B2 92 5B| /(iR.<chAcFeit’[
00500030 (76 C4 91 7A 79 00 79 C5 50 22 99 SF DS 16 C2 69| vA‘zy.yAP"™ O.Ai
00500040 (17 90 20 12 4A 72 10 E4 DF BD 35 3F CO DA 32 3B| .. .Jr.&8%52402;
00500050 (06 06 DF BO BO E6 F9 40 50 56 4D 55 17 BY €9 2B| ..R°°zu@PVMU.3i+
00500060 (05 00 79 21 65 F1 5C 95 51 8E CA C2 C2 D3 75 C3| ..ylefi\-QZEAAGuA
00500070 (48 33 C3 SD 14 21 4D 46 8F AF B8 FO 83 83 40 25| H3A].!MF.” ,8ff@%
00500080 [B9 01 22 29 CA D9 DD C3 F9 F5 2C 07 11 OD 9C BS| 2.")EU¥AuS,...en
00500090 [F4 BB 61 12 DD 03 D1 Dé FE 28 94 E5 8C 21 25 74| o&»a.¥.NOp(”aE!st
005000R0 [8B 1F 60 95 OA 38 DC 8C 02 CE 07 7C CB D4 CA 7C ve.80€.I.|EGE]|
005000BO [C2 BE 24 18 32 87 40 B5 43 A9 EE 41 37 g S .22@uCOIATER
005000C0 [E1 03 13 CC 85 92 46 12 68 DA 41 30 4D F8 98 B7| &..I.’F.n0AOMs" -
005000D0 (95 79 1F 26 F3 06 22 E5 E7 7A E5 C9 44 7B DC v.&6."4cz8ED{Un
005000E0 [B8 EC F7 8D 1B 81 D5 47 CE A6 F1 6D AS B6 C5 OE| ,i:...0GI:fAmegA.
005000F0 [9F CF E3 B7 19 4C F8 52 35 60 36 25 99 D9 4A 16| ¥Ia-.LoRS'6%™UJ.
00500100 (93 5D 96 14 4F 2F 8A A0 32 F3 9C 1B CO C8 D7 41| “]-.0/5 26c.AExA
00500110 [26 61 D9 14 €D 34 9D 36 96 22 D7 06 87 46 78 68 &aU.m4.6-"x.$Fxh
00500120 [F2 51 E5 28 06 AB EF 43 D3 24 39 BA EO 8B BB 55| 0Q&(.«iC0$9°a<»U
00500130 [C7 6D F3 OD AF E2 1C 54 19 4A Cl A9 22 2F 50 89| Cmd.”4.T.JA@"/P%
00500140 (1A 31 14 CE EF C9 1E 0D 29 D4 40 07 43 F1 F5 FB| .1.IiE..)0@.casda
00500150 (37 B3 80 03 E9 CO DE 59 C7 2E 95 F2 53 84 10 26| 7°€.éAPYG.+0S..&
00500160 (44 1E 61 77 58 D3 CC 2F OE CE 87 06 AS 20 64 2E| D.awX0i/.i:.¥ d.
00500170 [D7 D4 83 04 DA CO 24 77 AE 1E 48 D1 11 14 1B 34| xOf.UASw®.HN...4
00500180 (7B 5C 2F CF E9 D4 CB 6D 74 F6 96 74 03 53 B3 38| {\/iéOEmts-t.s>s
00500190 [E7 D2 8A 08 FB 10 6F C6 OC EB 18 CE 60 A7 B5 FD| c¢O5.t.0E.&.I Suy
005001R0 [CE 87 76 E9 C7 B4 52 4D FB 9F 1F 8D 5D FB FA BS| I#véG RMaY..]aun
005001B0 (8B EF D4 65 OA 52 4E C7 09 90 A7 87 OF 5D 17 78| <ile.RNG..S§%.].x
005001C0O [a6 C8 57 Fé E7 A2 9A 1B 22 F8 FO OE 8D 22 55 48| !EWsge3."s8.."UH
005001D0 (83 80 4D AE EB 17 3F 28 8E F9 96 43 92 FO OC 16| FEM®E.?(Zu-C’S..
005001E0 [DE 95 76 A6 DA CE 81 DA C4 37 7D 17 8F 7D 72 8C| Bev!U0i.0A7}..}zE
005001F0 (0D 49 E1 19 88 84 90 06 CO 32 55 F6 F2 12 74 34| .Ia.",..A2U86.t4
00500200 [8C A4 D9 SE €D 19 DA 3C 60 D1 F9 16 52 09 9E 99| GEnUzm.U< Nu.R.Z™
00500210
00500220

b
)
@
o
=)
A

o
)
.

Figure 84
Whether the file size is greater than 5MB and the extension is in the targeted lists, the
ransomware encrypts the entire content, and the encrypted file has the following structure:
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your digital world, secured




) test.sql.PSFUX

Offset (h) 00 01 02 03 04 0S 06 07 08 09 OA OB OC OD OE OF

004FFFE0 67 4F 91 00 SE DA 9D 96 D3 86 BC 1D E9 B5 74 FC gO‘.ZU.-Oth.éntid
004FFFFO 51 CO 98 6B 07 7D 2A 7C 98 CA 20 Cl E9 9E 79 49 OQA~k.}*|"E AézyI
00500000 10 OC DO 4C F2 05 10 59 Dé D9 70 F4 02 88 A7 EB ..DLd..YOUpS. " §&
00500010 [B1 F9 17 D1 39 14 BB 2F A7 B2 13 8F D9 3D 56 8C| zu.N9.»/§:..0=VE
00500020 [26 40 2A E7 04 BD 39 CO 47 6E BD 4D 4E DC 86 80| &@*g.:SAGMANUtE
00500030 [DC 7A 4D BF CO E2 33 DD B4 18 92 3D C4 2B 81 FB| UzM¢A&3¥¢’ . =hA+.q
00500040 |73 22 5C EC OC E3 7E 94 6A 4E EB AR 95 RO 4D OF| s"\i.&~"jN&3+ M.
00500050 (0D 5B B7 0D 18 4B Cl E3 45 17 OC 10 EE 2C 18 4C| .[-..KA3E...i,.L
00500060 |[CA 52 FD 63 EE 98 SF 3D AE 16 B4 C7 F3 A3 46 7F| ERyci~_=®. GOLF.
00500070 [84 43 B9 AA BA 22 08 79 1C 57 Al 54 10 AB 60 EO| ,C2°".y.WiT.«'a
00500080 |92 3C 6E 1E DC 17 18 F3 9B 32 B7 4B 3F 60 F8 BA| ’<n.U..6>2 K2 @°
00500090 [BS €6 35 3A F9 83 D1 E€ 48 51 Al E2 CF 60 D8 8C| nfS:uffeHQ;ai'ge
005000A0 [0D Dé 70 60 77 15 E4 05 DD 5B F3 F8 46 EB 96 F8| .0p'w.&.Y[6eFé-o
005000B0 [EA A5 FA CA A2 8F 73 BB 9C 04 65 C9 00 CB 7F 2C| &¥akc.s«m.eE.E.,
005000C0 [0 FO AA 35 FB F3 3F 7E B8 C3 AE AS 4D D9 F1 08| 825062~ ,A@¥MUA.
005000D0 (45 B2 13 DB A4 88 2C FO 02 3A 08 59 AA 22 BS5 58| E=.Ux",8.:.Y*"uX
005000E0 [6C 72 92 F7 AC 5C 42 D2 2F 8A 87 81 61 58 CE B7| 1r’:-\BO/S%.aXi-
005000F0 |12 38 62 F1 7D B6é DA 46 48 SF 64 DD DB 71 76 98| .8bA}IUFH_d¥Uqv~
00500100 (79 6A D3 D8 2E 8A 76 99 FO D9 79 79 2D F3 2B 19| yiO@.35v™alyy-o6+.
00500110 |[FA 12 3C F2 73 OD B6 40 82 Bl 44 48 EF 74 41 86| 1.<ds.9@,2DHitAt
00500120 [E9 EO 87 74 CO 2C 32 F7 85 03 AD CB F6 C5 3F 5B| éa#th,
00500130 |[1F 6C E8 4A 69 74 45 A5 6C €6 SF 7A CB EC 6B 82| .l&JitE¥lf.zEik,
00500140 [E9 8E 04 F3 A2 05 32 EC 1C 15 64 D8 D2 RO 8B C7| éZ.6¢.21..d80 <C
00500150 [A3 61 9E 88 75 27 42 E2 4F Bl E9 73 31 OA 85 B8| faz-u'B4Ozésl...,
00500160 [EE SF 8A 3B DB 21 17 BD BF 2A CC 20 9E FE 21 BB| 1.3;0!.3:*I zp'»
00500170 [C9 02 OE 7B 62 C8 97 27 69 ES D1 20 F3 08 FO EO| E..{bE—'iéfN 6.8a
00500180 |59 06 81 4E 05 03 B4 40 8F 16 4D 31 C7 20 7B CF| Y..N..'@..M1G (I
00500190 [D3 01 OA E9 14 58 35 5F 72 73 EB 75 18 79 96 56| O..&.X5_rséu.y-V
005001A0 |F9 48 EA 99 SF 32 €9 62 9F 8C A2 ED A8 1C 63 2C| uHE™ 2ib¥Eeci
005001B0 |45 CD 88 A6 29 17 88 C3 64 74 9A Fé BF FO 80 11 Ei- A
005001C0 |69 34 12 BO EB C7 45 6E 6A F3 6E 10 C9 87 9D 72| i4.°ECEnjén.Et.r
005001D0 |57 F8 E7 FE EO 36 38 66 94 E7 9D 9A 28 DA SE DO| WecbaésSf”g.3(U™D
005001E0 |35 22 13 BF A4 42 OE 08 47 86 7C 22 24 D8 DA AO| 5".¢®B..Gt|"$@0
005001F0 |[CE 2D 8B FE AO Bl F4 FE 29 2E 74 FE CA 1C 65 3D| I-<p 6p).tbE.e=
00500200 [D3 3B 80 DD 09 15 8C AC AY 58 AD 6A 59 4A A2 00| O:;€¥..E-OX.j¥Je¢.
00500210 00 00 00 00 00 OO 00 00 OO 00 00 0O [24] 00 10 00
00500220 (50 00 00 00 00 00

Figure 85
When the malware runs with the “-log” parameter, then the list of actions is logged in a file:

[ testlog E3 ]
1 [08:19:53] Found 2 drives:

2 [08:19:53] C:\

3 [08:19:53] D:\

4 [08:19:58] Can't get file size C:\SWINRE_BACKUP_PARTITION.MARKER. GetLastError = 0

5 [08:19:58] Can't open file C:\bootmgr. GetLastError = 5

& [08:20:02] File C:\Program Files\|IHNHNIEM.irc is already open by another program.

Figure 86
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APPENDIX

Lists of targeted extensions:

e .4dd .4dl .accdb .accdc .accde .accdr .accdt .accft .adb .ade .adf .adp .arc .ora .alf .ask
.btr .bdf .cat .cdb .ckp .cma .cpd .dacpac .dad .dadiagrams .daschema .db .db-shm .db-
wal .db3 .dbc .dbf .dbs .dbt .dbv .dbx .dcb .dct .dcx .ddl .dlis .dpl .dgy .dsk .dsn .dtsx
.dxl .eco .ecx .edb .epim .exb .fcd .fdb .fic .fmp .fmpl2 .fmpsl .fol .fp3 .fp4 .fp5 .fp7
fpt .frm .gdb .grdb .gwi .hdb .his .ib .idb .ihx .itdb .itw .jet .jtx .kdb .kexi .kexic .kexis
dgc .lwx .maf .maq .mar .mas .mav .mdb .mdf .mpd .mrg .mud .mwb .myd .ndf .nnt
.nrmlib .ns2 .ns3 .ns4 .nsf .nv .nv2 .nwdb .nyf .odb .oqy .orx .owc .p96 .p97 .pan .pdb
.pdm .pnz .gry .qvd .rbf .rctd .rod .rodx .rpd .rsd .sas7bdat .sbf .scx .sdb .sdc .sdf .sis
.spq .sql .sqglite .sqlite3 .sqlitedb .te .temx .tmd .tps .trc .trm .udb .udl .usr .v12 .vis .vpd
yw .wdb .wmdb .wrk .xdb .xld .xmlff .abcddb .abs .abx .accdw .adn .db2 .fm5 .hjt .icg
Jdcr .kdb .lut .maw .mdn .mdt

e .wvdi .vhd .vmdk .pvm .vmem .vmsn .vmsd .nvram .vmx .raw .qcow2 .subvol .bin .vsv

.avhd .vmrs .vhdx .avdx .vmcx .iso
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