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&2 Tool: BABYMETAL

Names

Category

Type

Description

Information

Malpedia

BABYMETAL
Malware
Tunneling

BABYMETAL is a command line network tunnel utility based on the TinyMet Meterpreter

tool, primarily used to execute Meterpreter reverse shell payloads.

<https://www.fireeye.com/blog/threat-research/2019/10/mahalo-fin7-responding-to-new-tools-

and-techniques.html>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.babymetal >

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool BABYMETAL

Changed

Name Country Observed

APT groups

Carbanak, Anunak 2013-Apr 2023 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=1559bfa2-5570-4b86-a10a-5dcf967ebad4

Page 1 of 1


https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=1559bfa2-5570-4b86-a10a-5dcf967ebad4
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=1559bfa2-5570-4b86-a10a-5dcf967ebad4
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Tunneling
https://apt.etda.or.th/cgi-bin/listgroups.cgi?t=TinyMet
https://apt.etda.or.th/cgi-bin/listgroups.cgi?t=Meterpreter
https://www.fireeye.com/blog/threat-research/2019/10/mahalo-fin7-responding-to-new-tools-and-techniques.html
https://www.fireeye.com/blog/threat-research/2019/10/mahalo-fin7-responding-to-new-tools-and-techniques.html
https://malpedia.caad.fkie.fraunhofer.de/details/win.babymetal
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=BABYMETAL&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Carbanak%2C%20Anunak
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Ukraine
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Ukraine

