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 Tool: BeEF

Names BeEF

Category Tools

Type Vulnerability scanner

Description

BeEF is short for The Browser Exploitation Framework. It is a penetration testing tool that
focuses on the web browser.

Amid growing concerns about web-borne attacks against clients, including mobile clients,
BeEF allows the professional penetration tester to assess the actual security posture of a target

environment by using client-side attack vectors. Unlike other security frameworks, BeEF looks
past the hardened network perimeter and client system, and examines exploitability within the
context of the one open door: the web browser. BeEF will hook one or more web browsers and

use them as beachheads for launching directed command modules and further attacks against
the system from within the browser context.

Information <https://beefproject.com/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool BeEF

Changed Name Country Observed

APT groups

  Rocket Kitten, Newscaster, NewsBeef 2011-2017  

1 group listed (1 APT, 0 other, 0 unknown)
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