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GuLoader returns with a rotten shipment

By Christopher Boyd
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GuLoader, a perennial favourite of email-based malware campaigns since 2019, has been seen in the wild once

again. GuLoader is a downloader with a chequered history, dating back to somewhere around 2011 in various

forms. Two years ago it was one of our most seen malspam attachments.
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We also saw it during the pandemic, masquerading as a health e-book sent from the World Health Organisation.

GuLoader is typically used to load in the payload for the campaign in question. It often arrives in a ZIP file, and
once opened and the file inside is executed the malicious activity begins. It may attempt to download data stealers,
trojans, generic forms of malware...whatever is required. On top of this, GuLoader is designed to evade network
detection and sneak past sandbox technology. For example, it may recognise being loaded up inside a virtual

testing machine and refuse to load.

In this case, we have a bogus shipping notification written in Italian.
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ment To... R: GLS Italy - No
Message Attachments I m
GLS 5CHIO <noreply@gls-italy.com> 220 U Tue 2:59 AM
R: GLS Italy - Notifica spedizione V8-230137XXX o

D GLS Haly - Notifica spe..
1MB

Gentile cliente,

Siamo lieti di informarLa che la spedizione a Lei destinata da parte di
MASTROTTO EXPRESS & iniziata.

Per i dettagli della spedizione si prega di consultare il file allegato.
Per comodita riassumiamo i detiagli della spedizione:

Numero di spedizione: V8-23013XXXX
Numero della bolla di consegna: 720037XXXX
Numero di colli: 1

Peso: 5,02 kg ™ Malwarebytes X
Volume: 0

@ Malware automatically quarantined

ATTENZIONE: Vi informiamo che la mail e’ stata generata da un server in
automatico, si prega di non rispondere, grazie per la collaborazione.

Type:  Malware

informativa Phishing: 5/ sono werificsti tentativi di frode con uso non autorizzato del nome e del marchio GLS, insert allinfemo dicor  NAME: Trojan.GuLoader

aziends. Path:  .\GLS Italy - Notifica spedizione V8 231101...
RICORDIAMO CHE GLS NON INVIA EMAIL O SMS CON RICHIESTA Di PAGAMENTI ATTRAVERSO LINK CHE PUNTANO A SIi
invitiamo pertanto § noziri ciienti e destinatari a non rilasciare & fomire dafi personali o bancar. E

This is somewhat humorous given GuLoader’s Italian origins. The mail, titled “Shipment Notification”, reads as

follows:
Dear Customer,

We are pleased to inform you that the shipment to you by Mastrotto Express has begun. For shipping

details, please see the attached file. For convenience, we summarise the details of the shipment:
Shipping number:

Delivery note number:

Number of packages:

Weight:

Volume:

We inform you that the email was automatically generated by a server, please do not reply, thanks for

your cooperation.

In this example, GuLoader is not hidden inside a Zip file. Instead, the attachment is an .ISO file. An .ISO is
designed to be a copy of a DVD, a CD, and other related forms of media. If you ever spent some time backing up

your CD collection to a computer, you probably have a lot of these in a folder somewhere.

The file (or image, as they’re also sometimes called) would then be mounted as a virtual drive to gain access to
the content. You could also just use a program like WinZip to gpen the files. However you do it, in this case the

only thing waiting inside is GuLoader taking the form of a fake .JPG file. Note the .EXE (executable) extension in
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the below screenshot. Pretending that an executable is an image by giving it a double extension is an incredibly
old trick. On the other hand, it works!

SCHIO <noreply@gls-italy.com = 250

)
GLS Italy - Notifica spedizione V8-230137XXX

GL
R:

GLS Italy - MNotifica spe...
1ME

Gentile cliente,

Siamo lieti di informarLa che la spedizione a Lei destinata da parte di
MASTROTTO EXPRESS & iniziata.

Per i dettagli della spedizione = I = | Manage DVD Drive (E:) Desktop
Per comodita riassumiamo i d Home  Share  View | DriveTools
Numero di spedizione: V8-23( A~ . » ThisPC » DVD Drive (E:) Desktop v O
Numero della bolla di consegr ~ ~ .
Numero di colli: 1 @ OneDrive - Persor MName Date modified Type
Peso: 5,02 kg - - . . P
Volume: 0 B This PC % GLS ltaly - Notifica spedizione V& 231101...  4/18/2023 1:22 AM Applice
: is
. GLS Italy - Motifica spedizione V8 23110137105_JPG.exe
< 3D Objects Type: Application
Size: 497 KB
Deskt:
B Desktop Date modified: 4/12/2023 1:22 AM

ATTENZIONE: Vi informiamo £ Documents

automatico, si prega di non ri * Downloads
J! Music
Informativa Phishing: 5i sono verificali ten i
& | Pictures
RICORDIAMO CHE GLE NON INVIA ER

Invitiamo pertanto f nostri cifenfi e destinal m Videos

How to avoid fake parcel scams

e Check your orders. The email isn’t going anywhere, and neither is your order. You have plenty of time to
see if you recognise parcel details, and also the delivery network.

e Avoid attachments. So-called invoices or shipping details enclosed in a ZIP file should be treated with
suspicion.

e Watch out for a sense of urgency. Be wary of anything applying pressure to make you perform a task. A
missing payment and only 24 hours to make it? A time-sensitive refund? Mysterious shipping charges? All
are designed to hurry you into making a decision.

e If in doubt, make contact with the company directly via official channels.

Thanks to Jerome for sending over.

Malwarebytes removes all remnants of ransomware and prevents you from getting reinfected. Want to learn more

about how we can help protect your business? Get a free trial below.

TRY NOW
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Former Director of Research at FaceTime Security Labs. He has a very particular set of skills. Skills that make

him a nightmare for threats like you.

Source: https://www.malwarebytes.com/blog/news/2023/04/guloader-returns-with-a-rotten-shipment
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