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 Tool: LightBot

Names LightBot

Category Malware

Type Reconnaissance

Description
(BleepingComputer) Dubbed LightBot by Advanced Intel's Vitali Kremez, this PowerShell
script is a lightweight reconnaissance tool that gathers information about a victim's network to

determine if they are high-value and should be targeted in further attacks.

Information
<https://www.bleepingcomputer.com/news/security/lightbot-trickbot-s-new-reconnaissance-

malware-for-high-value-targets/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/ps1.lightbot>

Last change to this tool card: 24 April 2021

Download this tool card in JSON format

All groups using tool LightBot

Changed Name Country Observed

APT groups

  Wizard Spider, Gold Blackburn 2014-May 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=1b1c6bca-f806-40a0-852d-c2e19f5b9c66
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