UBND TINH BAC NINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc ldp - Ty do - Hanh phiic
86: 420 /STTTT-CNTT
V/v cinh bao tAn ¢dng ¢6 chii dich sir dung Bdc Ninh, ngay s¢ thang 6 nim 2017
ma dic

5 u‘\wruvéwhuénﬁubnm 3] Kinh gi:

- Cac 86, ban, nganh tnec thue UBND tinh;
- UBND céc huyén, thj x4, thanh phé.

C“uyen o

~#» S0 Théng tin va Truyén théng nhan duoc Céng vin s 172/CNTTGSM-
-— 2/% ANM ngay 27/6/2017 cua Trung tdm Cong ngh¢ théng tin va giam sit an ninh
mang — Ban Co yéu Chinh phi vé viée tan cong ¢6 chi dich sir dung ma déc,
nhim véo céc co quan chinh pha dé danh cép théng tin nhay cam, dac biét la cac
dir ligu lién quan dén viée td chirc dién dan hdi nghj APEC.

pé giam thidu rii ro v& an toan thong tin, S& Thong tin va Truyén théng
& nghj cac co quan, don vj trén dla ban tinh thyc hién va chi dao cic co quan,
don vj tryc thudc khédn truong tién hanh ra sodt, thuc hién cic ni dung hudng

An-tei-cONg van so 1 72/CNTTGSM-ANM (¢ vdn ban kém theo).

Trong qua trinh sir dung Internet, ndu nhan duge cac email ta c6 dinh kém
theo cic file nghi ngd 1a ma déc, dé nghi khéng mé file dinh kém dé tranh bj
nhiém ma doc va gui chuyén tiép vé dia chi email ttenttt. stttt@bacninh.gov.vn
hodc lién hé déng chi Lai Hitu Duong, Phé Gidm déc Trung tam CNTT&TT:
SDT di dong: 0912.339.623; CD: 0222.3875606 dé Sa tdng hop, phén tich va
xir ly.

S& Thong tin va Truyén thong tran trong dé nghi cic co quan, don vi trén
dia ban tinh duge biét va nghiém tic thue hién./. t‘v

Noi nhin: KT.GIAM BOC
- Nhu trén; PHO GIAM POC
- Gigm déc, cac Pho Giam dde So (blc); -

- Céc phong, don vi thude S& (Vh);

- Phong VHTT céc huyén, thi xa, thanh phé (d/b);
- Luu: VILONTT.

\\ Ngudri ky: S¢ Théng tin vi Truyén théng
i \ *Email: stttt@bacninh.gov.vn

\MC\‘: quan: Tinh Bic Ninh
Thén gian k¥: 30.06.2017 14:18:50 +07:00

Nguyén Vin Hao



BAN CO YEU q-iiNH PHU CONG HOA XA HOI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE Bgc lap — Ty do - Hanh phic
THONG TIN VA GIAM SAT

AN NINH MANG

$6: [ RUCNTTGSM-ANM Ha Noi, ngay 27 thang 6 nam 2017
Viv 1an cong ¢d chu dich sir dyng mé ddc

Kinh gui:

Trung tdm CNTT Vin phong Trung uong Dang;

- Vy T chirc - Hanh chinh Vén phong Cha tich nudc:

- Trung tm tin hoc Van phong Quoc hoi;

- Cong thong tin dién tr Van phong Chinh phu;

- Trung tdm tin hgc Van phong Chinh pha;

- Trung tam théng tin B¢ Ngoai giao:

- Cuc CNTT B¢ Tu Phép;

- S& TTTT Thanh ph6 Da Néng;

- Vin phong {JBND TP Ho6 Chi Minh;

- S& TTTT Béc Ninh;

- S& TTTT Thai Binh;

- Cuc TTKH va CNQG - B§ KH-CN;

- SoTTTT Ha nét;

- Trung tam TT B Nong nghiép;

- Trung tdm CNTT B4 Giao thong Vén 1:114

- Tong Céng ty quan ly bay Viét Nam; Hang Hang Khong
VietNam Airline.

Theo canh bao ciia hang Checkpoint va qua theo ddi. phén tich cha Trung tam
CNTT va Giam sat An ninh mang Ban Co yéu Chinh phu, trong thoi gian pin day (3-
6/2017) xuat hién mot loai mi doc mdi ¢ én Trojan.Farfli. Muc tiéu cua loai ma
ddc ndy 1a nhim vao céc co quan chinh phu dé danh cip thong tin nhay cam, dic biét
14 cac dir liéu li€n quan dén viéc 16 chirc dien dan héi nghj APEC. Ma ddc dugc dinh
kém trong cac file van ban c¢6 tén “Hep tac Kinh té Chdu A Théi Binh Duong nim
2017 — 2020 (mard).doc; APEC — SMEWG Strategicpla 2017-2020.doc; APEC
Strategic Plan 2017-2020(final).doc va giri qua duong email, khi nguoi ding mo
email Trojan.Farfli s& xam nhap, ndm viing va danh cép cac 1ai liéu, théng tin trong
hé thong may tinh bi 14y nhiém loai ma déc nay, chi tiét vé loai ma doc ndy cé Phu
luc kém theo.

Trung 1Am Cong nghé théng tin va Giam sat an ninh mang thong bio cho cac
co quan duge biét va canh gidc véi loai ma dde wén. Néu nhin duogc email rén hodc
email c6 dang nhu trén thi tuyét déi khong duge mé file dinh kém theo email dé tranh
bi nhiém virus. Quy co guan c6 thé download cdng cu dé kiém tra hé théng xem ¢6

bi nhiém loai ma doc trén tai-dia chi htup:/antoanthengtin.vn/.



Trong qué trinh sir dung Internet néu nhan duge cac email fa co dinh kém theo
cac file nghi ng® 1a ma déc, dé nghi khong mo file dinh kém dé tranh bi nhiém ma ddc
va gini chuyén tiép (forward) vé dia chi email: anm/@bey.gov.vin dé Trung tm phén tich
vaxuly/

Noi nhin: GIAM POC
- Nhu trén; ‘

- Lanh dao ban (8¢ bic);

- Luu: VT; P.DGANM,; ThGW

VAGIAMS
ANNISH WA



PHY LUC
PHAN Tig:H SO BQ MA BQC TAN CONG €O CHU PiCH VAO CAC CO
QUAN CHINH PHU DE KHAI THAC THONG TIN VE HOI NGH] APEC

Trojan.Farfli dugc dinh kém vio cac ban world chira trong cdc email gia mao cb
tinh truy cdp va déanh cip thong tin vao méy bi nhiém.

A D% o AN ¥ ]t G Do, - Juspartad Tanget
1 293029785 2ced027 | KingKong.ud Mada otre com VR Gov't Agency,
T6bedlbbcdics 14 {45.121.1456.26) VN 5P
T7613¢904deck et | KingKong & Ro.chnhphw. dons.ms Suspected VN Usar
0e5afdaniiiay _ {45.121.146.26}
ScadOlcal731554213 | Kinglong &t wearw microsOft hipsadd org | Suspectad VN Vier
Sd&bﬂﬂ!ﬂﬂ {45.121.146.26)
2 $235955708c1 71508 | Unknown * wew.ampodste.odnsms | Unknown
b7eabb 750418007 »  microsoft. serveuserns com
(121126 3L €7)
2¢30200foas12i528 | Lbin v werw winupdite adas.ms | Unknown
d678bcc 2456831 *  microsoll serveuners com
— {121.126.31.67}
SaTeIo 1067 0N | KR Poach vE vibc chng | # woww woitupdate ddm i | Suspecied VN User
elelcb2309458% khai Ban ke 14l sba, tha | »  microsofi serveusers.com
ohip ndm 2034 pesx {123.4i6.81.61
3 TG IcelaB?d 1595 | RunningOildit web.jicws com Hong Kong
00566929052¢41%S {21056 63 61) lawmaker
«S7093e 26 Thel(l | Unknown »  web jcwa.com
#4151228020130¢9 +  web.pluch.com Unknown
{110.56.85.61)

P L] - - . - -

Bang 1: Cdc miu lién quan dén cic hoat djng tin cong mi djc

Muc tiéu loai ma doc ndy tim kiém va dénh cip 12 céc ndi dung 6 lién quan dén

cic d& xudt ma chinh phit Viét Nam dua ra €& xudt trong dién dan hoi nghi APEC sip
1.

Vao cac ngay 6,7,14 thang 3 nam 2017 qua theo ddi da phat hién médt may chu
cua co quan thude chinh phi bi tan cOng bing mi ddc Trojan.Farfli gom céc dic diém
sau:

- Tap tin word c6 tén “Hop tac kinh 1& Chau A Thai Binh Duong nm 2017 - 2020 !8 LONG NG
(mard).doc” duge gui dinh kém trong mdt email gia mao. Miu ma doc (MD5:\, \VAG!
203h297852¢ed02726be916bc43c8114) co thu vién duge dit tén theo bo phim ndi
tiéng Kingkong: CSIDL_COMMON_APPDATA \ basekst \ kingkong.dil, dugc cong
chiéu vao cling thdi diém.

Tén min ra 1énh va didu khién (C&C) 1a msdns.otzo.com, phn gidi ra c6 dja chi
[P 12 45.121.146.26. Dia chi IP nay dugc dang ky bdi TheGigabit, mdt nha cung cap
Hosting tai Malaysia.

Ngoai ra con phat hign dia chi tir Viét Nam giri 2 tai liéu vdo ngay 23 va 28 thang
3 nam 2017 nhu sau:

« APEC-SMEWG Strategic Plan 2017-2020.doc (MD5:
2030¢e7a53ac9846086160c691b319db)
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e APEC Strategic Plan 2017-2020(final).doc (MD5:
bc41f57ea£¥81094c9768ff23735e14lb)

Khi mo cdc tap tin nay thi ddng thoi s& kich hoat ma dgc v
4c 13 hdng c6 dinh danh CVE2014-4114
phat hién c6 ma doe két néi t&i mot dja chi website
¢ khii c6 két ndi voi may chu C&C:
soft.https443.org. Ca hai tén mién phén giai ra
ir dung trong hanh vi cla

a ma ddc nay s¢ khai

th

K hi kidm tra hai mau trén,
tai Trung Qudc http://ip138.com trv
fip.chinhphu.ddns.ms VA WWW.MICTo
dia chi P déu 12 45.121.146.26 - gibng v&i dia chis
Trojan.Farfli ngay 6,7 va 14 thang 3/2017 (hinh 1).

Hiab 1. Két nbi C&C gifra cic miu Trojan.Farfli

Cich thirc hoat dgng eiia ma dc Trojan.Farfli nhw sau:
Khi nhiém vao may tinh, Trojan.Farfli s¢ ghi vaoe nhimg vi tri sau cla registry:
J %ALLUSERSPROFILE%\BaseKst\KingKong.dl]
e %ALLUSERSPROFILE%\BaseKst\KingKong
e %ALLUSERSPROFILE%\BascKst\drvl (328.5ys
Trojan Farfli payload s& thuc thi nhu sau:

rund{l32.exe rundli32 "%ALLUSERSPROFILE%\BaseKst\KingKong,dll".

[nstall.

Tiép theo Trojan.Farfli s& ghi vao registry dé co thé chay nhur mdt dich vu nén:



) HKEY_LOCAL_MACH_]NE\SYSTEM‘\Currem.ComrolSeL‘\Sen‘iccs\McdiaC
ontrol\Parameters\"serviceDil"

e "%SYSTEMROOT%\Documents and Settings\All
Users\BaseKst\KingKong.dIl"

Sau d4, Trojan.Farfli s& két ni t&i méay chi C&C truéce khi thye thi hanh djng vé
gl cac thﬁm, tin danh cap dugc dén may chia C&C, véi cac thao tic: Mo mdt ctra sb
lénh diéu khién tir xa; Ghi lai thao tac b4m phim; Danh cip thong tin vé may tinh va
mang; Chup &nh mén hinh.




