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UAC-0056 also known as SaintBear, UNC2589 and TA471 is a cyber espionage actorthat has been active since

early 2021 and has mainly targeted Ukraine and Georgia. The group is known to have performed a wiper attack in

January 2022 on multiple Ukrainian government computers and websites.

Earlier in March, Cert-UA reported UAC-0056activity that targeted state organizations in Ukraine using malicious
implants called GrimPlant, GraphSteel as well as CobaltStrike Beacon. Following up with that campaign,

SOCPRIMEand SentinelOnehave reported some similar activities associated with this actor.

In late March, the Malwarebytes Threat Intelligence Team identified newactivity from this group that targeted
several entities in Ukraine, including ICTV, a private TV channel. Unlike previous attacks that were trying to
convince victims to open a url and download a first stage payload or distributing fake translation software, in this
campaign the threat actor is using a spear phishing attack that contains macro-embedded Excel documents. In this

blog post, we provide a technical analysis of this new campaign.

Attack process

The following picture shows the overall attack procedure used by this actor. The attack starts with malicious
documents sent as attachment to a phishing email. The document contains a malicious macro that drops an
embedded payload within the document. The next stage payloads are being downloaded from the attacker server

in Base64 format.

Article continues below this ad.
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Phishing email

The actor has distributed phishing emails at least from March 23th to March 28th. The email subject is
3abopeoeanicmb no 3apniami(wage arrears) and the body of all the emails is the same:

3abopeoeanicmb no 3apniami. OHoeaoembcsi agmomamuuHo. IIpocumo Hadicnamu gauly npono3uyito 0s
cKopoueHHs 3abopzosaHocmi no 3apnaami. (Wage arrears. Updated automatically. Please send your offer to reduce

your salary arrears.)

3aboprogaHicTe na... =

Message

Sun 3/27/2022 12:45 P

zam@mdfi.gov.ua

Jaboproeadicte No 3apnnari

To ilenko@gng.com.ua

==l 3aBoproBaHicTe No 3a..
10 MB

JaboproeanicTs no 3apmiati. OHOBMIOETECA ABTOMATHYHO. [ [pOCHMO HATICIATH
EAITy IPOMOZHINED I CKOPOYSHHS 3a00proBaHoCT] N0 3apIimaTi.

Excel document:

The attached document has the same name as email subject “3abopeoeanicmb no 3apniami” and it seems the actor

has used a legit document as decoy.
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This document contains an embedded macro that drops the first stage payload called “base-update.exe”. The
payload has been saved in a “very hidden sheet” named “SheetForAttachedFile”. The sheet contains the filename,

the date the payload is attached (21th March 2022), the file size and the content of the attached file in hex format.
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The macro reads the content of the embedded file in the hidden sheet and writes it into the defined location for this
payload which is the “AppDatal.ocalTemp” directory. The macro used by the actor is taken from a websitethat
described and provided code for a method to attach and extract the files from an Excel workbook.
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Elephant Dropper (Base-Update.exe)
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Elephant Dropper is the initial executable deployed in this attack; as the name suggests this is a simple dropper
which deploys further stages. This executable is written in the Go programming language and is signed with a
stolen Microsoft certificate. The strings in the binary suggest that it was actually named as Elephant Dropper by

the attackers themselves.

It checks if the “C:Users{user}.java-sdk”directory exists on the system and creates it if it does not. The strings in
the binary are encoded and are only decoded when they are required to be used.

The dropper decodes the C2 address from a string and then downloads a Base64 encoded binary from the C2 and
writes it to “C:Users{user}.java-sdkjava-sdk.exe”. This downloaded binary is named as Elephant Downloader by
the attackers judging from the strings present. java-sdk.exe is then executed by the dropper with the following
arguments, “-a 0CyCcrhl/6B5wKE8XLOd+w==". The argument “-a”refers to address and the Base64 string is
the C2 address in AES encrypted format.

void elephant_dropper_Run()
// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]
ck_noctxt()

elephant_dropper_ev();
elephant_dropper_ensureDir();

r
; elephant_dropper_S1();
i !elephant_dropper_getDownloader() )

élephant_dropper‘_getDownloaderPaﬁh( )s
if (! )
{

elephant_dropper_:

elephant_dropper

os_exec_Command ()

os_exec__ ptr_Cmd__ Start();

Elephant Downloader (java-sdk.exe)

Elephant Downloader is also written in the Go Programming Language and is executed by the Dropper. The main
purpose of this payload is to maintain persistence on the system and also deploy the next two stages of the attack.
The strings in this executable are encoded in the same way as in the Dropper. It makes itself persistent through the
auto-run registry key. To do so, it creates a registry key under
“SoftwareMicrosoftWindowsCurrentVersionRun”named as “Java-SDK”with value “C:Users{user}Desktopjava-
sdk.exe -a 0CyCcrhl/6B5wKE8XLOd+w==".

640dc; kernel32.GetProcAddress
Arg[@] = ptr 0x00007ffd7ea00000 —> {MZ\x90\x00\x03\x00\x00\x00}
Argl[1] = ptr 0x000000c000018090 —> "RegOpenKeyExw"

640dc;advapi32.RegOpenKeyExW
Arg[@] = 0x0000000080000001 = 21474R83A49
Argl[1] = ptr 0x000000c00005e120 —> L"Software\Microsoft\Windows\CurrentVersion\Run"
Argl2] = @

640dc; kernel32.GetProcAddress

Argl[@] = ptr 0x00007ffd7ea00000 —> {MZ\x90\x00\x03\x00\x00\x00}
Argl1] = ptr 0x000000c0000180b0 -> "RegSetValueExw"

640dc;advapi32.RegSetValueExW
Argle] 0x0000000000000180 = 384
Arg[1] = ptr 0x000000c00001c0d8 -> L"Java-SDK"
Arg[2] = o
Argl3] 0x0000000000000001 = 1
Argl4] = ptr 0x000000c0000d6360 —> L"C:\Users\Administrator\Desktop\java-sdk.exe —a 0CyCcrhI/6B5wKESXLOd+w=="
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The downloader is responsible for getting the implant and the client; the URL paths for the payloads are stored in
encoded form in the binary. It downloads the implant and the client from http://194.31.98.124:443/mand
http://194.31.98.124:443/prespectively in Base64 encoded format.

After this, it decodes the file names which are stored as well in encoded format and creates the file in the earlier
mentioned directory .java-sdk. The file name of the implant is oracle-java.exeand the client is microsoft-
cortana.exe. The downloader executes both payloads and passes “-addr 0CyCcrhl/6B5wKE8XLOd+w=="as
arguments to both. Again the Base64 string is the C2 address in AES encrypted format.

640dc; kernel32.CreateFilew
Arg[o]
Arg[1]
Argl2]
Arg[3]
Argl[4]
Arg[5]

ptr 0x000000c0000fclcd —> L"C:\Users\Administrator/.java-sdk/oracle-java.exe"
0x0000000080000000 2147483648

0x0000000000000003 = 3

0

0x0000000000000003 = 3

0x0000000000000001 1

640dc; kernel32.CreateFileW
Argle] ptr 0x000000c0000fc150 —> L"C:\Users\Administrator/.java-sdk/microsoft—-cortana.exe"
Arg[1] = 0x0000000080000000 = 2147483648
Arg[2] = 0x0000000000000003
Arg[3] = @
Arg[4] = 0x0000000000000003
Arg[5] = 0x0000000000000001

Elephant Implant (oracle-java.exe)

Elephant Implant (also tracked as GrimPlant backdoor) seems to be one of the most important payloads in this
attack. This executable communicates with the C2 on port 80. Similar to earlier payloads, strings are encoded in
the same fashion is in this binary as well, and it also gets the C2 address encrypted from its parent process. The
implant makes use of gRPC to communicate with the C2, it has a TLS certificate embedded in the binary and
makes use of SSL/TLS integration in gRPC. This allows the malware to encrypt all the data that is being sent to
the C2 via gRPC.
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aBeginCertifica db *

The implant uses the MachineIDlibrary to derive a unique id for each machine. It also gets the IP address of the
machine by making a request to “https://api.ipify.org/”.

It also collects information related to the OS in a function namedGetOSInfo, as part of this the malware collects
the hostname, OS name and number of CPUs in the system. A function named GetUserInfocollects the Name,

Username and path to Home directory of the current user.

void elephant_internal_implant_getSystemInfo()
r
{

[COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

&vb <= *( + 16) )
runtime_morestack_noctxt();

elephant_internal_implant GetIPAddr();
elephant_internal_implant_GetOSInfo(
elephant_internal_implant_GetUserInfo();
ve = *(& + 1);
runtime_convTstring();
runtime_convTstring();
' runtime_convTstring();

fmt_Sprintf(vg hE

The Implant can communicate with the C2 by using 4 types of RPC requests:

o /Implant/Login— This is the initial RPC request that is sent to the C2. Along with this RPC request the
earlier retrieved ID and system information is sent to the C2 as well.
e /Implant/FetchCommand- This RPC request is used to retrieve the command that the actor wants to

execute on the target machine. The retrieved command is executed via
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“%windir%SysWOW64WindowsPowerShellv1.Opowershell.exe®“. An Adminldand Commandto be executed
is received as a response to this command.

o /Implant/SendCmdOutput— This is used to send the output of an executed command by sending a
SendCmdOutput RPC request to the C2. An Adminld and Command Output is sent with this request.

o /Implant/Heartbeat— A Heartbeat RPC request is made to C2 to send the status to the C2 at regular

intervals. The machine id and system info retrieved earlier is sent with this request.

elephant_proto_implant___ptr_implantClient__Login
elephant_proto_implant__ptr_implantClient__FetchCommand

elephant_proto_implant___ptr_implantClient__SendCmdQOutput

elephant_proto_implant___ptr_implantClient__Heartbeat

Elephant Client (microsoft-cortana.exe)

The last payload that will be described is this blog is the one named elephant_clientby the actor (also tracked as
GraphSteel backdoor). The functionality suggests that this final payload is a data stealer.

Similar to other payloads in this attack chain, this payload receives the C2 server as a parameter in Base64 format
(0CyCcrhl/6B5wKE8XLOd+w==) which is AES encrypted format of the server. Decoding the Base64 string
gives us the C2 IP address in AES encrypted format: d02c8272b848ffa079cOal3c5cb39dfb . The actor uses the
following key to AES decrypt (ECB-NoPadding mode) the C2 address:

F1D27960DSEB2FDDF2538029A5FD50B5F64A3FIBFO6F2A3C4C950438C9A7F78E

Once the sample has established its connection with its C2 server, it starts collecting data and exfiltrating them
into the server. At first it collects some basic info about the user and send it to the server as shown in Figure 12.
(some info has been removed for privacy). The collected data is Base64 encoded, and includes hostname, OS
name(windows), number of CPUs, IP address, Name, Username and home directory.

DECRYPTED b’

b'mutation { uploadSystemInfolclientId: " "

os:" ", ipAddress:" "
userInfo:” S

After that, the client tries to steal credentials from the victim’s machine. The actor steals data from the following

services:

e Browser credentials

e WiFi information

e Credentials manager data
e Mail accounts

e Putty connections data

o Filezilla credentials
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We have installed some of these services for testing purposes. Figure 13 shows how the stolen data is being sent to

C2 server:

mutation £ {clientId credentials

Base64 decoding data shows what data has been exfiltrated:

Browser data:

URL: , Username: , Password:

URL: https://account.protonmail.com/, Username: analyst, Password: supersecretpassword
WiFi data:

Credentials manager data:

Mail data:

Putty data:

Filezilla data:

Host: supersecretserver.net, Port: 208@, User: admin, Password: supersecret

For example, to recover Wifi data, the command netsh wlan show profiles (that list all SSIDs saved in the

machine) has been used. Once all the SSIDs are gathered, if any, it will launch the command
netsh wlan show profile [SSID] key=clear

, revealing all saved wifi passwords:

' geangés;ngﬂ“;nigd;njcy;nj:.i.\:'.anldr“;nleq;nles;nmid;napf;natinnpar‘;npre;nsce;ns:
5CL;

Eelankfr;™;

V99 = 4LL;

188 = "Ehowghy;sim;sjissmt;™;
w18l = 4LL;
182 = "profilepropto;provencprurel;puncsp;qprime;ratail;racute;rangle;rarrap;rarrfs;rarrt

"il;rbrace;rbrack;rcaron;rcedil;rdquor;™;
viB3 = 7LL;
v79 = 16 * v12;

/13 = *{_QWORD *)(v1l + 16 * v12);

/185 = *(_QWORD *)}(vil + 16 * v12 + 8);
/184 = v13;

/167 = 9LL:

105 = fey=clea};

elephant_client_ExecCommand();

The following image shows an example of the command execution, where you can see some of the commands

executed in the process:

= B microsoft-cortana bin (3788) "microsoft-cortana bin" -addr 0CyCorhl/6BSwKESXLOd+w==

(= 2 omd exe (5048) P... cmd /Q /C netsh wian show profiles
& “netsh.exe (2156) 5... netsh wilan show profiles
4 powershell exs (4156) W.. powershell /Q /C -encodedCommand WwB2AGEAaQBLAFOAWWBXAGK Abg Bk AG BAdw Bz ACAALWBIAGMAJQ By AGk Ad ABSACAAQW By AG UAZABIAGAAIABp AGEADABZACAAI
(= 2 omd exe (3596) P... cmd /Q /C powershell reg query HKCUN\Softwars"Simon Tatham™\Puthy\Sessions
B 4 powershell exe (3536) W.. powershell reg query HKCU\Software\Simon Tatham\Putty’Sessions
# “reg.exe (3688) H... "C:\Windows\system32\reg exe” query HKCLSoftware\Simon Tatham\Putty’.Sessions
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Figure 17 shows another example of exfiltration in which an encoded PowerShell command is used to steal the

data from the Secure Vault:

& c = i =

Aw, Snap! Something went wrong while displaying this webpage.

To display this web page correctly, please install the root certificate.
Click the "Fix it" button and follow the further instructions.

In addition to stealing credentials, the actor steals all the files from the victim’s machine. To collect the data it
iterates through all the files in the user directory and hashes each of them. All of these collected hashes will be
sent to the actor’s C2 server. Finally, the malware will send to the attackers all these files.

Note that all the collected data are AES encrypted before being sent to C2 server, so packet inspection will not

reveal any useful information.

aMutatlonUpload db !
8 db '5a23", path:"
B 'ilenaTe:xanle_

rru"a*'lc:n { uplcadChunkucllen*’Id: adbega?a ‘Fgaa 55a2 65a5-54aabgsg’
/ 1

@ "k |Jz_1q*'dz_
B db '2EFM+mStuEmmIYNELK/ P4
B BW+FNgCiLSTCReBNC3CS wgt
28 db "VyR2BiN/RIIdiU/iYatrQgigy l.-'q+*'5 /Ri5p9HiMamTz 5,_1-a

rd4aqstYoUSEndc2H’

Conclusion

UAC-0056 aka UNC2589, TA471, or SaintBear is an active actor that has been performing cyber espionage
campaigns against Ukraine since 2021. The group is known to have performed the WhisperGate disruptive attack
against Ukraine government entities in early 2022. Recently we have observed new activity associated with this
actor that used macro-embedded excel documents to drop its malicious software on victims machines. In this blog

we provided a technical analysis of this campaign.
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S 3aboprosaricte no sapnnatixls [Compatibility Mode] - Excel
Insert Page Layout Formulas Data Review View ell me Sign in }:_;_ Share
T 4 TimesNewRi» |12 -] = = = % Number - Conditional Formatting = E" Insert - el
PEE E‘@ (BRI U-| A A == - $ - 05 @Format as Table ~ E" Delete - Editing
. ~ e Mo A =3 B A @CellStylﬁv E Format = o
Clipboard m Font ra Alignment il MNumber Styles Cells ~
BQ>S B I NYTAHCBKA OBNACTE "
A | B | C | o | E | F | 8 | H | | J | K |
Onepariena mormicerzea indop

il el

ol Ll [OEEIEH] SROHOMIMHO IKTHER] [-E2 " Malwarebytes x

11 EOMYHAIEH] SEOHCOMITHO IKTHERL I-E2

1HIN SROHOMIYHO AETHEHL

@ Exploit automatically blocked

Affected application:  wscript.shell
Protection layer: Application Behavior Protecti...
Protection technique: Exploit Office VBET object ab...

1 | KOM HEaKT | iHLLT HeakT | 4 Bcboro 3a GopmM BR:

Ready

The Malwarebytes Threat Intelligence teamcontinues to monitor cyber attacks related to the Ukraine war. We are

protecting our customers and sharing additional indicators of compromise.

10Cs

Emails:
1ce85d7be2e0717b79fbe0132e6851d81d0478dba563991b3404be9e58d745b1
58c93b729273ffa86ed7baa7f00ccd9664ab9b19727010a5a263066bff77cee8
ed0128095910fa2faad4e41f9623dc0ba26f00d84bel178ef46c1ded003285ae3
Excel doc:
clafb561cd5363ac5826ce7a72f0055b400b86bd7524da43474c94bc480d7eff
Elephant dropper (base-update.exe):
9e9fa8b3b0a59762b429853a36674608df1fa7d7f7140c8fccd7c1946070995a
Elephant downloader (java-sdk.exe):
8ffe7f2eeb0cbfbe158b77bbff3e0055d2ef7138f481b4fac8ade6bfb9b2b0al
Elephant Implant (oracle-java.exe):
99a2b79a4231806d4979aa017ff7e8b804d32bfe9dcc0958d403dfe06bdd0532
Elephant Client (microsoft-cortana.exe):
60bdfecd1de9cc674f4cd5dd42d8cb3ac478df058e1962f0f43885¢14d69e816
C2:
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