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 Tool: CrackMapExec

Names CrackMapExec

Category Tools

Type Vulnerability scanner

Description A swiss army knife for pentesting networks.

Information <https://github.com/byt3bl33d3r/CrackMapExec>

MITRE ATT&CK <https://attack.mitre.org/software/S0488/>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool CrackMapExec

Changed Name Country Observed

APT groups

  Energetic Bear, Dragonfly 2010-Mar 2022

  LockBit Gang [Unknown] 2019-May 2025

  MuddyWater, Seedworm, TEMP.Zagros, Static Kitten 2017-Jul 2025

3 groups listed (3 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=19b78546-f2b0-43b4-bc50-c18b025371de
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